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ABSTRACT

Most of routing schemes that protect the source’s location from a malicious attacker usually make use of a
path of a long length per message for the sake of lengthening the safety period. The biggest problem to such
approaches is taking a very long latency in transferring messages to the destination. In this paper we show the
problem to find the least-cost single path that is enough to keep the source-location always secure from the
attacker, provided that it is used for the delivery of a set of messages given in priori, is NP-complete.
Consequently we propose a routing protocol GSLP-w(GPSR-based Source-Location Privacy with crew size ) that
is a trade-off between two extreme approaches. The advantage of GSLP-w lies in its enhanced safety period for
the source and its lowered delivery latency in messaging. We consider NSP(Normalized Sefety Period) and
NDL(Normalized Delivery Latency), measured in terms of the least number of hops to the destination, to achieve
tangible interpretation of the results. We ran a simulation to confirm our claim by generating 100 topologies of
50,000 nodes with the average number of neighbors being 8. The results show that GSLP-w provides more
enhanced NSP compared to other protocols GSLP, an earlier version of GSLP-w, and PR-SP(Phantom Routing -
Single Path), the most notable existing protocol for the source-location privacy, and less NDL than that of GSLP
but more than that of PR-SP.
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1. select a certain random number w
from [hsv/4, (3hs.b)/4] and do as follows.

for (i=0; to w-1; i++)

{

1.1 // message packaging
M.Destination_Coordinate = L(b);
M.Source_Coordinate = L(s);
M.TTL = TTLw;

Detour_Rule; = Detour_Rule,
M.Detour Rule = Detour_Rules;

i /] toggling

if (i==0) M.More =2; // 1st crew
else if (i==w-1) M.More = 0; // last crew
else M.More = 1; // otherwise

M.Send_Sequence_Number = SSNg++;
M.Size_of User Data = Size_of User Datas;
M.User_Data = User_Data;
1.2 // message forwarding
if (M.More==2) { // 1st message
choose the next-hop node v as stated in Section
3.2, fill out the routing table and send M to v;
} else {
forward M to the node pointed by next_hop
field of the routing table; }

2. go to step 1 if there exist more messages or delete
the route information in the routing table;
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1. if ( M.Destination_Coordinate == L(u) ) {
accept M; // the destination

if (M.More == 0)
delete the route information in the routing table;
exit;

}
2. if ( M.More != 2 ) { // already being used
forward M to the node pointed by next_hop field
of the routing table;

if (M.More == 0)
delete the route information in the routing table;
exit;

}

// create route as it is M.More ==

3. select the next-hop node as stated in Section 3.2 and
exit;
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