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Watermark Attack Model by RGB Conversion
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ABSTRACT

With the development of video capturing tools, it is possible to attack the watermarks embedded in the
video data by the capturing. Since the capturing attack normally includes various image processing attacks, it
is not so easy to deal with. However, we found that color space conversion based on the RGB color space is
the major element of the capturing attack. In this paper, we present experimental and theoretical results on the
effect of the color conversion between RGB and YCbCr to embedded watermarks. According to our
experimental results, the previous watermarking method based on the spread spectrum scheme is vulnerable to

the color conversion attack. A solution to this problem is devised from the formula of the color conversion.
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(d) MSE between captured and converted image
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=== Original vs. Non-image processing capture

Original vs. Brightness adjust capture

=== Original vs. Non-image processing capture

Original vs. Contrast adjust capture
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=== Original vs. Non-image processing capture
Original vs. Sharpness adjust capture

=== Original vs. Non-image processing capture
Original vs. Smoothing adjust capture
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(d) Brightness adjusted image
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(c) Non-attacked Image

(f) Contrast adjust image (g) Smoothing adjust image

71t = SJejut=a RE7 el
4] 21347} RGB BAE AR A Ak ol %
3oy At AlGE wlwek el =zolck ok et A
7o) o3-S RGB WEE ®AMS: oA $lE
AES QA YRS W] e v A
o] vl&= =44 F9ick webd RGB

s

ol
N

o
rN

Bk

HEo]
gslzt] Ado] ARk o)Al
b AR eoF EAkA] sk o
oye]Ze] 7FelA ElEe] gloiA]
A3k wetiade] ofgich sk mu
a2 AR $ 9ds A Eel WA
v = ARle] Bal ode FarE] 3
b oA =sich Ax Bl oigh
K= AJA-6A 7Hgle] v UCCY #
" | = st Akl ® ¢JEv}
| Faelzh Eok mdE B =gl k] A
£2 o]g3le] RGBS} YCbCRE| Widlo] Jeinl=
& E 5 ke S Flskick A &
¢3lo] RGB A =g wgkshl =W 37k
Falg odod HA7} 0.8588 olgl= BlgR
9 Z7|ukE =713} o ofed ol
=% ARJe|I= RGB gt o5 o

=
o

i S

o

;

o %

it
i)

bt

o T o fn o orfu
2

pais
R

R
r
r e

o o
(o3

>’—1_>5,
Hi' o
¢ 3

Flfm
E\%i
2 |m
2 M

1
filo

2 o
_& °

2
f(rt
K

o

do
Y
2
do
T o
=3

www.dbpia.co.kr



g2 A18}13] 3= %-4] °08-10 Vol. 33 No. 10

\
22

\

#

RGB
Reference Image

> &

Compensated Image

Convertion
Compensation

Original Image

\

o/

N

2

Capturing System

5 4

Watermarked Image Image ) )
Window Media Player)

Watermarked Image Captured Image

(a) Block Diagram

Correlation Coefficient

=== Compensated vs. Non-image processing capture
== Compensated vs. Brightness adjust capture

Frame Number

SRRSIRORBBERENNRANERERREERRKNERREREER

CNMETLerER 0NN NS N8RRI RARAIILEREER

Correlation Coefficient

RRRIIRETEESENARAEEEAEEEAERAIRAREED

Correlation Coefficient

v 'Wﬂ’wuﬂwwmwm At

o % = Compensated vs. Smoothing adjust capture }

0 Frame Number

TNMTTNerRe eSO NI NS SN Y 2RSS ANIILEREER

-l

wh=c) 2Rile] HHow Al€lgh
TA e 3ol HEvtas ARsisks
wEo] $|ut RGB WEHA|

o] Addld] W3z A4 ]
Adsljef & Zlo]ck

fijo

of
o

o

>

N W ooR ok
N
anm

(e3

d
il

403

o2t

)

rok

Mo

M. Kutter, F. Petitcolas, “A fair benchmark for

image watermarking systems,” SPIE, Electronic

Imaging, 99 Security and Wawtermarking of

Multimedia Contents, Vol.3657, San Jose, Jan,

1999.

M. Kutter, “Watermarking resisting to translation,

rotation, and scaling,” In Proc. of SPIE Int.

Sym. on Voice, Video, and Data Comm., Nov.,

1998.

F. Petitcolas, R. Anderson, M. G. Kuhn, “Information

Hiding: A survey,” Proc. of IEEE, vol.87, no.

7, pp.1062-1077, Jul., 1999.

S. Craver et al., “On the invertibility of invisible

watermarking techniques,” Int. Conf. on Image

Processing, vol.1, pp.540~543, Oct., 1997.

Z94, YA" Ay Z2AAL 54|, 2006

http://www.techsmith.com/

ZN. Li, M.S. Drew, Fundamentals of multimedia,

Prentice Hall, 2003

ITU-R BT. 601 CCITT

J. McClellan, Signal Processing First, Prentice

Hall, 2003

(10] 1LI. Cox et al., “secure spread spectrum watermarking
for multimedia,” IEEE Trans. on Image Processing,
vol.6, no.12, Dec., 1997

(11) M. George, J.Y. Chouinard, N. Georganas, “Spread
spectrum spatial and spectral watermarking for
images and video,” IEEE CWIT99, 1999.

(12] http://www.dscaler.com/

3 & 2 (Yong-kwang Kwon) 22135
2002 29 =i St st

I} F3PA AL
2008 24 ‘=i 3tar A1Alg-st

I} Fehaat

<FAlHol> H264/AVC, 94

= ,HAE 24
5 2, T

0l Al 2 (Si-mong Lee)

20073 24 “E=ro Sl A8t g5t

- QA R AR Al

<3 H-ok> H.264, Watermark- ing, 34+12]

www.dbpia.co.kr



	RGB 변환에 의한 워터마크 공격 모델
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ 공격 모델로서의 RGB 변환
	Ⅲ. 결론
	참고문헌


