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ABSTRACT

In recent network intrusion detection systems, regular expressions are used to represent malicious packets. In
order to process incoming packets through high speed networks in real time, we should perform hardware-based
pattern matching using the configurable device such as FPGAs. However, operating speed of FPGAs is slower
than giga-bit speed network and so, multi-byte processing per clock cycle may be needed. In this paper, we
propose a hardware architecture of multi-byte based regular expression pattern matching and implement the
pattern matching circuit generator. The throughput improvements in four-byte based pattern matching circuit

synthesized in FPGA for several Snort rules are 2.62~3.4 times.
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