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ABSTRACT

Message Authentication Code (MAC) assures integrity of messages. In Mobiel WiMAX, 128-bit Cipher-based
MAC (CMAC) is calculated for management messages but only the least significant half is actually used
truncating the most significant 64 bits. Naming these unused most significant 64bits Shared Authentication
Information (SAI), we suggest that SAI can be applied to protect the network from DDoS attack which exploits
idle mode vulnerabilities. Since SAI is the unused half of CMAC, it is as secure as 64bits of CMAC and no
additional calculations are needed to obtain it. Moreover, SAI doesn’t have to be exchanged through air interface
and shared only among MS, BS, and ASN Gateway. With these good properties, SAI can efficiently reduce the
overheads of BS and ASN GW under the DDoS attack.
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w/ BS 3} : 77.84 us

SAI ASN GW %3} : 0.003+77.52 = 77.523 us
Total -3} : 77.84+77.523 = 155363 us

wfo BS 3} : 76.88 + 8.4 = 85.28 us

SAI ASN GW %3} : 44.34+91.92 = 136.26 us
Total -3} : 85.92+136.26 = 221.54 us

ratio 155.363 / 221.54 * 100 % = 70.13%
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Total -8} : 85.92+136.26 = 221.54 us
ratio 222.55 | 221.54 * 100 % = 100.46%
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