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ABSTRACT

The one-time password system solves the problem concerning password reuse caused by the repeated
utilization of an identical password. The password reuse problem occurs due to the cyclic repetition at the time
of password creation, and authentication failure can occur due to time deviation or non-synchronization of the
number of authentication. In this study, the password is created asynchronously and exchanged with the user,
who then signs using a digital signature in exchange for the password and a valid verification is requested along
with the certificate to ensure non-repudiation. Besides this, a verification system for one-time password is
proposed and designed to improve security by utilizing the validity verification that is divided into certificate
verification and password verification. Comparative analysis shows that the mechanism proposed in this study is

better than the existing methods in terms of replay attack, non-repudiation and synchronization failure.
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