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ABSTRACT

In 2005, Ko-Kim-Kwon pointed out Henrici-Muller’s hash based RFID authentication protocol is insecure to
location tracking attack, spoofing attack and Denial of Service attack. Then, they proposed a new RFID
authentication protocol(3K-RFID) that can withstand these security problems. However, this paper shows that
3K-RFID authentication protocol is still not only vulnerable to spoofing attack and Denial of Service attack but
also does not provide forward secrecy, and then proposes an improved secure I3K-RFID authentication protocol

in order to resolve such problems.
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Step 3 : Reader > DB : A, T
Readert= Tag®YE] $41g Al TE DBolA
A5t

Step 4 : DB — Reader : B, Info
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dlolefmle]2~ o] ID Hle]Ee &% Tage| ID
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ARk} DBE A7) Aol AlgF At £U3A|
i}, "ok gleje] IDENE| A4HE A’e] Tag
ZHE A 7 A9 U3 AAE A =,
DBE Tags <I53sHl =1, s AldS 18 Al
2% IDww=h(ID||A)E AlAFs}e] 3719] IDE Dpew
2 AYAlEtar, Al AdEelS-S 18] B=h(IDuw) &
Akl AlEol| thek AAE ARE vk 9lE Info
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Database Reader Tag
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_—
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A= h(ID||T) A+
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D44
(
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5
&
Lo
=3

o
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B, Inf: B
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uheF B - BO| W

g I, 2
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sH Y
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T2l 4. A9kl 13K-RFID ¢1& Z2 &3

IRl o Zul TlgF] A 7K Polynomial

time) Ulol] F3x=]o] & 4 g¢lv}

el 2. kg YrF3E 7] $(Secure one-way
hash function) y = h(x)ol4, 71zl x
& ol&3lo] y& ARFe 2 9
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of ek
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Q% ZREZS theo| Tag ID %A (Tag ID Ano-
nymity), 71718 $1%] =Zz}o]HA|(Individual Location
Privacy), AWk HolAd(Forward Secrecy), A%<
T4 (Replay Attack), 2~ 52 (Spoofing Attack),
AH| 2~ A5 FA(Denial Of Service Attack)®} 7+
< 6714 Bl FAES S

(1) Tag ID *J"*(Tag ID Anonymity): A&

IBK-RFID ¢l Z2EFoA Tage] IDE
HE JE AF =% @Gerh =3k Ajket
I3K-RFID ¢1Z TR &S| Step 29} 404
24zt 4= 2] A=h(ID||T)2} B=h(IDnew)
FromNE] FARE A Alded AREE<
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