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ABSTRACT

Summation generator with high period and high linear complexity can be easily implemented by a simple
hardware or software and it is proper to apply in mobile security system for ubiquitous environments. However
the generator has been some weaknesses from Dawson’s divided-and-conquer attack, Golic’s correlation attack
and Meier’s fast correlation attack. In this paper, we propose an improved version(2'*® security level) of Z,
algorithm, CCC— NSG(Circular-Clock-Controlled — Nonlinear Summation Generator), which partially replaces
LFSRs with nonlinear FSRs and controls the irregular clock to reinforce it’s own weaknesses. Finally, we
analyze our proposed design in terms of security and performance.
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