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S AdAIEle]  IEEE 802.11iE A$8k= MAC Layergs A7, & 33tk WEP 7|$¢] IEEE 802.11 legacy
MAC3}e] 33HAS wAbslr] 9lsle] A= %la, TKIP2F CCMP+= IEEE 802.11ie4] 43 Hlolg] Bk W
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ABSTRACT

IEEE 802.11i is an amendment to the original IEEE 802.11/b,a,g standard specifying security mechanism by
stipulating RSNA for tighter security. The RSNA wuses TKIP(Temporal Key Integrity Protocol) and
CCMP(Counter with CBC-MAC Protocol) instead of old-fashioned WEP(Wired Equivalent Privacy) for data
encryption. This paper describes a design of a communication security engine for IEEE 802.11i MAC layer.
The design includes WEP and TKIP modules based on the RC4 encryption algorithm, and CCMP module based
on the AES encryption algorism. The WEP module suffices for compatibility with the IEEE 802.11 b,a,g MAC
layer. The CCMP module has about 816.7Mbps throughput at 134MHz, hence it satisfies maximum 600Mbps
data rate described in the IEEE 802.11n specifications. We propose a pipelined AES-CCMP cipher core

architecture, which has lower hardware cost than existing AES cores, because CBC mode and CTR mode

operate at the same time.

I.ME Q7 A8 15%2] whe AFES 1Y Zlew

. FAwe BRes Hi]%l %/}_"]EE E

Aol Akl AE S o83 "HE|v|t]e] An]x A Aus Al Qe 9l BE chiy]e o2 chut
= oftelxfut o] &% 5 9l AR} ApslE FA 719 EAl 4SSl & 2 glo] ek} ok
sk sleh olol S AYE FM 2012 2 o gich s1%e] AN ABHE RCS

# =S IDECS] & #8137} ETRI Al2~8] HEEAIA1E AlE]ellA] 5=888H IT SoC SAIEAIQIH R N 2 &4 Abetal gy
(KU080661)2] Aoz a=]al<ich

* g W]—FMJMM} A7 Tz o7 (hekllsks @kw.ac kr, yjjeong @kw.ac.kr)
=P E  KICS2009-04-181 , AU A) 120004 49 209, FHE=A45dA) : 20004 84 129

640

www.dbpia.co.kr



=%/ IEEE 802.11i MAC Layer A7 ¥ 3

(Rivest Cipher 4)& ©]43F WEPX o8] 74 ®
ot TAHS x=Z3HA =u2][3]. elell IEEE
802.11i Gnellx]= WEP2] Hol FebdS Heksly|
$]5led RSN(Robust Security Network)S A}&7
AoJatgirt. RSN dlofele] slasls  9]3}e]
TKIP¥} CCMP-S ARg-ala gle)?,

R | Rl =t et R R e = i
WEP3} IEEE 802.11i% =A|¥3}7] $JgF TKIP,
CCMP?| &&%Ql F&& Hof Fa1 gJrk w3t A}
Ad FAdd FFoew F5 wku gle IEEE
802.11n°ll4] dloele] gtE3k= CCMPE o]-&3}o]
dolelE hssts shar, whE dlole S 918t
o] MAC #lZell4 100Mbps ©]/42] dlloJe] FFo]
o] o] o} ¥l o]e] 802.11nellA = ARge] 7}
S3EE CCMP £5°] AAl= whe dloly s
slol] 24& HFo] AAE sk

H =% [EEE 802.11i¢] /8% Azte=z
WEP, TKIP, CCMP, 802.11 MAC layer®] 3}=9]
o] Flof| thale] rlEsigict. v R AAR
stedlele] AS 2 As HE sl AES 9

=t
II. IEEE 802.11i2| L

WEP2| B} FAF o2 Week Key2 #of
e & Uk RC4oAH AEE]= seedt FollA]
241 E9] IV(Initialization Vector)© $}33}=#] o
2 e R kEFe] AHEEvh w3l Alide] 14
Zolle v FH7I7F A=A @] Wil T
g IVE e dEES SFEH, 7] AE"S

—Elf =

Z3) gl 3 4 9lth TKIPE= WEPS| W34k
Hfde wekslr] glsle] Wi-Fi dAgAeld zF
slek Zlo=a, 802.11i9] 4= A=k
CCMP+ 128H]E EE 7|5 AlMgslE CCMEES]
AES(Advanced Encry -ption Standard) &2 &
G g AR

. WEP, TKIP sl=¢I0f 78!

3.1 WEP Z12|Z 7R

WEPS 64H|E 32 128H]EQ] 7]E o]83}o]
RC40llA dloJe] te3lE 93 P &
Agiel. ¥ 12 WEPY| <hss) AAE 7hdst &
Z2r2 vehdl a8leoltk ¢bs3st Txlolx{= WEP

Initialization
Vector (IV) Seed RC4 Key Stream
I PRNG Coner
WEP Key n o
Plaintext J
Il
CRC-32

Integrity Check Value (ICV)

Message

T2 1. WEP 53} 34 BE%
Fig. 1. WEP encapsulation block diagram

719} 1v7} 23 Flo] RC42] seed T2 313
3, RC4olM = sstel dgsth W ~ES
Al A" ~EZS ol (Ho]E
EXOR <d4ks &3 dasise] zlch

% o2 i

N

3.2 WEP 2112|& st==lof +3

B =Folx] A WEP a3l BE2 1 2
oA Moz A o] ZA 279 EFoR 4
=lo] glch  #1%F 22 WEP HeaderS A8l
RA (Receiver Address) uf2} WEP7|E Zh= &3
olu, 2EF BEo 9% E=dx A%l WEPY]
£ ol83le] W ~ERS AASR= RC4, CRC-32
A4kE o]43le] ICVE sk BEolr).

Suld-g sledol2 Y wl, =7 Register®
Tk w2t SRAMS o]-83}o] Falsh= why
o] 9Jr}. Register® 783t 7%, SulldS 1~255
Z71318 o] Al A7 glo] 2713t & = 9l o]
Ho] ARl sf=defe] w2 WS Ax|sHA =
t}. ZejrE 2 =Folis RC4S =849l T4
S aA S-S SRAMS o|&3le] Faslgle
o, sujde] 27|3E 918 Aol AR Eol7] 4
5lo] 256H]E Valid RegisterS ©]-&-s}sic}.

i ('Key Generation | ['RC4 8CAC32

Block start Block

dataLength
=

ImappedKey WEPkey(128)
—

T RC4

|defaultiey sellV_cheper
LU A

T

| inData(8) o

| Ne)—

|

p wpduOut_d(8)
Reg

start 24bit M
LFSR
addrCounter(outData)
addrCounter(inData)

inCnt_en

detaLength
addrOut(12)

outCnt_en

addrin(12)

setKeylD

grPAddrOk | Dataen endData
| v

|
|
T
|
| T
| Adar1(48) ‘ Data_cn(2)
t isGrp
| IV_dataCount
=2
|
|

2l 2. WEP 3st=de] 2
Fig. 2. WEP hard ware block diagram

641

www.dbpia.co.kr



g2 A18}13] = 5-2] "09-08 Vol. 34 No. 8

3.3 TKIP ¢12|& 712

TKIP:= WEPZ} 7ro] RC4E 7|Mle g k= ~
e o33} dyz|So|r) X% WEPS A Aal
A Al 7S ARk kel TKIPE Q153H
ol FHoz A%l TK(Temporal Key)e} MP
DUv} &8s 712E|9l TSC(TKIP Sequence
Counter) & ©|&3l] Ff uv[L7)E A3k dHlo]
HE ¢hss) gk

TKIPE 7|&9] WEPS] HeokY FAAL Hslsl
7] 918l sl=del® 4% RC4= TR ARESE
a3, AZEE WAEl] A QS o
24 o|v] uix|=Ee] AN FQl e Hel A
AL A A = HAAAA e Bt =R EFol
o7 TKIP:= TK9 TSCE %3 MPDUMAC
Protocol Data Unit)7} #$= ujnlc} o}E RC42]
seed@ts AT seedte] A== HALS ZA
2vHAle] FAS Ea YAEk 23 32 TKIPE
o3k dlole] stsslE vlehar gtk Phaselol4]
= TA(Transmitter Address)2} TK, TSCE o]&-3}
o] 128H|EQ] Zo|Z 7IA= TTAKS AAIL
Phase2¢ll4]+= Phaselolls] 843 TTAKS} TK,
TSCE o|83}e] RC429] 128H]E seeddts AAIZH
t} Z47ke] <4k 16¥]E BT} 16H]E EXOR, A
zEZ olfolA gril

TA
w " Phase 1 TTAK

key
mixing W
Phase 2 i
P Ciphertext
TSC key mixing |RC4 Key, e . pMEll

Encapsulatio
n

Plaintext
MSDU +MIC

12 3. TKIP &3 34 85
Fig. 3. TKIP encapsulation block diagram

3.4 TKIP ¢412|Z st=go] 73

okx] AF3 A} Fro] TKIP FiE|E&e 7]&9)
WEPLZ FA=Ee] gl FAl=H Ao AJE%M
£ A le] make] FHoRdE Bk flsiA A
g5l dye|Folet 1yt £ wtellAlE TKIPE
ool ATk TP A2 Ao
AAEH= ¢34kl Phase 13} Phase 294k AZE
Az FAsIEE o, steslol® FAElS i
t} w2 oWd=E v A7tk 13 4 Phase
Arks mzEelr FAAZE wel sf=golR
A S el oW =g w|wg o)

642

Soft ware PHASE 1 PHASE 2
| 490us

143us |

Hard ware PHASE 1 PHASE 2

3.96us(120clock) 0.495us(15clock)

Soft ware test condition : ARM operation clack (33MHz), Non 0S
If phase desgn with hardware, it need to 512 byte ROM

3% 4. TKIP Phase 14Fe] 52+ A7k v]aL
Fig. 4. Operation delay of the TKIP Phase

Hlael] AMSRE A ESe]e] F2RE 33MHzE
FA8= ARM ZEAXE o]83le] 802.11i9 %
T 49 Fx e Z=F o83l FEMA
Zoltl. Phaselollx®] 52F A17F 490us7} 4],
Phase2°l| A+ 143us7} At ool vls] 2 =t
oA Atsl= dl=de] AAE o]lE3td TR
3lS Agolle ol®r}t AL 3.96uset 0.495us7}
28=gdck olegt oW sz sl HolEE
e & wjeic} WA Hok 2| BE HE] o
g W ES Fo)7] 9s4]= TKIPS] Phase %34t
w3l Ftego]®2 sk Aol SulkE Addelck

IV. CCMP 3t=go] 7

4.1 CCMP &112|& 7

CCMP: AES?| 52t me Zoja] dlo|e]e] 7]
A8 $]8F CTR (Counter mode) 2=} ¢l =
dlolele] ¥24 715& $I3 CBC-MAC (Cipher
-Block Chaining Message Authentication Code)X:
=2 A= gl cCMPoIA] AFEEE AESE
128bit =71¢] u[E7]2} 128bite] HoJg EZFo=2
H &% aks gkl

4.1.1 24N HZES 95t CBC-MAC ==

CBC-MAC ®Ei= Q5 2% dlo]e]e] 744
< 7A5E3l7] $1%F MIC(Message Integrity Code) S
g} 128H]ES] MIC_IVE TKE 7|3e®
AESdl| 23] ¢k3slEic) 128u|Ee] ¢k3slEl dlo]
E]E t}A] MIC_ HEADER1#} EXOR &34HEl o)
thA] AESel ¢fs| stsspeck o Ad g oA
MIC_HEADER29} EXOR <I4FS- 3l AESel| ¢
3 k&3l ol 9o} 22 whje® CBC-MAC
Algeye] Aiks F3l HEH R MICE At

4.1.2 7|248E 28t CTR 2=
CTR XT= AES7} E= oks dygl&og A

www.dbpia.co.kr



=%/ IEEE 802.11i MAC Layer A7 ¥ 3

=] A SR BEo|rl9]. CTR R
AES®| B3 A4t glo] dleleld] slusle} Hos)
7F 7hsdE FER Hof glod, A2 stedelE 3l
T&o] 7bs3ith CTR REE 128H|EQ| 7h2-E]
s ABSE of%s)t slan, o A9 ge HE
1280 E€} EXOR <I4ks 54l dlolelE shes) gt
t}. ¢}3slo]| AHEEE 71E= MPDUS &H=
A% Nonce¢} 16¥]E 7H-E] 2 FAH ] gl

4.2 CCMP 3st=glof 75

CCMP2 IEEE 802.11n°llx A8t gle
HT(High Throughput) STACIA 7] o2 285
= ozg|Zolr}. 33 [EEE 802.11nolA % ARgo]
7Fs3tEE 2A0] ks wE FEEEelA
FARIEE AAE Fch w3 7]E wellME |
N9 AES FE £ ¢AX2&E CBC-MAC &
o} CTR RE=g g4k A, 2709] AES Zeol&s
53l 27179 REE Aishe Aol vldl 2824
sfesle] wWAS 98 FAlo 1709 AES FolE
o]g3le] 27148 REE FAlo| FARIER AA
HAck 22)7] flEiA B E=EellAe] AES Fol=
25e] dol= gelo g FARIEE A=

I8 585 B =feA Algdsle cCMPY] EEE
oltt. 3]EH <qlEjdo]ae SH|ER A=l o,
start A1&7} ‘Active high’7} ="l MAC Layer9]
A EEZ9] fragment E-Zol4] MPDUY| 3] AHx

oi2} CBC-MAC R=olx AR dlole&
A&kl MIC_HEADER27} AESOlA] F35.3}=]=
o 8HIE ol FEZ 4 HiES oY A 1
. 2WA) te] ¢hsst Hi= Tk CTR R=s
o] t=3tel 194 128V E dlole|E gH|EH &
ZES 53 the E59l AP vyl A=k

[t

fl L oft o o

1% o

start ’ Control ‘
Start |
logic

a0ow 160
128bit
Out reg
S 128bit g

Thdata_32r
128bit
1266t Tfirish

Data_len[12) [ Packel | AES core Last Indata

Key(128] ,—‘coumer Round| Address Addr
e Key data counter
;J Outdata

Addr

outdaty
CBC | CTR

data | data

-AES_start

Data length
|

J% 5. AAE cCMPe] E5=
Fig. b. diagram of the designed CCMP core

AESelA 7P we 2218 g sl 3RS
SubBytesE 14k & w] A== S-BOX H-golrf 'l
B =ol|A= composite field ¢3AF WS- o]8-5}
o] S-BOXE F3l3slo] sluglole] wWAS 43}
== s,

V. 802.11i MAC Layer st=90{ 78

5.1 802.11 MAC Layer2| 4=

802.119] MAC Layercllx&= 541 wijAllell ds}
A Sie wen A4 sliel b 2 B
(DCF : Distributed Coordination Function)} B]|73 ]
71uke] #9lE %A d<PCF: Point coordination
Function)E AH&3lt}. DCFE CSMA/CA(Carrier
Sensing Multiple Access with Collision Avoidance)
5 7Mke g ska givk DCFE Sd Adel A<
< J3le e =S AHEEP] Zel A
o] Abg- FIAE &elaha, Ade] nlo] gl& 7
ol 55 I A Zasle HEs] Aol
Qo] AzHg<ek Whe g aghe)? Pl pCRi= DCF
Brop $AEE TERIA SlAIRE o] T A" e
2 7d 5 ol dA EA1E AFedAE -
o] gl Pl mepr] B =Rellx] AdA
MAC layer= DCFREE 53l 4 Aol A+
ghtl. MAC Layer= 74 Ade] AHALS 3=
k= 7 ¢lel= MPDU £, 7434, ZH|3]
, o7y, 228 Fragment)9} Z3H(Defragment)
ejgict.

& o o5t

A

oL

o

5.2 802.11i MAC Layer st=<llo] 78

B =rolld AMEsl 9l IEEE 802.11 MAC
layer =gl 3o = olx] AR sf=9lo]
2 o]g3lgitl slw MAC layer 3l=¢lol= MAC
ZREFS AoJsks FE3 MSDU 2 MPDUE
AAELe] PHY layer® A5shs 39 sl=glolz
AAAsle] AEESo]ollA] Aggregation 7|5 S}
st 79 IEEE 802.11n°A% A& 7ls3l== A
A=l ok

a9 62 B =iellx] AMSSkE 802.11i MAC
layer 3l=slo] 725 vehd ERolck 13l6cl
4] TxCoord £33} RxCoord 522 MAC layer©]|
] dale] E&= 7159 DCF HAEE B207 wE
dlole] HelE 87sh= A4 BEL AN, Z2
EZS Aelsl] gk 53 Ao AsE AR &
4+ 9l%== FSM(Finite State Machine)7 |4k +%

Mo

643

www.dbpia.co.kr



5418 3]=74] °09-08 Vol. 34 No. 8

CLCTxBuft
| 4,096 bytes |
EncButt
4,096 bytes Tx , .
Encryption *_[——ﬂ TxCoord |Tpdqur %»
«——{ MSDUfromLLC F————+ PrepareMPDU —
REGISTER FsduParam
FILES Backoff
e MSDUtoLLC RxCoord ‘ RpduHdr l—
BcstAddrBuft >
192 bytes
AHB GrpAddrButt
INTERFACE 192 bytes Filter TXTIME
Defragment b MPOU L[] Timers
‘ | DefBufF |
< | 32,768 bytes ArBuf TTupBleff
3 seqBu
MsduHdr 128 bytes
ecBu Decryption TaddrBuf¥
4,096 bytes P 192 bytes
r
Validate |
_ [ XBuft _ MPDU
4,89 bytes |
GetCfDur |SearchSsid
ADDRESS Search
DECODER Addrset | MPduHdr

2! 6. 802.11 MAC layer 3l=do] 2%
Fig. 6. block diagram for MAC layer hardware

2 Fo] 9Jr} TxCorrd &322 DCEE Alosl7] ¢
gk Alze} SIFS 77t efolrie} M Q=5 Aofgic)
RxCoord £5-2 Ee|AZolA dlo]g] $4lo] <ta
o % ACK S5 CTS % =2 LLCAET

MLME 2503 dlolele] alsale aishe o
S A T o) YRE Aelsl 49

gt A15E QueueTEE o]E3l] wAHoR A
& 5 oA sigdeh 802.11i MAC layer Sh=slje]
L rmegelele] A4S 95le] AHB QlE]dHo]~
= A8l AAIs

VL. 802.11i MAC Layer 2= 2 M

oIr

B el Al|ekskE 802.11i MAC layer 3h=
flefe] o 2 A5 XilinxkARe] ISE 9.1WA&
o]43lo] Virtex-5 LX3302 el tnjo]~z sl
Aetar 715 shodvh A% EHE-> ARM926EI-S
ofefals} Fol~ale] RPS-3000H.=2 o]£3}13]
t} 802.11i MAC layerZke] Hlole] BAl 7AEL
e}7l FPGA®l 270¢] MAC layerZ dHdsisl e

Hlmf_ﬁ

644

Z17ke] MAC layer REES 71832l 7155 713l
7P PHY layer 3l=sloE 58 d7sto] zbzfe
MAC layer7} dlo]e] Aol 7hedlms 7-433kict

6.1 WEP ¥ TKIP Z#HZ ¥ A5 T}

B E=Folld AAZ WEPH TKIP:= FU3s}H
RC4E 53] dlolelE shussts gl a2jus
RC4 3l=slolE F-frated A3, Key ~EfS
Ase HE dEd oy 72 56 uE
WEP3} TKIPY] 52} 45 vepll gltk TKIP
© WEP# vluss] TKE ©]-83ld KEYE A4
Bl Phase <4lo] F7lEle] 135320 o] 4287}
gk RC4= swidS alElst a7] 93k 2] &2
oA 768FF0] AQEH, o] A A7t Fof 3F
Fnjc} 8H1_4 HolHE ks 4 H33E sl
Tx2E Hol gtk s FEelAe] ksst deoly
2~F3(throughput)=} dlo]&lA(latency)= T} 4]
(el 213 o) Hod 5 g,

www.dbpia.co.kr



=%/ IEEE 802.11i MAC Layer A7 ¥ 3

| S-BOX & 2} TZHIx266=788 clocks) |

dlo|e =2 F2H1byte ! Sclocks) |

1oV =PI 12k dbyte x 3¢ acks) |

WEP - N [ [ [
1 4 4 + I3
‘ KEY mixing{235¢lk) | Loop O | Loop 1 | | Loop 255 []c+|d Dala Data [Jale D¢+|g Data Dala
| | w r\l. w nle \llle -; wi rII '.\‘rfle w II

TKIPMMM ILﬂ_I_LFLFU_I_FI_I_U_I_H_I_I_I_I mmmm

J% 7. WEP ¥ TKIP §2} Elo]i=®
Fig. 7. Processing timing diagram of WEP and TKIP

88X f

Throughput of RC4processor(bps) = 3

_ (€Y
Latency( m of dock) = 3256

where f= dock frequency

AA® RC4 RELE 735702] LUTS} 456702 |
A ~E], S-BOXeA AH&EE= 256ul0|EL] FAE
E SRAM=- o]-83} 9t} data path #A|d A7
4.482ns (3.017ns logic, 1.465ns route)o]3, afiwd
el FPGACIA Hd 52t F9+= 186.7MHz¢|
of e EE FHY 2 Faeet Aell o A
AE RC42] ~F3EL 497.8Mbps2] dHlolE] 53}
& 7S o 4 9l

6.2 CCMP ZAZ 2 % =t

CCMP2e] &=+ A 802.11i o4 A|A]
3ol gl HAE BﬂEi% o]g3le] AlEolAS
Z8) 7A5L sigla, AARE 802.11 MAC layerel]
A%E3te] FPGAS 53 AA- 54 75 53
EiSvag

E 1949} o] AAE CCMP EE-S 32577H
o] LUT®} 1520709 #HIAIZ~ElE o]83lar gich
data path #|¢1 A]7F> 8.187ns (4.246ns logic,
3.941ns route)® 3 B}l FPGACIA o E2}
FIREE 134MHzolth AAE CCMPOIlA ARS8}

NN'

(o

I
ar

1. 7 sl=sle] FPGA 4 A%
Table 1. FPGA synthesis result of hardwares

MAC

Logi ilizati RC4 MP
ogic Utilization C CC LAYER

Number of Slice Registers | 456 1,520 17,727

s & thre] Al el
A Ao & S ohﬂrnm
AESFOI 5= (128 + (N, +1)) X f 2)

el AellA = T2 5 FEE deERie,
Nr2 AES®| &% she= 5 vfehivh & =i
oA AAE AES Feol= 1Ehe=g 235l
o, A w2t k= e 210] =9, 5= F
I 134MHzE A|(2)ell W43k AES o] A
<2 816.7Mbps”} %It} o= IEEE 802.11 a, goﬂﬂ
o] A A% £29] 54MbpsE FH38| A7,
IEEE 802.11n2] H©] A< £%3l 600MHz ==3h
03] HEARE o 5 sl

X 2= 7| =] A vlaE vehila ol
th 2 =3 7S w=ellA el dlele A S
IEEE 802.11n¢] Zt| A% <=8 600Mbps ©]A¢
S Mol glvk ¥ [13], [15], [16] &-F, & =
o4 Aksh= AES o] Hrl whE dlo]e] A2
=5 Mol glr}. el 7€ =wellAe] AES
TE25 o83t CCMPE 748 75 270¢] AES
Fo|7} FR3P] wite] FellA e} gl sliced]
2] 27} Fesk 9t oz} IEEE 80211n4
v %1% 4221 600Mbps Mt} U53] Eol =
oo £xE HWolta & 4 gich :L’L’Lfn =
=l Ak 3= AES 3= IEEE 802.11n%]
Hd] A% $%=2 600MbpsE HHEIA] Sl=go]

g o o

ml

I

e
=

H 2. AES ¢E|5°] FPGA 78 A% vl
Table 2. Comparisons of FPGA Implementations of the
AES Algorithm

Number of Slice LUTs 735 3,257 27,203 Bl i Clock Throughput
i1ces
i =i

Number of f_ully used Bit g7 1,020 9,709 =T (MHz) (M bps)
Slice [13] 4189 65 1190
Number of bonded IOBs 174 396 157 [14] 4325 75 739
Number of Block 1 0 24 [15] 10992 141 1940

RAM/FIFO
Number of | | ) [16] 6766 194 2257
BUFG/BUFGCTRLSs ours 2489 134 816
645

www.dbpia.co.kr



g2 A18}13] = 5-2] "09-08 Vol. 34 No. 8

o) qAo] )% Ehelq ARk pEuch o}
CCMPe| Abgal7lel 7ha g4l AR @
% glek

6.3 802.11i MAC layer Z4Z %

802.11 MAC layer«] AA A v o9
2}, 5 23S MAC layer®] W2 d|o]
HE 23, Eﬂxl./:\ﬂ v}ol& &3] MaUnitdata
request A% E Fr} A3E ”L— MAC 3l=9]e]
2ES thE MAC 6}‘: o] ZEZ 802.11i ZEE

3l dlelelE okwst sl Al deld
73%\‘ "k o}2 MAC layer 3l=9lo] g2 o
188 Bossla, 84 Ak ok 41% -
[E17F fashd delelE wsfe] AAgE Fof 2
Z|2~E] H}o] MaUintdata indication HHEE 7|=
ol Ex Zeaale fxaE] stdea] 4%
tloje]e] AHrel dole]E ¢o] 2rt.

7%l IEEE 802.11i% A|%3h= MAC layer 3}
=4ol= s Bl FPGAIA 27,203702] LUTS}
17,72770¢] HA|2=ElE o]43laL it dlelelE A
Zsl7] $13F SRAMS 274k bit2] Block RAM=
A8k

B =ellA AAR 802.11iF AUEke M
sl=glel A= A 0.18um CMOS 3 2o ]H
HeE ARESle]l MPW Ao A& AR Folck

° mlmru

(o]

]
©
@
el
<
IS
(=}

Defrag Buffe
yption Buffer
TX Buffer
DPSRAM 8bitx1024 3ea

DPSRAM 8bitx1024
Defrag Buffer 3
DPSRAM 8bitx1024 3ea

2l 8. IEEE 802.11i MAC #|oJo}%-
Fig. 8. 802.11i MAC hardware ASIC layout

646

SynopsysAFe] Design CompilerE ©]83F MAC 3}
=9ole] A A= 314,820 gate countS 7
w, 189K bits®] "WE]E Algeic) FHo E3F £
F 182MHzZ H3% 52 25 459l 100MHzE
“&éff&t}. o= =z FE 457} 100MHzY o,

3] 609Mbps2] AES A5-S 7S &
:LEL_E = F= i_J} 100MHz
A= IEEE 802.11n¢] A%< 7= Az
S JeRich a9 8= Synopsys/\}«] Astro
[43le] wlal= 24]S 3 Holol-g Ho

J?

>
[m

4
]

22
&

(e

fo4 2
2

(3
o

i

V. 2 B

s AL =1 [12]904 Alelsk= IEEE
802.11 MAC layer 3}=do] =ElS o]galo]
IEEE 802.11a,goll4]2] dlole] k&5 w7 Zal
WEP 5t olu]z} IEEES02.11i0ll4] #|3}Fsh= TKIP
9} CCMPE Z=3F8F IEEE 802.11i% AlY3l=
MAC layer =915 AASI9Ac). WEP 2 TKIP
g] /H7;ﬂoﬂ/(—1‘_ E_.ﬁ-xlo] RC4 Mﬁ]e EH ;(-10 Uﬂ
e THES AAY 2AE ZFo] AAE 3
on CCMP2| A |41+ IEEE 802.11n°lA% &
o] 7Pl E FHY 24 £%el 600Mbps o4+
_,] /\Eno 7].;(]1:1 uu}\_ EZ]— coﬂ z;ﬂo ul-
o] AAE sk =gk 289l sfese] W
= S8 2%k Fol=elgl 72| AES FolE At
3l CCMP S3tell Q3 CBC 2=9} CTR &2
=5 VB9 AESE olg&sle] Asle® shdch
MAC layere ZR2EZF9| Ao} dloJele] A4 H
25 sl=goi®=  x2]sle] IEEE 802.11nell4<]
Aggregation 752 o]&& 7%, 100MHzo |42
Holg] AE £ 7P 5 QEE AAZE ik
olol] ¥ =iellA] A= 802.11iF Add=
MAC layer 3=+ 802.11n22 3 7153k
lego] 725 7RItk Z1s o 4 gl

e

mk

b

Ho
rok

(1) «gh= padel Age] A 2 2 A B,
IDC 2008-2012

(2) “Part 11:Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY)
specifications,”  IEEE, IEEE
P802.11-REVma, 2006.

standard

www.dbpia.co.kr



=%/ IEEE 802.11i MAC Layer A7 ¥ 3

(10)

(11)

(12)

(13)

(14)

(15)

Matthew S. Gast, “802.11 Wireless Networks :
The Definitive Guide”, 2nd Edition, O’Reilly ,
April 2005.

IEEE P802.11n/D2.00, “Part 11: Wireless LAN
Medium Access Control (MAC) and Physical
Layer (PHY) specifications,” Feb. 2007.

S. Fluhrer, I and A. Shamir.
“Weaknesses in the key scheduling algorithm
of RC4” In Eighth Annual Workshop on
Selected Areas in Cryptography,
Canada, Aug. 2001.

H$ 9, “RC4 ~EF ks dve|ES 97
31 odalxe] FPGA 73 2 As 2417, A
BB 5383]=A] vol.14 No.4, August 2004.
AT 9, “F5 AU el <F H 7)aE]
7l T AAFATEEA 17H A4l
August 2002.

R. Housley, D. Whiting and N. Ferguson,
“Counter with CBC-MAC (CCM) : AES Mode
of Operation, Proposed to NIST, June 2002.
Draft NIST Special 800-38C,
“Recom mendation for Block Cipher Modes of
Operation : the CCM Mode for Authentication
and confidentiality,” U.S. Doc/NIST, May 2004
oksl7] <, “AES Rijndael &% 135 Lda2]E]
843 shesle] T, 9 Juusstae
A, A2 23, pp.53-64, 2002.

V. Rijndael, “Eifficient implementation of the

Mantin,

Toronto,

Publicatin

Rijndael S-box,” http://www.esat. kuleuven.ac.
be/~rijnmen/rijndael/sbox.pdf

ojed of, “apAld FAl: 7S 91’ MAC
WAl A 2 T gIAlges=ieA], Al 46
W 63, 2009

Refik Sever A. Neslin Ismailoglu Yusuf Q.
Tekmen Murat Askar Burak Okcan, A High
Speed FPGA Implementation Of The Rijndael
Algorithm. “Euromicro Symposium on Digital
System Design, Architectures, Methods and
Tools”, (2004)

Chitu, C. Chien, D. Chien, C. Verbauwhede, 1.
Chang “A Hardware Implementation in FPGA
of the Rijndael algorithm” Dept. of Electr. Eng.,
Univ. of California, Los Angeles, CA, USA
A.J. Elbirt, W. Yip, B. Chetwynd, and C. Paar,
“An FPGA Based Performance Evaluation of

the AES Block Cipher Candidate Algorithm
Finalists,” Proc. Third Advanced Encryption
Standard (AES) Candidate Conf., Apr. 2000.

(16) C. Sivakumarl and A .Velmurugan, “High
Speed VLSI Design CCMP AES Cipher for
WLAN (IEEE 802.11i)”, IEEE - ICSCN 2007,
MIT Campus, Anna University, Chennai, India.
pp.398-403. Feb. 22-24, 2007.

e

£ & 7| (Chang-ki Hong) 3

20074 29 Feoigw A
&3t

2008 39~&A Fosta
AxpgAlget Ak

<Al FAEAL SoCAA,
Az e, glec] = Al

N
>

X 2 Zl (Yong-jin Jeung) 3]

19831 Algistar  Ajo|A
&t At

19831 34 ~19891d 84 ¥
AAREA AT,

199531 ®]= UMASS A=A
Abg-stat whab

1995 49~19991d 24 AR

AN o,

647

www.dbpia.co.kr



	IEEE 802.11i MAC Layer 설계 및 구현
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. IEEE 802.11i의 개요
	Ⅲ. WEP, TKIP 하드웨어 구현
	Ⅳ. CCMP 하드웨어 구현
	Ⅴ. 802.11i MAC Layer 하드웨어 구현
	Ⅵ. 802.11i MAC Layer 검증 및 성능
	Ⅶ. 결론
	참고문헌


