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ABSTRACT

Recently, SIP(Session Initiation Protocol) is used to set up and manage sessions for multimedia applications
such as VoIP(Voice over IP) and IMS(IP Multimedia Subsystem). However, because SIP operates over the Internet,
it is exposed to pre-existed internet security threats such as service degradation or service disruptions. Multimedia
applications which are delay sensitive even suffers more from the threats mentioned above. The proposed
methods so far to detect SIP INVITE flooding are CUSUM(Cumulative Sum), Hellinger distance and adaptive
threshold, but among methods only take normal state into consideration. So, it is not capable of adapting the
condition of the network congestion which are dynamically changing. In this paper, SIP INVITE flooding
detection algorithm considering network congestion which enables efficient detections of such attacks is proposed.

The proposed algorithm is expected to detect other types of attacks such as BYE and CANCEL more precisely

compared to other methods.
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Algorithm : INVITE Flooding Detection

Definition

A: The Number of normal Call(per second)

P: Retransmission rate

L : The bound value of the warning

Ni : The numbers of normal INVITE message in ith(Interval time)
Ri : The Weighted average of the Ni

Count : Count value of the warning(Initial value is 0)

Procedure
Loop Check the number of Message Ni
Calculate the weighted average Ri

P, A
if(Ri > —p )
Count++
if(Count > L)
detect the abnormal symptom

alarm VoIP administrator // Warning to the
suspicisou message

else if(count !=0)
count --
else
alarm to VoIP administrator //there is no abnormal

Symptom

72| 3. INVITE Flooding Algorithm
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