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ABSTRACT

This paper proposes an authentication protocol using the key server in the ECPglobal RFID system. The
proposed authentication protocol uses the key server and the time-out mechanism to resist various attacks
including DoS(Denial of Service) attack. For easy implementation, the proposed protocol also uses the function
existing in EPCglobal class 1 gen2 protocol without additive function such as hash function. The proposed
protocol is evaluated through two analytical methods. The correctness of the proposed protocol is proved using
the GNY analysis. By the security analysis, this paper showed that the proposed protocol is resistant to various
attacks including DoS attack. The analytical results demonstrated that the proposed protocol offered a secure
RFID system.
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