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ABSTRACT

In this paper, we propose the NCP (Network Control Platform)-based defense mechanism against DDoS
(Distributed Denial of Service) attacks in order to guarantee the transmission of normal traffic and prevent the
flood of abnormal traffic. We also define defense modules, the threshold and packet drop-rate used for the
response against DDoS attacks. NCP analyzes whether DDoS attacks are occurred or not based on the flow and
queue information collected from SR (Source Router) and VR (Victim Router). Attack packets are dopped
according to drop rate decided from NCP. The performance is simulated using OPNET and evaluated in terms

of the queue size of both SR and VR, the transmitted volumes of legitimate and attack packets at SR.
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