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ABSTRACT

On a Mobile Ad hoc NETwork(MANET), it is difficult to detect and prevent misbehaviors nodes existing
between end nodes, as communication between remote nodes is made through multiple hop routes due to lack of
a fixed networked structure. Therefore, to maintain MANET’s performance and security, a technique to identify
misbehaving middle nodes and nodes that are compromise by such nodes is required. However, previously
proposed techniques assumed that nodes comprising MANET are in a friendly and cooperative relationship, and
suggested only methods to identify misbehaving nodes. When these methods are applied to a larger-scale
MANET, large overhead is induced. As such, this paper suggests a system model called Secure Cluster-based
MANET(SecCBM) to provide secure communication between components aperANET and to ensure eed. As sudh,
this pand managems suapemisbehavior nodes. SecCBM consists apetwo stages. The first is the preventis pstage,
whereemisbehavior nodes are identified when rANET is comprised by using a cluster-based hierarchical control
structure through dynamic authentication. The second is the post-preventis pstage, whereemisbehavior nodes
created during the course apecommunication amongst nodes comprising the network are dh, thed by using FC
and MN tables. Through this, MANET’s communication safety and efficiency were improved and the proposed
method was confirmed to be suitable for MANET through simulation performance evaluation.
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3.2 Proactive Phases

3.2.1 Cluster Formation
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Initialize
Begin Setup
MYen == unknown;
{  if(Wwia = MIN(Wiy_2)
{ MYe = MYig:
Broadcast Cluster(MYig, MYq);
Z =27 - {(MYig, Wvid)};

}
while(Z!=2)
{ on receving cluster(MYiq, Wiy ia):
if((YOUsC Tvcn) 8&
(YOUer==unknown | | Wyou_ic>Wisy ia))
{ YOUc = MYep:
Z = Z - {(YOUq, Wyouid) s

}
if(Wvouia == MIN(Wvou_2))
{ if(YOUer==unknown)
YOUgn = YOUiss
Broadcast Cluster(YOUq, YOUg);
Z =7 - {(YOUq, Wyouin)}:
}
}
}
End Setup
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3.2.2 Dynamic Authentication
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Begin Maintenance
if(cluster-head==resign)
{ cluster-head = pre_cluster—head;
CHig=pro_cluster—headiq;
Broadcast Cluster(pre_cluster—-headis, CHiq)
on receive cluster member // Z configure
{ MYeh = CHigs
if(one's role change)
role change;
else role maintenance;
send to cluster—head one's weight;
}

Zeiuster-head = { Zeiuster-head —(cluster—headia, Weiuster-head_ia) }
pre_cluster—head = min (Wz)

}

if(node==walk out one's cluster){

if(able to one's cluster-head || distribute gateway
connect)

connect maintenance;
else if(able to other distribute gateway)
connect other distribute gateway;
else if(other cluster—head)
one's cluster-headiy = other cluster-headi;
else
one's cluster-headiy = one's cluster—headiq;
}

End Maintenance
O 3. FelzE A W] daels
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cluster manager, cluster header, member node generate public/private key
SEND CM
Begin  Authentication between cluster manager and cluster-head

Broadcast all node in cluster

SEND CH—CM RVl || GK | Pyt id ., } S} Doy
RECEIVE CM STORE id,,, P, GK,,of CH
SEND  CM—CH: 1RV1||1km,,h ||zd(m s, 1P
RECEIVE CH; if (send RV ==receive RV)

{

STORE k., o, id,y,
!
else fail authentication
END
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Begin Authentication between cluster-head and cluster-head

SEND  CH—CM {id,lidy, IRV:llidy,) s WRVollidy) s I

id(‘h»}llchj } Kear-cn
RECEIVE CM check share key
SEND CM—CH; (id,,llid,, IR V;ll{id,
Sch,”id
RECEIVE CH; check share key
STORE id,,,, P, of CH;

Nide, | RV3litid,y, ) s, RV liid,id,, }

8 enllD 11 RVl il )

ch; em!

ch; }pch } Kov-cn
Y

SEND CH;~CM {id,, lid,,,
)
Seh }Pch, VKear-on

RECEIVE CM  if (send RVj==receive RV;)

SEND CH;
Lidep | ide, || RVl U idey} 8 el | Pen | 1T RV
idy, Iid,,) 521y o

else deny

RECEIVE CH; if (send RV2==receive RVZ)
{ STORE id,,,, P, of CH,
SEND CH;
{ idc},ﬂll idch/ll{ idc},ﬁ Sch,”{ idl.h ||K ch;— ch; HI
RV4||RV5U’/:/L, !
else deny
RECEIVE CH; if (send RV ==receive RV)
SEND CH; {id,,|lid,, Itid,,} s ||]?V V Koo

chy
clse deny
RECEIVE CH; if (send RV5==receive RVs)
authention success
else authentication fail
END Authentication between cluster-head and cluster-head

a2l 6. 2 = Al 1% HAYS
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Begin Authentication between cluster-head and member node
SEND CH—M request member node public key {id,, |I{id,;,}5 1D,
1RV}
RECEIVE M STORE id,,, P, of CH;

SEND M—CH; {id,,|| zddl ||pm||1? VeIl RV It id,,} s

”"pnn,
RECEIVE CH; if (send R V6==recewe R VG)

{
STORE id,,, P,

m> £ m

SEND M fldu,,llf"dm,ls || GKyllsm | RV;

of M

12Vshy
1
clse deny
RECEIVE M if (send RV7==receive RV7)
{
validation sm,,
STORE G on, Of CH;
}
else fail authentication
END
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step 1 : Select CM through Clustering process

step 2 : Establishment Key between Cluster
configure elements

step 3 : Performance Cluster based Dynamic
Authentication
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step 1 : Pre_cluster-head — cluster-head

step 2 : Clustering process

step 3 : Establishment Share Key between
cluster manger and cluster-head

step 4 : Authentication between cluster manger
and cluster-head

step 5 : Establishment Share Key between
cluster-head and member node

step 6 : Authentication between cluster-head

and member
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