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ABSTRACT

Korean government has recently abrogated WIPI policy to open domestic mobile phone market to the

world, which may result in the influx of foreign smart phones. This circumstance has given users more wide

range of choices to buy a product and also has brought benefit to buy mobile phone cheaply. On the other

hands, this change might have brought potential danger of mobile malware incidents which have only occurred

in foreign countries. There are standardized analysis methods and response guides for computer malwares, not

but for mobile malwares in our country. In this paper, we introduce existing mobile malwares and available

tools for their analysis. Considering domestic circumstances which might not be properly protected against

mobile malwares, we propose analysis methods and response guide of mobile malwares.
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Save registry state [

Save databases state |

Save fle system state L E Registry
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Default path:

K]

L[Output: 010409104546,5np

file iIn ROM

A HKEY _LQCAL_MACHINE

SNP

string

[v] Show this dialog later

= 1 = 20025003 ¢
d Stk
S_K@aport.ru
\STTrp_Potiy D920 TI2K
&) pim 09-04-01 352K
[ thzx - OIS ~
|1} ocuments a.. -
[} My Documents [
| Program Files -
| Stovage Card
|l Temp
LI} windows
&) config 09-02-17 1578
[A)Microsoft \NE... 09-02-17 115K |=
41| miip_lang 09-03-20 28.0K
& miip_notify 09-03-20 132K
41| pirn 09-04-01 352K
[ ssnap 03-10-06 27.0K

a3 1

. SSnap =3} 3P

32 WinMerge - (010409104043, snp - 010409104218 snp]
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2]

010403104043 srp - ﬂ\ﬂwg\ﬂdﬂﬂsnu

RTINS

"pEnab \ézout =dvor 00000000
"Tinerihee|Size"=dword: 00000008
“Enabl eDeadGhDetec

dvford 00000000

 ishars O G160 |
" TpEnableRouter"=dword: 00000000 -

iord: 0000 | "Tep

TN

"Timerfihee|Size" =dwor d: 00000008
+Enabl eDeaddHDstect" <dyord: 00000000
ansmiss ions"=dword: 0000C

"WINSB" cadeast T imeout=chord; 00000BEB
“Resol verRetryCount"=dwor d: 00000003
"Enab | eDHCP"=dor d: 00000001
"TepMindonSize"=dword: 00008000

wwmsroadcasmmemt =dword: 000003ER

"ResolverRetryCount"=dwor d: 00000003

Enabl eDHCE!~dyord: 00000001
TepiindouSize"=dword: 00008000

[HKEY_LOCAL_MACH INEHC
"60"=hex(3)73c. 15, 4,69,83. 12 6F, 13,5¢ 66, |

[HKEY_LOCAL _MACHINEWComm#Ce | lular]
[HKEY_LOCAL _MACHINE#Conmi#Ce | |ular HSHS]
[HKEY_LOCAL _MACHINEWCommitCe | |ular HSMSHProt
< >

[HKEYLOCAL o
"§0"~hex(3) 3c, 15, 4d,63,63, 72,5 . 73, 51 66,
[HKEY LOCAL _MACHINENConmifTcoi pitosts]
[HKEY_LOCAL _MACHINEWCOmTHTp | iHos tstiepn_
"al jases"=hex(7):

" ipaddr"=hex(3): c0,a8, 37,64

[HKEY_LOCAL _MACHINEWCommiCel ular]

[HKEY LOCAL _MACHINEHCommiCe | 1u artSHS]

[HKEY LOCAL _MACHINEHConmiCe | 1u larHSHSHProt ¥
< >
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Tl Realtek 10/100/1000 Ethernet NIC (Microsoft's Packet Scheduler) : Captu

File Edt View Go Capure Analyze Statistics Help
SH BEXTE A¢esaTL|EE QAQQAD XD % B
Filter: | |~ Expression... Clear pply
Mo, - Time. Source Destination Pratocol Info L
ARP who has 203.253.23.208?
ARP who has 220. 0.347 Tel
ARP who has 203.253.23.647 T
ARP who has 203.253.23.217 T
uop Source port: 21588 Desti
ARP who has 203.253.23.2147
ARP who has 203.253.23.2437?
ARP who has 203.253.23.197?
ARP who has 203.253.23.195?
ARP who has 203.253.23.86? T
ARP who has 203.253.23.35? T
AR 203.253.23.35 15 at 00:13
ubP Source port: 20579 Desti
356 7.839008 123.202.129.3 upP Source port: 11768 Desti
357 7.915202 203 253 23 35 220.171.148.213 upp Source port: 11768 Desti
>
Frame 1 (60 bytes on wire, 60 bytes captured)
Ethernet II, src: Alcatel-_62:8a:02 (00:e0:b1:62:8a:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 e0 bl 62 8a 02 08 06 00 OL
0010 08 00 06 04 00 01 00 e0 bl 62 8a 02 cb fd 17 fe
0020 00 00 00 00 00 00 cb fd 17 36 00 00 0O 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00

| Fieattek 10/100/1000 Etheret NIC Packets: 357 Displayed: 357 Marked: 0 Frafile: Defaull
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2 ZollA] dtpt_lsp.dll, ws2.dll, ssllsp.dllE2 HE
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- Windows CE Remote Process Viewer. FEX

Eile View Target Help
o Bo[ e x|
Process [P [Base Priorty | # Trieads | Base Addr | Access Key | Window
NK,.EXE 17FFFO02 2000000 00001
filesys, exe DIFFO782 1 04000000 00000002 ms_sqlce_se_notify_wndproc
devi STE2BCOA 33 05000000 00000«
services.exe SMESTBE 1 08000000 00000008 WinCENotify
gwe: D781A362 3 04000000 00000010 Cursoriindow
shell32 exe THESERZ 1 0C000000 00000020 MS_SIPBUTTON
FE29B712 0E000000 00000040
cprog.exe B6E2CD42 10000000 00000080 it -gE =
exe F 15C95 14 12000000 00000100 SchedConnNotify
ConManClient2.exe. SBIED1 A5 I3 14000000 0000C:
repllog,exe S754B54E 15 16000000 00000400 ActiveSync
poutiook exe. FI548C16 1 18000000 00000800
iexplore.exe S9CFC2 8 TADDO00 OO0DIOD0 MSIMESTK
cepwel sxe 507 4 100000 00002000
mai HIIEE 7 W00 00000 MSIMESI
EmulatorStub, exe T6F1SE46 1 20000000 00008000
fex, FBTAB36E 2 22000000 00010000 MSIMESTK.
udplicp.exe 2ETIB0A 3 24000000 00020000 UDP to TCP proxy
Maapp. exe 23BF4FEE 2 26000000 00040000 “DMA Defaultt] SH2E
Thread ID Current PID__| Thread Priority | Access Key |
TBTAB206. 5TE2BCOA 1 00100005
i
spm, dil 971DB82C 030CEQ00 20480 971DB8C ¥ dll
tpt.nsp.dil S6FISEDC 031C3000 2578 96FISEDC nsp.dil
rspm, dil /9588C4 02D2A000 20480 9795B8C4 il
tptIsp.dil 97958348 031CFO00 49152 97956348 Isp, dil
autobind_Isp. dil 9795CDF8 03831000 53248 9796CDFE ind_Jsp.dil
slisp. dil S797BEAD 02F05000 40980 9797BEAD indows#SSLLSP, DLL.
s2.dll S7BE4CAC 02034000 49152 97BE4CAC indows#WS2,dil
leaut32.dil 97087810 4 03050000 192512 97D87B10 indows#OLEAUT2.dil
elicore. dil 97D87838 03628000 45055 97D87E3R dil
coredll, dil, 0412, mui GTES0A48 2 9 TFFEODOD T84 9TES0A4E dll. 0412, MUI
e il TEGEEC 6 oUE 60z GEEEC i
a i O i LSS
Ready Connected KO Windows Mabile 6 Professional Emulator
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[B] File View Window Target Help BEE3

20| Ble| H|
[ Heap Id [ Process | [ Process [Flag ~
0C 1B0000 HTIIE shell2exe
0C 140000 JTIUE shellZ exe
H0C 10000 HTIIE shell2 exe
1 7C0AD000 JTIUE shellZ exe
0CO80000 1 TIIE shell& exe HF32 DEFALLT
OEDEO000 e em2 exe HF3Z_DEFALLT
110150000 BEE2CD: corog.exe
110100000 NBEE2CD: cprog.exe
10070000 BGE2CD: chrog,exe HF32_DEFALLT
112000000 156 150 connmar.exe
12090000 4 1ECH cannmar exe
112040000 BEFIEC S connmar.exe HF32_DEFALLT
14040000 4 BESE DA ConManClient2 exe HF32_DEFALLT
1 150CO000 STOESIE replog.exe
1500000 1 BRIE replog,exe HF32 DEFALLT
113030000 NFISIBC 1B pottlook.exe HF3ZDEFALLT
|4 150000 19629CFC2 iexplore,exe
1| AD30000 HIEACFCE iesplore.exe HF32_DEFALLT
1C 120000 DB ICE3E cchwel exe HF3Z_DEFALLT
1} IEDFOO00 6B mal exe
1 IEDCO000 1 36EBUE mal exe
1 IEDS0000 6B mal exe HF32_DEFALLT
120030000 1 T6FI5E EmuiatorStub,xe HF3Z DEFALLT
122030000 1 FETAESEE fexplore.exe HF32 DEFALLT
124030000 123E T0A udpcp,exe HF3Z DEFALLT
126030000 1 23BFIFEE maapp.exe HF32_DEFALLT
1428130000 HDTDEAZES rapicht

il

12AD0000 H
Feady Connected KO Windaws Mobile § Professioncl Emulator

T2 5. Windows CE Remote Heap WalkerE |83+ 3
39 4

A

o,
>,
)
O

ollx1e] 3] wine] & 2l Afo]
AEEL] Ag HAAER] WA, 4, AAE

54 wAnER]e] FaT vne]d] g
=3E PSS paslr] sl e A

T 3=, o] 2 9]8)] 4 =9 ulo|ue] o]k

-h°~

£ 2 2
Sl
AL
o =
i3

.\.\.401%

o S
i
T
>
n
o
n)
o
AN
¥
of

dobog R N Ay Jm T
st
)
O.Lu
il
rtz tlo
mlo
oft
o)
0
;
2
o
2
=
r°"
)
.
i

3.4 mfZl(Packing)/1z{Zi(Unpacking) =7

e A== Aledaiale] Uéﬂﬁ A3
ut 'R FEE] s AddskE 71 AREP]
= gk wjel HEE sele) B2 zloi 9 7} 5

www.dbpia.co.kr



=3 Eule] ot FE A uka)

=
olo
oz
22

& Windows CE Remote Heap Walker - [Heap_Dump for Process|d=?6C2343E Address=... X
[o] File View Window Target Help -8 x

%[ &

01 000000 F8 CD 95 97 08 82 95 40
A035EF a2 8383 AE F5 2F 8C 11 B0 26 36 89 03
0000 00 00 C4 37 89 03 64 25 8403 I 3
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=
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2 R
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Ctupx303utupx3BIudupx.exe —d SISWare.exe

File size Ratio Format Name

4834568 <~ 792064 19.63x win32/pe SISWare.exe
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File: [D:¥YBRADOR-A.EXE |
Entrypoint: (00005610 EP Section:| [UPX1
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