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ABSTRACT

Recently, RFID technology can successfully be used to reduce medical errors. This technology can aid in
the accurate matching of patients with their medications and treatments. The enthusiasm for using RFID
technology in medical settings has been tempered by privacy concerns. In this paper, we propose a secure and
efficient RFID authentication system to not only authenticate patients’ authenticity but also protect patients’
personal medical informations. The proposed system consists of RFID-based patient authentication protocol and
database security protocol. As a result, since the proposed RFID authentication system provides strong security
and efficiency, it can be used practically for patient authentication and personal medical information protection

on the high technology medical environments such as u-Hospital and u-Healthcare.
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