DB ris

== 10-35-06-15 =2 A13}3| =54 *10-06 Vol.35 No. 6

154 HeHY Gt WEPIZE FAS 9F T IF
7] )

g g & %

Military Group Key Management for Mobile and Secure
Multicast Communications

Younchan Jung* Regular Member

2 of
& VIEAINAE olsA HAS AKdsl] flste] viES =] EelH A Aol Addgle] TPSec
ESP E]"dE9] Full mesh 3JE|Z IPSec AXE-S AAsIw 9lon o] AXE 7ol HEA~E Exlo] Dasjr)
IPSec A5 Wsleh= IPSec ElEES A7) 9lste] HEAAE 1575 5422 BAAA 4 glofof &
oh = A3 252 A%k Ae 2 SR aF 7Y el BA e HEAE SAS
Fojof gt} o3t whd o 7YY oS A SlsiMe HEAAE % 7]7]' AR AAlE ok
wbk gt} B E=Folx= 7]E9] Diffie-Hellman (DH) 7] 3+ WHA] 7143} 7] Tree 7]4-g 83l Exlal AF
st wet ¥t oAl 2F 7S weld ¢ ol=s sk WS AlAR Zﬂ/‘]?”F— ]l Tree 718t 7|
Fjo] AL WEpt A a5 TAsle] AR Ak rtE o R A4S ANE HEE o] Walshes
el 2 —%01 FyHoR 1% 715 AAlE & glrls otk

i

Key Words : Military Networks, IPSec Tunnels, Tactical Terminals, Multicast Communications, Group Key
Management, Key Tree

ABSTRACT

In mobile and secure military networks, full-meshed IPSec tunnels, which do correspond to not physical
links but logical links between each IPSec device and its peer, are required to provide multicast
communications. All IPSec devices need support in changing IPSec tunnels by a way of using a multicast
group key which is updated dynamically. Tactical terminals, which often constitute a group, need also secure
multicast communications in the same group members. Then, the multicast group key is required to be
updated dynamically in order to support group members’ mobility. This paper presents challenging issues of
designing a secure and dynamic group key management of which concept is based on the Diffie-Hellman
(DH) key exchange algorithm and key trees. The advantage of our dynamic tree based key management is
that it enables the dynamic group members to periodically receive status information from every peer members

and effectively update a group key based on dynamically changing environments.
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