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ABSTRACT

Power analysis (PA) is known as a powerful physical attack method in the field of information security. This
method uses the statistical characteristics of leaked power consumption signals measured from security devices to
reveal the secret keys. However, when measuring a leakage power signal, it may be easily distorted by the noise
due to its low magnitude values, and thus the PA attack shows different performances depending on the noise
level of the measured signal. To overcome this vulnerability of the PA attack, we propose a noise-reduction
method based on wavelet de-noising. Experimental results show that the proposed de-noising method improves
the attack efficiency in terms of the number of signals required for the successful attack as well as the

reliability on the guessing key.
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H 1. 7% DPA 324 875+ 4 A e
Key No. # of traces Key No. # of traces
1 3,997 9 3,841
2 3,420 10 Fail
3 3,805 11 Fail
4 3,921 12 Fail
5 3,999 13 1,547
6 Fail 14 Fail
7 2,850 15 Fail
8 3,130 16 1,400
E 2. 71& CPA FAd 875w Ha Als i
Key No. # of traces Key No. # of traces
1 402 9 437
2 157 10 934
3 122 11 1021
4 1292 12 3701
5 1156 13 1095
6 1461 14 1495
7 1763 15 3083
8 1493 16 1470
E 3. doll w2 DPA 49| i 87 AE NS
Key No.|Level 1 |Level 2 |Level 3 |Level 4 |Level 5
1 Fail Fail 3,634 1,665 3,360
2 3,419 3,194 | 2,904 1,973 2,102
3 3,772 3,612 | 2,462 1,645 1,935
4 2,612 | 2,701 2,553 1,518 3,680
5 Fail Fail Fail 1,606 Fail
6 Fail Fail 3,562 1,227 Fail
7 2,784 | 2,742 | 2,676 | 2,159 Fail
8 2,897 | 2,819 | 2,408 2,106 | 3,199
9 Fail Fail Fail 2,541 3,871
10 Fail Fail 3,678 923 1,415
11 Fail Fail Fail 2,930 3,788
12 Fail Fail 3,867 1,101 2,375
13 1,531 1,522 1,443 842 1,382
14 Fail Fail Fail 1,553 1,585
15 Fail Fail Fail 1,250 1,871
16 1,430 1,429 1,260 1,009 1,529
A3z 3t 30 AAEe] 9lew, d=49] A5 A9

3l 5 FA A= AL B F ‘il“/} d7]- L
2, 38] 790l = yx3} o] 213] AAFEA ¥
71 ] Ao sz A9} wel sk =

AL d7} 591 Aol W Fel 23 Hugz'sl: Al
I7HA] ksl uliol] S5 Alsoe] g3 e
T olek ol8fdt Ak a7 8ol M= It 4~ %L
g, d=1, 2, 331 7%= 9 A% &z SARe 3
& 4= 9lon), g=42l Aol 2v] sl F=E Al

lrm
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el gl Ay Al WS o] 83 AY 4 34 Ae A

HT

F 4 Symlet o123 A A G MR eTHE Az E 6. Haar S101280 A8 A goll wh /1% A 2t u

Aze AN o] M

Key No. Symlet 4 Symlet 6 Symlet 8 Key No.| Level 1 |Level 2 |Level 3 |Level 4 | Level 5
1 2,099 1,665 1,648 1 Fail Fail Fail 2,352 | 2,886
2 1,419 1,973 1,859 2 3,418 | 3,290 | 2,136 1,338 | 2,101
3 1,717 1,645 2,075 3 3,809 | 3,585 | 2,386 1,574 | 2,282
4 1,520 1,518 1,428 4 2,731 2,612 2,254 1,548 3,594
5 1,762 1,606 2,648 5 Fail 3,995 | 3,995 | 2,376 Fail
6 1,331 1,227 1,332 6 Fail Fail 1,364 | 3,754 Fail
7 1,909 2,159 2,158 7 2,784 | 2,680 | 2,342 | 2,329 | 3,691
8 2,018 2,106 1,799 8 3,119 | 2,402 | 2485 | 3,134 | 3,547
9 2,518 2,541 2,584 9 3,842 Fail 2,998 Fail Fail
10 1,036 923 923 10 Fail Fail 3,455 1,424 1,705
11 2,814 2,930 2,814 11 Fail Fail Fail 3,055 | 3,946
12 1,101 1,101 1,222 12 Fail Fail Fail 2,306 | 2,375
13 845 842 833 13 1,547 1,531 870 811 1,459
14 1,541 1,553 1,553 14 Fail Fail Fail 2,843 | 3,379
15 1,249 1,250 1,290 15 Fail Fail 1,571 1,567 | 3,221
16 1,121 1,009 1,096 16 1,399 1,373 1,282 1,296 1,413

E 5. Daubechies o]+
2 Az sl

R S ERCEE IS

=

7. Haar oLl AR Al dell W Algke AS A
X

Key No. | Daubechies 4 | Daubechies 6 | Daubechies 8 Key No.| Level 1 |Level 2 | Level 3 | Level 4 | Level 5
1 1,713 1,821 1,812 1 Fail Fail Fail 2,369 | 2,884
2 1,421 1,338 1,340 2 3,417 3,293 2,133 1,850 2,100
3 1,592 1,437 1,584 3 3,809 3,586 2,384 1,471 2,190
4 1,430 1,107 1,413 4 2,731 2,612 2,254 1,548 1,807
5 1,797 2,279 2,394 5 Fail 3,995 3,559 2,274 Fail
6 3,258 1,227 1,246 6 Fail Fail 1,347 3,954 Fail
7 2,281 1,875 1,871 7 2,784 2,680 2,341 2,322 3,950
8 2,662 2,626 2,654 8 3,118 2,404 2,485 2,662 3,434
9 2,683 2,574 1,953 9 3,842 Fail 2,995 | 3,297 Fail
10 930 901 913 10 Fail Fail 3,484 1,416 1,705
11 2,988 3,264 3,193 11 Fail Fail Fail 2,997 Fail
12 1,222 1,107 1,423 12 Fail Fail Fail 2,300 2,375
13 839 842 959 13 1,547 1,531 860 805 1,407
14 1,551 1,551 1,551 14 Fail Fail Fail 2,857 3,383
15 1,708 1,556 1,512 15 Fail Fail 1,571 1,571 3,270
16 1,120 1,263 968 16 1,399 1,373 1,282 1,282 1,455
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F 8. 67} Daubechies $lo]E3l A A] dol| w2 7|& A E 10. 6% Symlet fo]&3l AR Al dofl WE 7| A

© 7ha mple] A 72 W ‘é%

Key No.|Level 1|Level 2 |Level 3| Level 4 | Level 5 Key No.|Level 1 |Level 2 |Level 3 |Level 4 | Level 5
1 Fail Fail 3,571 1,831 2,470 1 Fail Fail 3,642 1,831 | 2,385
2 3,422 | 3,642 | 3,420 1,407 | 2,100 2 3,419 | 3,378 | 2,953 1,412 | 2,100
3 3,772 | 3,616 | 3,585 1,447 1,965 3 3,773 | 3,590 | 2,463 1,466 1,980
4 2,731 | 2,697 | 2,590 1,095 | 3,683 4 2,731 | 2,743 | 2,586 1,109 | 3,649
5 Fail 3,995 Fail 2,376 2,843 5 Fail Fail Fail 2,380 2,846
6 Fail Fail Fail 1,238 Fail 6 Fail Fail 3,552 1,238 Fail
7 2,784 2,784 2,411 1,929 3,765 7 2,784 2,747 2,680 1,929 Fail
8 2,878 | 2,830 | 2,190 | 2,919 | 3,252 8 2,897 | 2,815 | 2,404 | 3,055 | 3,330
9 Fail Fail Fail 2,574 | 3,871 9 Fail Fail Fail 2,574 | 3,870
10 Fail Fail Fail 912 923 10 Fail Fail 3,657 914 1,124
11 Fail Fail Fail 3,272 | 3,836 11 Fail Fail Fail 3,495 | 3,839
12 Fail Fail 3,819 1,411 | 2,053 12 Fail Fail 3,861 1,232 | 2,375
13 1,531 1,522 1,531 839 1,461 13 1,531 1,522 1,444 798 1,429
14 Fail Fail Fail 1,552 1,606 14 Fail Fail Fail 1,552 1,543
15 Fail Fail 3,928 1,565 1,517 15 Fail Fail 3,931 1,704 1,783
16 1,432 1,400 | 1,278 1,270 1,523 16 1,431 1,429 1,271 1,275 1,529

F 9. 67 Daubechies ¢lo]&38l ARE A] dell w2 AlgkEl
I

Key No.|Level 1|Level 2 |Level 3| Level 4 | Level 5
1 Fail Fail 3,565 1,821 | 2,470
2 3,419 | 3,422 | 3,418 1,338 | 2,100
3 3,772 | 3,616 | 3,586 1,437 1,935
4 2,612 2,603 2,580 1,107 3,693
5 Fail 3,995 Fail 2,279 3,072
6 Fail Fail Fail 1,227 Fail
7 2,784 | 2,747 | 2,411 1,875 | 3,716
8 2,880 | 2,830 | 2,192 | 2,626 | 3,197
9 Fail Fail Fail 2,574 | 3,957
10 Fail Fail Fail 901 923
11 Fail Fail Fail 3,264 | 3,824
12 Fail Fail 3,789 1,107 | 2,053
13 1,531 1,522 1,531 842 1,459
14 Fail Fail Fail 1,551 1,605
15 Fail Fail 3,929 1,556 | 2,364
16 1,431 1,416 1,282 1,263 1,523
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