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ABSTRACT

Full-mesh IPSec tunnels, which constitute a black network, are required so that the dynamically changing
PT (Plain Text) networks can be reachable across the black network in military environments. In the secure
and mobile black networks, dynamically re-configuring IPSec tunnels and security policy database (SPD) is
very difficult to manage. In this paper, for the purpose of solving mobility and security issues in military
networks, we suggest the relating main technologies in association with DMIDP (Dynamic Multicast-based
IPSec Discovery Protocol) based on existing IPSec ESP (Encapsulating Security Payload) tunnels and IPSec
key managements. We investigate the main parameters of the proposed DMIDP techniques and their
operational schemes which have effects on mobility and analyze operational effectivemess of the DMIDP with

proposed parameters.
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