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ABSTRACT

Security is critically important for smart grid networks that are usually used for the electric power network
and IT environments that are opened to attacks, such as, eavesdroping, replay attacks of abnormal messages,
forgery of the messages to name a few. ZigBee has emerged as a strong contender for smart grid networks.
ZigBee is used for low data rate and low power wireless network applications. To deploy smart grid networks,
the collected information requires protection from an adversary over the network in many cases. The security
mechanism should be provided for collecting the information over the network. However, the ZigBee protocol
has some security weaknesses. In this paper, these weaknesses are discussed and a method to improve security
aspect of the ZigBee protocol is presented along with a comparison of the message complexity of the proposed
security protocol with that of the current ZigBee protocol.

I.M B e FoluAl k= Aol ofvlA] ledllelgfn &
= %53 AH¥"KSmart Grid)e] EFolth = 7|&
A rtel]] BAIMRS H5A]A AZPAEA 2B A AHrol]l X 7|EIT) S §83Hd 79_33 FEARE &
o5 B3] W - 21 - wixe] A Al digt § B2} ofeko 2 AX7EO 2 A RS wWRgho 24 of
A7} 7Vsste] A3, Aoz o] Abge] 58 Uz 8-S A ssle AA AEHelztar & = 9l
* -

Feogta AxFEAg-ew Al 174 (songbine @hotmail.co.kr)
= E KICS2010-11-575, AUAF 120109 119 309, FHE=wxleda): 20114 294 239

www.dbpia.co.kr



= 2ntE aEe EY A EHQl Zighee 15 ZREZ | A3 A

ok Aed A Irlers A A7 =t
(AML: Advanced Meter Infrastructure), %t <uf=
AFsst, AR WA, 7R $A s 2 A
A eldz] A o] slvk AMIE #1538 AH, 5
Al shE 2 A AR srae] §RheR o] F
O%X‘l];]—.[l_:i]

Al 2ntE gl 36 a9 13 Reo]
AT Smart 7]7] A4S $3F HAN(Home area
network) ¥} SUN(Smart energy Utility Network) 2.2
Azl SUNS Z2A] Anlxjel AH3jae A4s)
T Ao wA faled s dAAse
NAN(Neighborhood Area Network)¥} 2] A4S
21&F WAN(Wide Area Network) 2 FAJ%Ich

EAlupr) o 2= o], WIMAX, D-TRS, PLC,
Zigbee, B-CDMA, RF%- tlofalAl 48551 glrt. o]
% ZigBee:= APIE JE|=o] dRgA] o]n] FE3
E Fxdkar ola AE Wel A UE A Al
Ag Folw, FAAZIUS|AEC)elA olv] $l&
ighr} [+l

2rtE g2]= $H7el|l4] NANeA] 2 %88l
9l= Zigbee'= IEEE 802.1547'¢] =g A=
(Physical layer)¥} wiAl HZ Aol AlZ(Medium
access control layer)2 =%i3le] WES = AlEHE]
A Aelgt AkdA Frle] 2R BFEC R e
A B4 e 2] Ay 2wt Ao, A7) AlE
o] o] 7lgsle] A5 F UES=Z UY 5o &
A2 gAY} Ab8717] Asst S 3w
B8 FHQlelso|~g devigs FAF 59 tiokst
S8l 253t 7)o}, g ZigBee T4 W
100m<3F 1914 250kbps®] 42 dlolelE HH3har

NAN WAN

(& Zioboo T
|} —
oy | Wibro=d]

PLO YB—CDMA
DCU \I\.
e |

pcy

\
o |[F= PLC T B-CDI
[PLCTziobee] DoUNR,
b |55 PLC Yl

bcu’

PLC/Zigbes)

o |[+€

PLG/Zigbee|

——

O3 1. S 2 edAlE 71
Fig 1. Architecture of communications network and
Operation Center architecture.

HE FMulti-hop) 7|5 #|=|>foF 650007H ©]%
2] :x=(Node)& AAE 5 o] FA sl= vIES
35 A5k Aol 7hssitt dickN-to-M) 541
ol 2= (Mesh) S.2 o]Foixl 2Rkl v Eg) el
= F4A gk dlelele] $] - WMol g3 ¢
slo] reEe] A3lEat dlole tesbrt Fash
ol A== 7] % wl-g- Fogk Hkas 5 3}
volct.

AH fEolt AR AR gk =4 2 9] -
25 W] $Jelr] ZigBee 128H]ES] AES(Advanced
encryption standard) tH7] F3HAPS- o] g-3l0]
T =7k0] 7] 2] (Key management), 7] 34 (Key
establishment), 7] “<Key transport)3} <l
(Authentication) Z}A-& F33laL o] 7] |43}
v A A Ale] Al dEH = AlZ(Network layer),
5~8 72(Application layer)l|x]2] dlo]e] Z#|<]e]]
gk Bk 7]s-S Alggel 22 ZigBee BRA
o Alzbgl EAS-S 714 3L g)e). ZigBeet AlZAl
E](Trust center)2h= 7S o]8sle] UES =A)e]
rrEo] 7)5 Hulskar ezke] wth(End-to-end)
HekE 7hsab drh ela = Ale]e] v Tl
T2t xeEe] SAl &3] AdErh v o]
o] F7k FAIAE Y M-S ZigBee H.QHA|2xElollA]
£ sh3] BAEIAE der) ol ArtEaR|e 3t
7oA v 719 kAol BAte] 71 F83k tiA
7] k57|18 ZigBeeol| 41 2] AARE EAI7E Het =
g A7) SA|~HE AMEE ZigBee A 2~HellA]
= AFIE7}Y BAlskE BE reEf] vl 7] 3
23eE Fo] glv FEA S A 9l

2 =idlMe flollM A5 ZigBee HQHA 2]
o] 7K a 9l& A7) wARES AA3] A&k 1
2ol #AE FAEES dFstaL £ o AEA e
ZigBee Rl TR EF dwe]|ES AlFAl Agkeick
Aokls T2 eSS Mre] il 7] s H8
2 3 9= N7 EPal HD(Hamming
Distance)"'¢] 73S m]]5}e] AlFe 4 9l &
9] QISAME vl o R tE kx| ITAE A3}
7] $18l sk Qs ARTES BT F9le o
T ZREZS AQRgch

II. SmartGrid ZigBee A

[T
iz

2.1 ZigBee Hot
ZigBeet= 712184l A|4sh= IEEE 802.15.4
E5T shs wdeh TW, AR, AR Se

185

www.dbpia.co.kr



=518 =7A] *11-02 Vol.36 No2

A HENA EekellA10~1100m Hele] 2712] &
At Rl 2 S 917 7€t ZigBeew

FoiAs v 4 LANG g e g 719 7% o
2 Exe HHEirnD sk EHM Ak An
= 25T A Al UES = B5olck ZigBee

VEIE= A5y & vz Ud 5o 278 &
AT 418 7 171Xl~‘£§‘r =7, 4 2UEd, F
®l QlEfso]x, weuiE s, AL Foll Egxich
T A Amape] XiL el & F vES= F
frHlFE 2 75 EFde® 75 Wk 9lr) 20034
IEEEx= #1714, A A8} st vEega 725
7= WPAN 7]&& AJsh= 802.15.45 Watsl,
2005 ZigBee  dE}o|el(Alliance)= IEEE
802.15.40 HIEY = - HoHAES F7t2 A3}
ZigBee X3} WA 1.0& Waych Hek B4
© 2 128bit 7]9] AES-CCM*E #|1s}o] dlo]Ei<]
719 FAAS wARIC) wEl AntE 2] T4
9] &85 ¢Jsll HAN(Home Area Networks) °3%3¢l|
Ao] 253 ouix] HelE 917 T4 B4l 7% AT
7} Al glek
ZigBee= IEEE 802.15.42] %E]ii]’ o A A2
o]F flell vlES= AT} &8 AU AIZHAPS:
Application support sublayer), % Z#HU$=
(Application framework), ZigBee tlujol~ A
(ZDO: ZigBee device object) & FE3lsl= 58 A=
(Application layer) 22 A%t} ZigBee 28 T3
= A a9 29 3ok
S84 A 4 =)= ZDO, APS Alo]€]
QiR MRS B LS N BCEISES R
alA ARl o A e et 285 2]
B4 el tiste] 718 shar, ZDOE -8 A4

Application (APL) Layer

Application Framesork

Application Application

Object 1

Application Support Sublayer(APS)

|APS Security| lessage] Reflactor
[ Y Broker

Sucurity NLDE-SAP )
Service
Provider

Network (NWK) Layer

sUBld JUaWaBEUBN O0Z

[NWR ecuvl(y‘ ‘N KMessage‘ ‘ Fouting ‘
L Brol

MLDE-SAP)

Medium Access
Control(MAC) Layer

PDSAP ]

Physicla (PHY) Layer

2.4 GHz Radio 868915 MHz

% 2. ZigBee 28 3
Fig 2. Architecture of ZigBee stack.

186

2] tinjo] Aloje} tiufe]zke] wild | 2 H
o TAE AA T 38 AAS 3-8 gJElFHe]~
= AlFRieh 2E|a APSE RIRIES 918 Hlo| &S
2 - gk VB Al vEN = Het
& Aelstar A4 vnle]azke] wWiXAE A
33l] APSS] Rl FA=]E |3t} ZigBee W ES]
A AZL UEYF 3F(Join) = o= (Leave)s}
= 59 vAYE A5 =gl iz moke Ayt
t}. ZigBee R oMAR|AE VESF AEH S8 AF
I AgA o r AxtE]e] glrk MES A AT S-&
Aol A== ZHl2 A3l dlele] ghast
2 FAA ASE 9% 4RSS Holgla
olglgt 75& wHshs Mol Au| AlFAKSSP:
Security service provider)”’} ZE He|2 ZAgic}
Zighee®) 1k AUt 7] SEAL olgale]
T rezke] vid 7] AR A5IAS elstar o)
715 ol&3te] viA A Aol AF, WEHZ 73” >
S8 Aol dlele] |l t7k Bl 7]s
Al ZigBeeold Heks fl8) AMEE= 7= vt
2E] 7|(Master key), = 7](Link key), VIES]= 7]
(Networkkey)$] Al 572 717} gtk 2} 2= 8
= 715 o]43te] LY (Point-to-point) B[H A
sta, VES A 715 o] &3te] i vIEEAS
vkl 7)e ®H371E A S8 AR s ]‘%
7lolH, AAE H=Z7E ARSI vIEH = 71E <t
Qs A,

q%

[e2

mlo

L

2.2 ZigBeeolAe| AHZ2 ClHjo|Aco| 7| MH
LES)

ZigBee WE$H I Fr]dlo|ECoordinator), 2}
El(Router), l=t]ulo]~(End device)?] A 72
e A= 9lal Heteld 71 Fast élil‘i
Ele] &S Frfvleoler} =g Aesta ‘”E]'[G]
Fvjelelw shaskE 918k 7] Wl 2 ] <l
o] Y|E =] host G2 sl 2}$El= LﬂE -]f’—
TAE 918t 2R pelgitl 1ejar Qlerule]
= ZHEE FElA e Al=AER) A dlelElE
FaL WHS- 4 9lrk ZigBee WEH =0 A F skt
= AEE trte]~E A TR < vk Aotk
A 23 tute| 2z HEZE Alolshs ZovlolE
o 7k 9 4E S3le] 3RE stk S vESY
Zel| #1348k tnte] 2= WA viZI(Beacon) WAAE

Agsle] FJFE S8 =F 2o, A9 2eElE
3ol Frjvlolele} WiAA]E i wh=th n]ZiwA|
A= 2Rle] AT el EAsks 2 x=F

www.dbpia.co.kr



= 2ntE aEe EY A EHQl Zighee 15 ZREZ | A3 A

o7l %1 ${One-hop) 2.7 HZEI|~E FHc} A28
tlute] o] RS flste] Frjulo|el= tinfo] e
Al vkaE 715 ARska, o] 715 o83kl Zrjde]
El9} tiuto] ko] MR- H= 715 Ak 17
3 A3l Ba 718 olgdle] tiulelas VIESA
715 s Adgnte} V| ES =z Ao i
gk Aotk 19 3& A2E tiuje] 27} Frjdle]E]
24 UELZ 715 ke #AE Hepd Aol
t}. ZigBeeolA& tinlo| v} vEY = 7|5 dow
571 € Aelck
v BTl FiFatarat sk A= vluto] 2} ul
EQ= 71E sl Adibe uhS 23] Al
B oIt Ak
L. tfuje]ar} V| EZe] A= ehEl= 3
dleJefelAl fddle] & tnfe]~ S Bick
2. o] E tfuje]x wAA] & W2 Fr]vlo|E=
A2 tjute] 27}t v E9]Fe]] Fouo® w=
29 g o5 kgl & tiulo| ol A HE
A= 715 Blehe AAE o o] =zl
t} oluf, ehtElE FtellA FAIGEE 3k
i) Eolel Phae] 15 Elulol oA A4
gk
i) FEule[e]e} tuto] = vhaE] 715 o]83}
¢} SKKE(Symmetric-key key establishment)
TR EDS gl g3 715 AAEch
iii) FoWlelelE Y= 715 o] &sle] vEY=
715 desigl ks tnlo]2ellA| ARk
iv) tulelae B3 715 o]83fe] FrjvlelE

Joiner
Coordinator Router (End Device)

l

‘ Connected (unauthenticated) ‘

Update-Device Command

Decision to
accept new device

Secured Transportkey Command
(Master key)

Unsecured TransportKey Command
(Master key)

SKKE-1 Command

SKKE-2 Command

SKKE-3 Command

SKKE-4 Command

Secured Transport-Key command (NWK key)

| Joined (authenticated) ‘

a2l 3. ZigBee VIESZoNAMS] 7] 24 A
Fig 3. Key establishment process in ZigBee network.

J

1A Aok dlolel 2] Sl 712
=3},

A

2.3 ZigBee UIE®|T 9| FotA HA
AR, 249, #v]Ee] G ) ZigBee=
e~ AU EYZE T3k H3Y 7e=2

FEake glv) v JES|E ZigBee VIEHIE

thet 2 FARES 7 el
1. ZrjuelEle VEYZ 7l 28 UEYI

Mgt e k=50 iRk vk 7)o}

7% tf 7HAaL glefok & Wt ohue} oF
BAEH E 2E =gl vkaE A

A ZFA| AL glofof e 137 wistel] vlES
3 A g7t Z1EE o] nlgste] o
B A ko] aEE 7] AEPke] A
o] EAgh

2. Fjvlolel= vIEH =) HEE sk tiut
o|~F2] Aol thsle] Eels sof skl 1
g FjlolEelAls 259 A 5o
&l FPE3 o ZA7F EXEHA] o] W
o 9o A% tlrle]2r) VB = F
A & o7} Hrk H22 §RFshe tule]~
o I QlFo] HAll= ZigBee HQHAIEI9]

AR A ot

. ek AEA sk tule|2ot vkl 7)E
7HAaL QIA] Sdrhi 13 3ollAe} 7o) Frid|
oJEl:= mhE] 7)E tiulolzolAl AEsof 3}
=4l o] HANA FAAES 3= 2H9Elet o
nlo]2x Aelell qbdgt Ade] Exr) =o] 9lA|
927] o] vIAE7|E IR EE kSo)
wo] Mok vkxE] 7|71 o] =W o] Fof
e Al qkdA ofels Alkgle]
FTEA AAEE 22 7] B oz} v ES
3 7PHAE & = A Helwlz]r] wiiel
Ef=z AA ®gle] 73} Hojuglrl 1jn
2 wkaE 718] 2% w3t ZigBee HQHAH9]
AlzZel sEAe] .

4. AEA vIES] = RSl BE ule] 2t
o} Zrjuele]e} edAste] nixE]7], B2 7]}
UENZ 715 ATEES Fo=n BE E
o] Zrjvlole & A FHch. 2FA wiEel ®F
of MBS = FF3teE = 7} okl
W Fdlelee] Faprt 2FEo] FAlA7ke]
Aojz] UES A A|2gle] Ase] Aste= &
AlFde] gl

i
=

o, o
td
o Ko

o

>~

w
d

187

www.dbpia.co.kr



22183 =] °11-02 Vol.36 No.2

II. Rotsh= Al

o] Aol Aol £4I3k ZigBee WIES =2
FARES WA A2E- ZigBee ZEEZS AIQIRE
o} Ajglels ZreZe Frje|e] 7] FeE 7t
3] 317] 913}e] Al~®l ID AAE FH7| = o83
5 9l ANQl AP wale) i) kEnaPle A4
sl ZigBeeollA 7 =52 U|EH = Yol
g FAE Hof vhon] APAlNte] FAE Hof Bk
L5 o] FAE B3l vESHZ Jelx] S5AQl
NAZ EAghc}. w3t =0 Q1A 429 hop
o}, 7 o] A4 F7)E Fol7] $15le] Hamming
Distance WS- o]-83ldc) 3. 149 (A9 N3 (3
9] 3)& o]g3}o] shte] =y} Felsedol = vl
EQafe] = 5 log,N 22 AgHsleirh

T Ajkshe ZR2EEL 7] kErle] 7}
3L gl AxkERe] A4S slEsk] $lsted Zigbee
ol |z 719k dEHZ FleA ARl Sl
128-AES thAlel] ERlapAl ob 3l E 7ulo 7 slo]
A eRlaAlelEE 34 AR 7))
kAl ) w53k o] BekAdS AlgshiA
= @y AL 7] Alel=2E 878 wlitel] Al vE
Azl FH3] S 7Fss 3N ksalem o
2l el 23 4 2 E=FolA] RS tlule]x
7} eRE ERE vESYZ 715 Bl wke 3gS
R Aok

Joiner
Coordinator Router (End Device)

‘ Connected (unauthenticated) ‘

PKKE-1 Command

Update—Device request Command

Hamming code

Update-Device respond Command

PKKE-2 Command

| Joined (authenticated) ‘

32! 4. SmartGrid ZigBee WIEH A Aokt 7] A% A
Fig 4. Proposed Key establishment process in SmartGrid
ZigBee network.

3.1 70 o Ho

E =ollMe 2 229 7] A5A ARkl
3}, AAA) =718 Eolal N A AR50
7Fs3te= 317 ¢Isle] Hamming Distance(©]3l,
HD)2®] & E-]3kel7] wiell, -4 7 Aato]

188

o HD7} 74l S22 Angic SlelA A9 o)
oje] 3 H4A10]] HDL= The} R 5432 FHAle),

A= 1D «EZ PR ={zE Z|HD(a,x)=1}°]4
R|=log,N, 714  Z={0, 2, --N-1},
N=2"m > 0.

&) 29 AF as Zyol W3] Z e a®} HD
7herel Ageles 2 AL ZyWe] Aa Tl
“0”3} HW(Hamming Weight)7} “1781 A<=2] 74
= 2= A3 3k A5 <073 HW7E rdl Ao 5
+ ,,C.(combination) 2 A4 & glt) 7]+ m
log, N 2lv]ghe}. wheba] slefe] A<= aell it
HD7} “17Q1 Ao 4= |, C\ & m(=log,N) 7 &
sl

w3 - ErellA] Alkehs R el o3k A
o HelE sl vt A2 AelE ARSI

(A9 1) SmartGrid Zigbee WESZ 2] gJ2]e] o
%41 ID(Identification Number)= Z,2] 401, v
Ef= Hd =75 No& A

A9 2) 7 == a be] Y| ASA IDE A
ap(E€Z,) 2 b€ 2,) 2 A28 o1& 3154 ID
ZFe] HDE HD(a,b) I HDE Aojglc})

(*39] 3) SmartGrid Zigbee WEH W] 312je]
E ax ASAR 755 S8t vIEH A We] =F
Z d5e] N7 ASAHE 2RI AL )
A gt} olu), 2= aS PN(Parent Node)ol2} 4 2]s}
3L PNO| AAlAe] AA=]e] ej=s 2=Ee] 3
4 CN(Child Node)e|2}a 23t} 128]3 CN &
o] sptE CNEF A2l3ick PN OV 2] 37h7] <l
Z4] Alolell HD(PN,, CN,)=13] A7} Assle=
7} =0 IDE FAL

(B9 4) k= a7l = bE AFEAl & W, s
bollA = aZbA| AFHE Auth,(a—b) 2 )3
t} o] W, = aE 7)0]2} L = bE Vo2t
Aol wqk 7,3 V, Aelo] 57427} 2o
A7}t 2T Auth, (1,00, V) 2 A9
o}

e

www.dbpia.co.kr



=/ AvtE aElE Y E I Za4Hl

Zighee Q)& ETREZ| A3 AF

LCID | 000 | 001 | 010 | 011 | 100 | 101 | 110 | 111

000 [ ] [ L]

001 @ | . .

010 [ ] [ ] L]

011 [ ] [ ] [ ]

100 [ ] L] L]

101 [ ]

110 ®

111 [ ] [ ]

Jg 5. IDE°] #3HD=1)
Fig 5. IDs set(HD=1).

B oA AR Q124 AR s ol
Fuf Q154 o] Aol 2/ ) 2 ek
o) flge wA] Slale] chest e wy
o] eseich

o
o FF oo

> |t

O x=F 71| A E(negotlatlon)E z‘sH GRS

Eflzel] EAshes mee] (V) E AAskaL ©]

o w2t WlEY =2 57] N& 7&?&;‘6&4 ofuf, N

I N2N2 < N, < N-19] 3A7}L e ==
gk

@ HES=Z Ulo] AA| EAlshs xu58 o
AR IDE Hojuki=c}

@ =] o]Fow qlste] UES =] AA| &4
= =] SN )7ENJ2 ol8tkR =d FHu) vl=
9= Alo|=E N2 o2 wW7gskc) olu), N2 o4
9] IDE 7A 3 gl =T N2 o8] IDE A
kool ghrl,

@ mref e ze] rmEo] F7]7}F Nojibe] =
G == (N, N+1,..) £°2 IDS Folsli
3% ID2} HD7} 17 =E3t Z7)7] Q&34
wEFE B2 UESZY] Z7)% Nelld 2N(=
2"t hE WA

Slelld] ARE S5l thsle] 19 62 ool
2kl el ) 69 N=8e) 44e] 1
Bhslel HD7} 172 45 Alole] #A1% ek
=, A4 “001”¥ HD7} 191 A== {“000”. “011”.
“1017)5 370(=log,8) elek. o= 4213} AA|g
t}. o] u, PN9| ID= 7001“e]2}H CNe| IDE>

Node 1D
001(X)
010(X)
111

End node

Start node
000

Node 1D
001
010
100

Node 1D

001(X)
100(X)
110

Node ID
000(X;
100

111

Intermediate nodes

Jg 6. AlF AR
Fig 6. Certificate path.

{0007, “0117. “101”} 5 3707} EAghc) = R,
(000" 011", “101"}o] Flc}. A2 13} =]zl |
sle glo]e] PN-2 log, M9l ==ol siwdshe 371
7] QA kS 2PA1e] A A4l Heldie)

=, I3 6014 154 IDE “0017S Foink
T {40007, “0117. “1017} ] sl o] )
7] QlSARke Fe]gicl 2% 604 “unavailable
node”= EA13)W IDE 9|7]35}, “selection” 915
A ARE 7P A dhe m=o] A ofv|gict

32 okt QIZA HETE ANB|E

227 22 PNo| CNellA| 7] AZAS F
3k, o] CN-& Zzbe] 31¢] CNellAl F717] el&A]
5 sle] BE e gl AFHoR AlFTEE
TS 7k oviakl,

WA AETS daEls 7,5 V7 Al

= = [e} = | =
FAARE 2= e dekt) S O 7oA Rl
o011
Path5
- =1 i
Node 1D 1" 0

?(1): Entity ID
ath3 010
Tn 100
010 1

Node 1D Node ID

o11 Pathé
010 11
100 110

Path Entity ID

100 110

Node ID
100 101
1"

Entity ID

m
Intermediate nodes

J 7. T3V, Alele] AFAR
Fig 7. Certificate path between 7, and V,

189

www.dbpia.co.kr



22183 =] °11-02 Vol.36 No.2

7,,(000)%-E] V,(110)744)%= 6742 =27} EAgich.
olE ¥ shtel A=At 7,4 V7 5L
Rof| EAsh= QFAlel o] = Zlow Eeldl
ol 7,2 V& AlFsH Hlckh

Lo i R R b Ret= e A I L
7t reo] AAA ARCN)2} oF Aol Ak HD
o] BAE o83t T e V7 QFA ARE
Zh= dwelEs a7 83 zto| Alqlkaich
A, 27 8ollA] AREsla gl ool diste]

] A3}, path_nodes+= 154 ZAZ275 3}
742 QZA A7 EAfal= BN
e Rk vEY el AA]
o = n, 2 EAET, empty_nodest UIES
Fol| ARS3HA %= IDES] A g vehick 2 =
oA gkt daelES PNO| CNell diste] 1,7}
HDE AlAFh= -3} HD7F17e] obd 73-¢- PN9]
ON= 2] 3htHE A=(SN)slo] vl PNoZ Ak
FHEO0Z 1reizitl. 941, HD(PN, V)=1°]" =2
75 daE|eS Ades FaEh 23R o2

=

7%, PNS| CNe| Hfale] HD(CN,, V,)=1% W53}

it

rep_count = 0

path_nodes[1]<-Vn

*exit_count = 0
k<= kH Nd

!

~sequentially select one
nodes(SN) of the PN's ON

path_nodes[k] <- SN
path_nodes[k+1] <= Vn

“randomly select one TP
node(SN) of the PN's ON
S s 1. emmy‘no
o
+path_nodes[k] <- SN
PN <= SN

success fail
end

T8l 8. Akt 41¥] A7 daels
Fig 8. Proposed Certificate path algorithm.

190

= ON7F E2Al6l= 94 due|Ed Aedes &
53} o714 i=0,1,...,log, N— 1. 5f, 2E (.
o tjste] HD(CN,, V)= 1 olzhd CN.E 52| 3}
v AR Addste] o] A2 PNOE 4kar,
o] PN9| CN= ]3] HD(CN, V,)=1%& w53}
=7 golgktl o]2gt AXkE: ukEsled S35k
7] A5A ARE S 5 itk £E AEE
=% 5 glv At EAgih w3l vEN=AS 2
7] N(=2")o]A] 2tk AA| ZAsh= r=2] &4 (n,)E
NBETh 7] wjel] 27t S| A A2
EAel e B8la ARE 2] Fehes gl o
Hlgle] oA ARE 2w 55 23k & 1
H 8ol AEIE EAEHA %= A5 s
exit_countd A3, ARE 2| Fal= ¢
ARTE duEES wEReR sy $]5)e]
rep_count®} FA|F7 CE AH2slch

a7elA 7, {“0017, “010, “100”} % 370<] =
Eof| FH7] QSAE s, oleS AHle] A
Aol FEgiel olwl, 7),0] PNe] I {“001”,
“010”, “100”}o] vl AZTEE fl8l 7+ A4l
o] A V,(110)ellAl F7H7] AFAE HasA] o
o, v EE o]8ste] V7R HRE 2t
o, o}y ZEA|AE Z185H7] $13F PN 2}
CNE Fol shts AdshA Addgch & {“001”,
“0107, “1007} 9] == Fol] shtE hgom A9
t} wief o}e- PNO2 01078 A gw A=
Z(7E: “000” — “010” — “1107)-S k= E AR o}
& PNo2 “0017& Ak 2= 8= 3
s Y ON(“0117 T=E“101M)E 9] 3hE 1
ths- PNo2 Adlsledof ghe) o] PNO 2 “0117
o] AldlEl A&E “000” — “010” — “011” —
“1117 — “110” = 2HA=Ich

4=

L

V. M5E7|

0

Akl 2R EF-2 7|8 ARSI vhE 7
= ¢lollZ, Hamming distance & ©]&3le] A4 =
715 E, vIE 7] Aie) SAlSleE ARl s
A BEAS S8 A7 WAAIFIe) w3 <lF
AR T5 A A ree Sl RuR 285t n
A 2y vt 28] AAkselA] 2 e]ste]of 3]
= O £5 [0g2NOZ Fol, QIFEA] AR

Aolg W} 2| & £ gl= MER UFA AR

Ria

Lo

www.dbpia.co.kr



T [ 2vE aR|E VI EY A Sl Zigbee A5 ZEEZ| I3 A

dare|ES Alksle] shsick

Tl sellelel7h A4l Bl Fle} vlES) =
7], 28]3 A3 AA 4% re7ke] 8374 7
Plsles grozs sriulelele] 7] TelE zhustst
s, vIES)=el] gislele Az culel st APt
& 9170 gl eheel e A vEY= 7% A
% S RS AAsle] 7R Fhilelel 2
FH ETE ofe] ehEelA BAAZCZH
LﬂE%]E/_E] 23l s dsky tulo) ~o M EY= 3

FAZS 22AA MEZ] 524 FAA

3k o]zt 7h7ke $17el) gl ekl e A
A M= 7S A% B 5 YES AAs) 1)
woll, Aeksk= WAL vl HE] S(Multi-hop) 7.
A4 75 vg o Egml A% =R EZolth

ZigBee V|E$ZE . E], W4 EEZEAE

2|k, 2 %—ronxa: wAA ) A uls ]
1314 CNol 2743] 241 =] 2] vE9)=i9} o]
o9) 17 =g st ol wet Qo= A
H HESZANA 7] BullE $18 HAA] NG5E vl
k. ol viEdaE Y9 W DY o) 5
Aol SEllele] e Fa sEleleldlA] Fhke
rerh Al HAE eS| ddHe TR Ege
H5g 245p] SlaA v BRI o83
o} O3 9% 7159 ZigBee TREZI} AR =7
2] 7] o) o] Rt A BAbEe w)mih
Aok,

= 108 §19] WHow Lol mel sl
A= AEls} 2t e Alolo] ks wAA] g
viepdiel. AlQkeE WH-e 27] VESAE 4% o

P

o

N

= Zigbee(Tree network, child node=2)
—=&— Zigbee(Randomly generated network)
—A— Proposed(Tree network, child node=2)
—w— Proposed(Randomly generated network)

180000

16000

140000

120000

100000

Nunber of total key distribution messages
n - [=2] o
8 &§ 38 8
8 8 8 8
8 8 8 8
Q Q Q (=]

200 700 500 300 T000
Number of nodes

2 9. Akt ZigBee ZREZI 7129] ZigBee TREF
o] 7] Euf A7 4

Fig 9. The number of the key distribution messages of
the proposed Zigbee protocol and typical Zigbee protocol.

4500 -
=—{Zigbee

4000 - —s— Prorosed
3500
3000
2500

2000 -

1500

1000 4
500 4 //o/’/./’/‘

T T T T T
0 200 400 600 800 1000
Number of nodes

Nunber of key distribution messages from the trustcenter

o

T2 10. A=A eA AdE= 7] 2l wX A s
Fig 10. The number of the key distribution messages that
transmitted from turstcenter.

Hek 7] EuE 3l AREl = wAA s 71
34% o &9 5 olvk =3 a8 IOﬂ} ol Al
FAEl oA Agshz A1) et 29% 243t
23 116014 %E* z7zre] A AgE e wAA=
34% o3t FEoE AAadrh

1% 1201]1%—5— HESY= Z7)(N=2",m=6,7....,13)
of tigk A =Ao]E vehlla glek 1jlellA] ¥z b
9} o] N=128 7HA]&= 7 2Ao]&= log, NEr} 2h
Aoz vehar 9lAul, N=1281Hr} 2 79<lli= 4
o 57}%“’* o g olth mEba B =tellA
AAG 2reF2 U ESa 77} SRS ke
o] A7k :’iﬂ(logz/\’)&} A A zAo] Alele] &

o] Fasirt vE No| S7Itel w2} Q154 A=

= Zighee(Tree network, child node=2)

400| —*— Zigbee(Randomly generated network)
—4A— Proposed(Tree network, child node=2)
350 =¥— Proposed(Randomly generated network)

200 400 600 800 1000
Number of nodes

38 11, k=l AfEE 7] el AR HE s

Fig 11. The average number of the transmitted key
distribution messages per node.

191

www.dbpia.co.kr



22183 =] °11-02 Vol.36 No.2

path length
g 3

0 2000 4000 6000 8000
node size(N)

02 12, AZ o] o kT APIA(N)
Fig 12. Path length vs. node size
7} Z7RRElE, N=8,192¢4] Q&4 Re] Zol:=
2v/NBrh 2he-8 & 5= 9k

I7 139049 AZTE AATFER)IAM B vl
9} 7ko] ro] 0.5714]= A F4S 99% o4 7 Z450]
97.9014F AFsh= S B 4= glrk ro] 054 A=
N/2=2""'3} gdsle) webA r o] .58k 2 g
o= BE o] IDE N} 2eE 2x4gko 24
Y ES T Afo] =S NpOog WAE 5 Qi) o] 2 &
3lo] ro] (Nj2-V)/(Nj2) 22 ZAEo] B =Fola=

el MAdE = slck

—a—N=128
e N=512
—A— N = 2048
—v—N=8192

0.8

0.§

04

0.2

0.0

0.0 0.2 04 0.6 0.8 1.0
r=(N-N )N

O2 13, AR 75 o =& g
Fig 13. path establish vs node decreasing rate

V.

Y
rhu

ZigBeet= A Y 243 Au]L-o 7 Aloje} wu
RS 7besh e FoR ~vtE = 3
o Agsl] $l8l 5 vk e}k ZEuh & =i

192

Al BAkRE 7] Fejot F §o] AR ZigBee R
QPR zElell AlZRE FofAe] slg-S WelaL o] E sl
Aste 2 ZREFE Aljkslarh AljkE WAl
o] ¥akgh 7] fe]E 8 sk k= 7 &
g HAS 7HEC 2 Hamming distance - -85} A
3 A2g ZReFex AvfEgR]|s yESHo|
A 7] Q5] AR 2 el Hagh ARk H
715 WAs] $lste] RE xso IDE Feofsta 7t
== ARle] F7H7] Q1541 ID9F HD7F “179] =
o thaixnt F7H7] AFAE s, Al HAAE=
ke Aljksksdet. 22jan 15 E 5 Al U
e N eER d8doms) 7 mer) Al
AApaellr] A Aefsleiof e k= AHO| FE
log2No2 Folal, 54| ARe] Holg Hrt 2t
& 5 Qe AR ASA ARTS daEs A
so] slodek FF o] QlFA] AmTS dae|ge] ~
RtE TR =, & A5 Y] Hebr)sd] 283)r]
Sl Zigbee VIEHZo}] 534 55 Felste] oA
glehd & o] 28A]l dare]Fe] ezt 7]k

2

g

]
ok

(1) U.S. Department of Energy, National Energy
Technology Lab., Modern Grid Initiative,
http 2}5.

(2) Wikipedia encyclopedia, Smart Gird. May,
2009.

(3) DOE Office of Electricity Delivery and Energy
Reliability, Integrated Communications, July
2007.

(4] APh “gFHF R&D o7 2 WP, AR

> PP

N

11-13, 20091 6.

(5] A. Herzberg, S. Jarecki, H. Krawczyk, M.
Yung, “proactive Secret Sharing, or: how to
cope with perpetual leakage,” Advances in
Cryptography - Crypto 95’ Proceedings, LNCS
Vol 963, 1995.

(6] ZigBee Alliance, “ZigBee specification,”
Technical Report Document 053474106,
Version 1.0, ZigBee Alliance, 2005.

(7) “Standard for part 15.4: Wireless medium access
control (MAC) and physical layer (PHY)
specifications for low rate wireless personal
area networks (LR-WPAN),” IEEE Std

www.dbpia.co.kr



) 20hE 725 EG 6 B39 Zighe UF ZEEF) A AT

(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17)

(18)

802.15.4, 2003.

NIST, “Announcing the Advanced Encryption
Standard(AES),” FIPS PUB ZZZ, 2001,
available at http://www.nist.gov/aes.

A. Shamir, “Identity-based cryptosystems and
signature  schemes,” Proc. Advances in
Cryptology, Crypto’84, Springer-Verlag, LNCS
196, pp.47-53, 1985.
V. Miller, “Use
cryptography,” Proc. Advances in ryptology,
CRYPTO’85, Springer-Verlag, LNCS 218, pp.
417-7426, 1986.

N. Koblitz, “Elliptic curve -cryptosystems,”
Mathematics of Computation, Vol.48, No.177,
pp-203~209, Jan. 1987.

D. Bonech, B. Lynn, and H. Shacham, “Short

Signatures from the Weil Pairing,”

of elliptic curves in

Proc.
Advances in Cryptology, Asiacrypt 2001,
Springer-Verlag, LNCS 2248, pp.514~532,
Dec. 2001.

D. Boneh and M. Franklin,
Encryption from the Weil Pairing,” Proc.
Advances in Cryptology, Crypto 2001,
Springer-Verlag, LNCS 2139, pp.213-229, Aug.
2001.

M. C. Gorantla, R. Gangishetti, and A. Saxena,
“A Survey on

“Identity-Based

ID-Based Cryptographic
Primitives,” Cryptology ePrint Archive, Report
2004/131, available at iacr.org/2005/094/.

W. Diffie and M. Hellman, “New directions in
cryptography,” IEEE Trans. Inform. Theory,
Vol.22, No.6, pp.644-654, Nov. 1976.

R. L. Rivest, A. Shamir, and L. Adleman, “A
method of obtaining digital signature and public
key cryptosystem,” ACM Communication,
Vol.21, No.2, pp.120-126, Feb. 1978.

T. ElGamal, “A Public-Key Cryptosystem and
a Signature Scheme Based on Discrete
Logarithms,” IEEE Trans. Inform. Theory,
Vol.IT-31, No.4, pp.469-472, July 1985.

N. Gura, A. Patel, A. Wander, H. Eberle, and
S. Shantz, “Comparing elliptic curve crypto-
graphy and RSA on 8-bit CPUs,” Proc.
Cryptographic Hardware and Embedded
Systems (CHES 2004), Springer-Verlag, LNCS

ol
=

(19]

(20)

(23)

(24)

(25)

<3t

3156, pp.119-132, Aug. 2004.

R. Hamming. Coding and Information Theory.
Prentice-Hall, 1980.

Brent Hodges, Craig Rodine, Craig Tinder, and
Ivan O’Neill, “Smart Energy Profile Marketing
Requirements” Document Draft Revision 1.0,
ZigBee+HomePlug Joint Working Group, Mar.
2009.

Y. Frankel, P. Gemmell, P.-D. MacKenzie, and
M. Yung,
Public-Key Cryptosystems”,

“Optimal-Resilience  Proactive
IEEE Symp. on
Foundations of Computer Science, 1997.

S. Capkun, L. Buttyan and J.-P. Hubaux,
“Self-Organized Public-Key Management for
Mobile Ad Hoc Networks”, IEEE Trans. on
mobile computing, Vol.2, No.1, Jan./Mar. 2003.
R. Housley, W. Polk, W. Ford, and D. Solo,
X.509 Public Key Infrastructure
Certificate and Certificate Revocation List
(CRL) Profile”, IETF RFC3280, April 2002.
C. C. Shen, C. Srisathapornphat, R. L. Z.
Huang, C. Jaikaeo, and E. L. Lloyd, “CLTC:
A cluseter-based topology control framework
for ad hoc networks,” IEEE Trans. Mobile
Computing, Vol.3, No.1, pp.18-32, Jan. ~Mar.
2004.

ZigBee Smart Energy Profile Specification :
Document 075356r15

“Internet

& 4l (Song-Bin Im) A3

3l z].EJ‘l.:_zﬂ—;r,]. 7-/\].;].7@

Al#ok> SmartGrid, ZigBee, Security

193

www.dbpia.co.kr



=513 =] *11-02 Vol.36 No.2

2 A &t (Young-Hwan Oh) ko]
A Fst AR EAlEE)

3 Qs

194

www.dbpia.co.kr



	스마트 그리드 네트워크에서 효과적인 Zigbee 인증 프로토콜에 관한 연구
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. SmartGrid ZigBee 취약성 분석
	Ⅲ. 제안하는 방식
	Ⅳ. 성능평가
	Ⅴ. 결론
	참고문헌


