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ABSTRACT

This paper focused on the specific category called a DDoS correspondence system among a big category
called an information security management system, and suggested the correspondence criteria of DDoS in order
to measure this quantitatively and be able to manage this. First, the DDoS properties and correspondence strategy
were associated among measurement indicators of 1SO27004, which is a standard of the measurement field of
the information security management system, and then 7 standard indicators were deduced through a
questionnaire survey by using and analyzing the SMART technique. The 28 measurement items were
differentiated by referring the existing researches such as the national information security assessment index
model of KISA and the personal information protection level diagnose indicators of the Ministry of Public
Administration and Security, etc. Based on these standard indicators, the 7 significant groups among 11
components were differentiated through Factor Analysis by performing a questionnaire survey targeting
information security experts once more, and 6 groups were deduced by verifying the reliability of these seven
groups with Cronbach’s Alpha, so these were set as detailed indicators of DDoS. And lastly, the verification
through theoretical analysis was carried out about measurement items(metric) of deduced detailed indicators

according to an approach method of Kitchenham.
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Cronbach’s Alpha'= “I5F 7/3°] A1Z|=(Reliability) DDoS E5A-& Hledsle] %Al Foislsich
E 9. 89 ¥4 Az
[Eomponent Matrixa)
LComponent|
1 2 3 4 B 6 7 g 9 10 | 11
744 |-0.077 | 0.244 |0.047 |-0.079 | 0.309 |0.042 |-0.193 | 0.211 |-0.057 |-0.052
616 | 0.301 [0.019 |-0.022 |-0.050 | 0.480 |-0.198 | 0.185 |-0.141 ] 0.251 | 0.041
533 |-0.042 [0.441 [-0.129 [0.196 | 0.255 | 0.227 |-0.055 |-0.108 |-0.205 | -0.333
0.532 |-0107 | 0160 |0.329 |-0.005 |-0162 |-0.262 [ 0417 | 0.263 | 0134 |-0112
O =0T | 0.582 |-0.134 |0.302 |0.157 |-0.003 |0.371 |-0.071|0.177 | 0.185 | -0.330 | 0.001
0523 | 0.117 |0.510 |0.426 |-0.198 |-0.135 |-0.050 |-0.182 | 0.047 | 0.086| 0.125
-0.485 |-0.158 | 0.468 |-0.226 | 0.026 |-0.078 | 0.429 |-0.133 | 0.133 | 0.230 |-0.029
0136 | 0.685 |-0.016 | 0.366 |-0.046 |-0.243 | 0.087 |-0.079 | 0.230 | 0.073 |-0.112
0124 |0.579 |-0.026 | 0163 |-0.262 |-0.378 [ 0.274 | 0116 | 0110 |-0.191]-0.233
0075 |0.555 |-0.013 [-0.051 [-0.296 [ 0.322 |0.051 |0.225 |-0.271| 0.072 | 0.262
0.082 |0.448 |0.079 |-0.388 [-0.371 | 0.265 |-0.055 -0.001] 0.363 |-0.239|-0.021
EUHS 78 22 05 0.515_|-0.649 |-0.027 | 0.216 | 0.009 |-0.097 |-0.056 |-0.123 | 0.342 |-0.085 ] 0128
0.019 |-0.582 | 0.393 |-0.040 |-0.226 | 0.017 | 0131 | 0.302 | 0164 | 0.393 | 0152
A =TT -0.086 | 0.189 [0.630 |-0.107 | 0.093 |-0.039 [-0.500 [-0.429 [-0.046 | 0.014 |-0.044
EREERE[E] 0211 |0.111 |0.626 |-0.256 |-0.037 |-0.369 |-0.204 | 0.285 | 0.201 |-0.013 | 0.036
o I8 EY S0 0.110 |0.316 |0.523 |0.187 |-0.098 [0.177 |-0.011|-0.241]-0.155| 0.436 | 0.105
o =HHE -0.298_|-0.160 | 0505 |-0.169 |-0.023 | 0.102 | 0.407 | 0.196 |-0.205 | 0.183 | -0.377
0170 |-0.124 | 0.092 | 0491 |0.136 | 0454 |0.021 |0.233 | 0.026 | 0.154 | 0.327
0.390 | 0.021 |0.212 |0.488 |0.035 | 0.036 | 0.263 |-0.281] 0.446 | -0.071|-0.087
7 0361 | 0.376 |-0.073 | 0.136 | 0.542 |0.037 |0.441 |-0.041]0.175 | 0.096 | 0.135
[EOIHIA S8] 6iS 0.327 |0.322 |0.406 |-0.129 | 0.485 |0.185 |-0.276 | 0.107 |-0.056 |-0.065 | -0.104
X HOFHHO =S 0.220 |0.112 |0.343 |-0.482 | 0.067 |-0172 [ 0.081 |-0189] 0188 |-0.177 | 0.562
¥ [psE=E 0.390 | 0.014 |0.205 |-0.167 | 0.061 |-0.594 | 0.087 |0.464 | 0.072 | 0131 | 0.031
X Fircwall S22 0177 | 0225 |-0.112 |-0.171 | 0.034 | 0.536 | 0.245 | 0.224 | 0.415 | 0.203 |-0.135
X 0.342 | 0178 | 0.068 |-0.040 | 0140 |0.067 | 0.638 | 0.214 |-0.075|-0.366 | 0.260
X 0307 | 0.371 |-0.235 |-0.054 | 0.210 |-0.025 |-0.482 | 0.275 | 0.406 | 0.133 | 0.023
X 0139 |-0.215 |0.385 |-0.446 |-0.067 | 0.210 | 0.007 |-0.312 | 0455 | 0.178 | -0.002
0433 |-0.303 |0.272 | 0.086 |-0.081 |0.321 |-0.212 | 0.269 | 0.012 |-0.505 |-0.050

Extraction Method: Principal Component
Analysis.
a 11 components extracted
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