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ABSTRACT

In this paper, we design and implement a visual

IMS protocol analyzer, VIPA(Visual IMS Protocol Analyzer),

providing a graphical view of session connection information between user equipments on IMS network. The

VIPA captures SIP packets, which are used to setup sessions on IMS networks, and shows graphical view of

session information to provide easy way to analyze

IMS protocols. The existing protocol analyzer has limitation

to show only terminal side protocol analysis information. Whereas the VIPA can provide not only terminal side

but also server side analysis result so that the connection status between all the session participating user agents

can be monitored.
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T /IMS el A A ZUERE 13 e T2EF $47]

/Pm O UE : User Equipment
‘E [1 CSCF : Call Session Control Function

: O P-CSCF : Proxy CSCF
@ [0 I-CSCF : Interrogating CSCF
% O S-CSCF : Serving CSCF

[ HSS : Home Subscriber Server

j_EI 2. IMS u]- :[LME

2.2 SIP(Session Initiation Protocol)
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To: 113.1ocal>:epi
Call-1D: d54fd29d2e2b31b9f532bf@220.07.226.83
CSeq: 2 INVITE b dad d
Conracr: <sip:789@! ll:i local:7829:maddr=220.87.228.83> —
Somracs: CeipeTsagh Header
Content-Type: annhcnmnlsan
Content-Lengeh: 891

CRLF D

=0

o=- 00 INIP4 220.67.220.83
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c=IN1Pd4 220.87.228.83

m=audio 65424 RTP/AYP 97 111 112 60
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a-ripman:a DY14/18000 Body
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Visited Network (visited1.net) Home Network (homed.net)
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REGISTER
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Query

REGISTER
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CX - User Registration
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REGISTER
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2| 5. IMSel|4¢] REGISTER PlAA] &5

REGISTER sip:registrar.homel.net SIF/2.0

Via: SIP/2.0/UDP [5555:aaa:bbb:ccc:ddd];comp=sigcomp;branch=z8hG4bKnashds?

Max-Forwards: 70

P-Access-Network-Info: 3GPP-UTRAN-TDD;utran-cell-id-3gpp=234151D0FCE11

From: =sip:userl_publicl@homel.net>;tag=4fa3

To: <sip:user]_publicl@homel net>

Contact: <sip:[5555::aaa:bbb:ccc:ddd];comp=sigcomp=;expires=600000

Call-1D: apb03a0s09dkjdfglkja9111

Authorization: Digest username="userl_private@homel.net" realm="registrar. homel. net",
nonce="" uri="sipregistrar.homel.net" response=""

Security-Client: ipsec-3gpp;alg=hmac-sha-1-96;5pi-c=23456789;5pi-s=12345678;
port-c=2468;port-s=1357

Require: sec-agree

Proxy-Require: sec-agree

C Seq: 1 REGISTER

Supported: path

Content-Length: 0

1%l 6. From UEl to P-CSCFl1

E 1. A<l Private Header (RFC3455)

Private Header A 3

P-Associated-URI

A7 Associated-URT 1.
Call Filtering 52| A¥|~%
Qg AR
P-Visited-Network-ID Visited Network®] A]%z}
P-Access-Network-Info  |AFEA}] A< o A x.

P-Called-Party-ID

P-Charging-Function- S5 2 uE B3 4
Address AR
S 95 T icid-value

P-Charging-Vector .
o

¢} ©}E Private Headerdl P-Access-Network-Info7}
EAgel. IMSe] 7§ 7129 JEUE o]8st
VoIPAH 3hte] g o] 83l Zlo] ofd, 774
Az, Jel W 5 B sk Jelelr] wi
of] AH82HUEL)7} <5313 9J+= Visited Network2]
5 50 % ARE dHE 8o olck 2Z7]ql
P-Access-Network-Info |5 E3}o] ARgAle] A<
" A5 REGISTER "X A]ell Z3HAIA ALk

a7 72 P-CSCF19l4 I-CSCF1& Hujje] 2=
WA A& HolFr) 1 3 P-Visited-Network-ID |t
= AHA} $3l8)E Visited Network] AlEzbz,
P-CSCFell4] Home Network®] I-CSCFZ wA|=|7}
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REGISTER sip:registrar.homel.net SIP/2.0

Via: SIP/2.0/UDP pescfl visited] netbranch=z9hG4bk240f34.1,
SIP/2.0/UDP [5555:aaa:bbb:ccc:ddd];comp=sigcomp:branch=z9hG4bkKnashds7

Max-Forwards: 69

P-Access-Network-Info: 3GPP-UTRAN-TDD;utran-cell-id-3gpp=234151D0FCELL

Path: <sip:term@pcscfl.visitedl.netlr>

Requre: path

P-Visited-Network-ID: "Visited Network Number 1~

P-Charging-Vector: icid-value="AyretyU0dm+6021rTSAFrbHLs0=023551024

From: <sip:userl_publicl@homel net>;tag=4fa3

To: <sipzuserl_publicl @homel net>

Contact: <sip:[5555:aaabbbiccc:ddd];comp=sigcomp>;expires=600000

Call-1D: apb0220s09dkjdfglkj49111

Authorization: Digest username="userl_private@homel.net’,realm="registrar.nomel.net",
nence="" uri="sip:registrar homel.net" response="" integrity-protected="nc"

C Seq: 1 REGISTER

Supported: path

Content-Length: 0

2| 7. From P-CSCF1 to I-CSCF1

A=A 7o) A%}l gt P-Charging-Vector
A= 87 5 $1 Icid-value(IMS Charging
Identity - value) AR5 ZH3ich

13 82 UE®} Visited Networkel] thgk A H.e} 3
7l ARgAE Q1%-S §18le] I-CSCF19l4] S-CSCF1=
AdE]= WAAE Hojg

REGISTER &3 w|A|x]e} 7to] 7|2 VoIPL-o2
AAEAR SIP7F AL, Bl 5 BF E3e)
= SAlel IMSol| A1dE] ZREZR A4wwA
SIP= €2E 7Hleleh= AAS o83l 3GPP2]
IMS EAlolld] Fo = sh= ArE x3sles &
7 o] IMS FAlel|A] o] 85t

REGISTER sip:registrar.homel.net SIP/2.0
Via: SIP/2.0/UDP icscfl_p homel netbranch=z0hG4bk351g45.1,
SIP/2.0/UDP pescfl.visitedl.net branch=29hG4bk240f34.1,
SIP/2.0/UDP [5555:aaa:bbb:ccc:ddd];comp=sigcomp;branch=z9hG4 bknashds7
Max-Forwards: 63
P-Access-Network-Info: 3GPP-UTRAN-TDD;utran-cell-id-3gpp=234151DOFCEL1
Path: <sipiterm@pescfl.visitedl.netlr>
Requre: path
P-visited-Network-1D: "Visited Network Number 1"
P-Charging-Vector: icid-value="Ayrety0dm+602IrTSAFrbHLs0=023551024
From: <sipzuserl_publicl@homel.net>;tag=4fa3
To: <sipruserl_publicl@homel net-
Contact: <sip[5555aaa bbb:ccc:ddd];comp=sigcompsexpires=600000
Call-ID: apb03a0s09dkjdfglkj49111
Authorization: Digest username="userl_private@homel.net" realm="registrar. homel.net",
nence="",uri="sip:registrarhomel.net",response="" integrity-protected="no"
CSeq: 1 REGISTER
Supported: path
Content-Length: 0

1% 8. From I-CSCF1 to S-CSCF1
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lm

2 ZEEE B n|n

g 715 7135\ 247 Wireshark VIPA
@ A 715 SIP FHZlel vigk e =5 5A g Tees 5 o X
= 7o)tk AlAdel A8 Ao o A = AAZE AR 53] o] o)

glth o)== wlox] Al SIP/SDP/RTP #4] o} o

9 *3 ]ﬁ‘ial A= HZle e 2 ) SIP FE] A4 o o}

AAde] dolF=A] Fet & 4= 9lA 3o} =3k, RTP =4 o) 0

A7l 57t Eq7sle] RFE 7]5S Esk qltk = o} o
(5) 2= 7%= SIP FZlell 2]af Alde] Woix|A UA 7% 4 o} o

=9 RTP FHZlell 2alA 54 3 34 dlelelrt A A 715 B4 X o)

ZHEr) o|F A 4w+ RTP 52 ElHS A Session %oy ZE UA X o

Ade] Wolzl A E FEAXMA] 2 ZE HAE =23t

t}. 2% 102 Wiresharkelld SIP A4S ===
WojF shele).

Wireshark®] 73-%- SIP #l|7)dl] ts}e] clolkat B4
7Feth B 71 AR, bRl ARgAlE 1 Aolale el AT Falo] Lolugid s1E
UA(User Agent) 71£02 stl7] ohitol A ol o) m2EE paple) #4018 Falel IMs 7] =
oA Mo 2 sH= gnel 7 UASS) ol e An 2EZ 2o Baw sk ARkl el Aelsh
£ A4delA] ehch Ak Nkl VoIS SIP 7, S Mhe.R IMS k) wgel mawg ¥

=
=
M
ne
I:ﬁ‘I

m

= 2MY19| dA # 7S

Lu

199

www.dbpia.co.kr



715 A 4 itk

31 HIFYE Z2EZ EAMY|9] F AlE

2749 I AFE Fdke] B4 S S B
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 F8 8T AR AEE B VR a0k
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A, 7]182A- 9 SIP TR EF F4]7|24]9] 7]%9]
ZA8|o} gt} A|A % Ethernet CardE 53l &
SIP 7155 whxlgle] 48ty Ak ® A%
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22067.231.225 22067231221 §IP12.0180 Ringing
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