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ABSTRACT

An URL parameter can hold some information that is confidential or vulnerable to illegitimate tampering. We
propose Link-E-Param(Link with Encrypted Parameters) to protect the whole URL parameter names as well as
their values. Unlike other techniques concealing only some of the URL parameters, it will successfully
discourage attacks based on URL analysis to steal secret information on the Web sites. We implement
Link-E-Param in the form of a servlet filter to be deployed on any Java Web server by simply copying a jar
file and setting a few configuration values. Thus it can be used for any existing Web application without
modifying the application. It also supports numerous encryption algorithms to choose from. Experiments show
that our implementation induces only 2~3% increase in user response time due to encryption and decryption,
which is deemed acceptable.
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<a href="testMe.jsp?
<%=(QueryCrypt.getInstance().encrypt(request,”
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) %>
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<% @ taglib prefix="c” uri="http://java.sun.com/jsp/
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<a href="<cwurl value="testMe.jsp">
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<c:param name="p” value="abcabcabcabc” />
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<c:param name="q"” value="def” />
</c:url>">click me 1</a>
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abled="true">

<sUrl:param name="p” value="abcabcabcabc” />

<sUrl:param name="q" value="def” />
</sUrl:url>">click me 1</a>
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<filter>
<filter-name>Link-E-Param Filter</filter-name>
<filter-class>boy0 filters. LinkEParamFilter</filter-class>
<init-param>
<param-name>cryptType</param-name>
<param-value>4</param-value>
</init-param>
<init-param>
<param-name>masterKey</param-name>
<param-value>input here!! your key</param-value>
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