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ABSTRACT

In 2011, Woosik Bae proposed a NLMAP(New Low-cost Mutual Authentication Protocol) in RFID based on
hash function. They argued that minimize computation such as random number generation. In addition, NLMAP
is safe against replay attack, spoofing attack, traffic analysis and eavesdropping attack due to using mutual
authentication. So, when applied to RFID system has advantage such as providing a high level of security at a
lower manufacturing cost. However, unlike their argue, attacker can obtain Tag’s hash computed unique
identification information. This paper proves possible the location tracking and spoofing attack using H(IDt) by
attacker. In addition, we propose the improved a mutual authentication protocol in RFID based on hash function

and CRC code. Also, our protocol is secure against various attacks and suitable for efficient RFID systems
better than NLMAP.
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