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ABSTRACT

In the paper we present optimized implementation method over sensor mote for HUMMINGBIRD2
algorithm, ultra-light symmetric cryptography. For efficient implementation we maximized the register usage and
used optimized addressing method to reduce the encryption and decryption time. With the optimized encryption

implementation, we can utilize the efficient secure network over resource constrained sensor mote.
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Table 1. Parameters in HUMMINGBIRD2
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E 2. HUMMINGBIRD2l| A%l S-box
Table 2. S-box used in HUMMINGBIRD2

X 0 1 2 3 4 5 7 8 9 A C D E F
S (z) | 7 12 | 14 9 2 15 | 11 6 13 0 4 8 10 3
Sy(z) | 4 10 1 6 8 15 12 3 0 14 | 13 5 9 11 2
Sy(x) | 2 15 | 12 1 5 10 | 13 | 14 8 3 4 0 11 9 7
S, (x) | 15 4 5 8 9 2 1 10 3 0 14 6 12 | 13| 11
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2.2.1. : MSP430
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Table 3. S-box used in Tiny version of HUMMINGBIRD2
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const HB2_u8 SBOX][4][16] ={

{ 0x7,0xC,0xE,0x9,0x2,0x1,0x5,0xF,0xB,0x6,0xD,0x0,0x4,0x8,0xA,0x3 }
{ 0x4,0xA,0x1,0x6,0x8,0xF,0x7,0xC,0x3,0x0,0xE,0xD,0x5,0x9,0xB,0x2 },
{ 0x2,0xF,0xC,0x1,0x5,0x6,0xA,0xD,0xE,0x8,0x3,0x4,0x0,0xB,0x9,0x7 }
{ OxF,0x4,0x5,0x8,0x9,0x7,0x2,0x1,0xA,0x3,0x0,0xE,0x6,0xC,0xD,0xB }
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E 4. Fast8]2] HUMMINGBIRD2¢] AF-%l S-box

Table 4. S-box used in Fast version of HUMMINGBIRD2

const HB2_u8 SBOX12[256] ={

0x74,0x7A,0x71,0x76,0x78,0x7F,0x77,0x7C,0x73,0x70,0x7E,0x7D,0x75,0x79,0x7B,0x72,
0xC4,0xCA,0xC1,0xC6,0xC8,0xCF,0xC7,0xCC,0xC3,0xC0,0xCE,0xCD,0xC5,0xC9,0xCB,0xC2,
0xE4,0xEA,0xE1,0xE6,0xE8,0xEF,0xE7,0xEC,0xE3,0xE0,0xEE,0xED,0xE5,0xE9,0xEB,0xE2,
0x94,0x9A,0x91,0x96,0x98,0x9F,0x97,0x9C,0x93,0x90,0x9E,0x9D,0x95,0x99,0x9B,0x92,
0x24,0x2A,0x21,0x26,0x28,0x2F,0x27,0x2C,0x23,0x20,0x2E,0x2D,0x25,0x29,0x2B,0x22,
0x14,0x1A,0x11,0x16,0x18,0x1F,0x17,0x1C,0x13,0x10,0x1E,0x1D,0x15,0x19,0x1B,0x 12,
0x54,0x5A,0x51,0x56,0x58,0x5F,0x57,0x5C,0x53,0x50,0x5E,0x5D,0x55,0x59,0x5B,0x52,
0xF4,0xFA,0xF1,0xF6,0xF8,0xFF,0xF7,0xFC,0xF3,0xF0,0xFE,0xFD,0xF5,0xF9,0xFB,0xF2,
0xB4,0xBA,0xB1,0xB6,0xB8,0xBF,0xB7,0xBC,0xB3,0xB0,0xBE,0xBD,0xB5,0xB9,0xBB,0xB2,
0x64,0x6A,0x61,0x66,0x68,0x6F,0x67,0x6C,0x63,0x60,0x6E,0x6D,0x65,0x69,0x6B,0x62,
0xD4,0xDA,0xD1,0xD6,0xD8,0xDF,0xD7,0xDC,0xD3,0xD0,0xDE,0xDD,0xD5,0xD9,0xDB,0xD2,
0x04,0x0A,0x01,0x06,0x08,0x0F,0x07,0x0C,0x03,0x00,0x0E,0x0D,0x05,0x09,0x0B,0x02,
0x44,0x4A,0x41,0x46,0x48,0x4F,0x47,0x4C,0x43,0x40,0x4E,0x4D,0x45,0x49,0x4B,0x42,
0x84,0x8A,0x81,0x86,0x88,0x8F,0x87,0x8C,0x83,0x80,0x8E,0x8D,0x85,0x89,0x8B,0x82,
0xA4,0xAA,0xA1,0xA6,0xA8,0xAF,0xA7,0xAC,0xA3,0xA0,0xAE,0xAD,0xA5,0xA9,0xAB,0xA2,
0x34,0x3A,0x31,0x36,0x38,0x3F,0x37,0x3C,0x33,0x30,0x3E,0x3D,0x35,0x39,0x3B,0x32 };
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E 5. Furious¥%12] HUMMINGBIRD2¢] A%l S-box
Table 5. S-box used in Furious version of
HUMMINGBIRD2

const HB2_ul6 fwhitab[256] = {
0x75¢d,0xfbf6,0x30d8,0xf7c5,0x79fe,0xbee3,0xb6c1,0x7def,
0xb2d0,0x71dc,0xffe7,0x3ceb,0x34¢9,0x38fa,0xbaf2,0xf3d4,
0xc721,0x491a,0x8234,0x4529,0xcb12,0x0c0f,0x042d,0xcf03,
0x003c,0xc330,0x4d0b,0x8e07,0x8625,0x8a16,0x08 1e,0x4138,
0xe7a9,0x6992,0xa2bc,0x65a1,0xeb9a,0x2c87,0x24a5,0xef8b,
0x20b4,0xe3b8,0x6d83,0xae8f,0xabad,0xaa%,0x2896,0x61b0,
0x9675,0x184¢e,0xd360,0x147d,0x9a46,0x5d5b,0x5579,0x9e57,
0x5168,0x9264,0x1c5f,0xdf53,0xd771,0xdb42,0x594a,0x 106¢,
0x2499,0xaaa2,0x618c,0xa691,0x28aa,0xefb7,0xe795,0x2cbb,
0xe384,0x2088,0xaeb3,0x6dbf,0x659d,0x69ae,0xeba6,0xa280,
0x1455,0x9a6€,0x5140,0x965d,0x1866,0xdf7b,0xd759,0x1c77,
0xd348,0x1044,0x9¢7f,0x5d73,0x5551,0x5962,0xdb6a,0x924c,
0x5545,0xdb7e,0x1050,0xd74d,0x5976,0x9¢6b,0x9649,0x5d67,
0x9258,0x5154,0xdf6f,0x1¢63,0x1441,0x1872,0x9a7a,0xd35¢,
0xf7ed,0x79d6,0xb2f8,0x75e5,0xfbde,0x3cc3,0x34e1,0xffcf,
0x30f0,0xf3fc,0x7dc7,0xbecb,0xb6e9,0xbada,0x38d2,0x7 14,
0xb6fd,0x38¢6,0xf3e8,0x34f5,0xbace,0x7dd3,0x75f1,0xbedf,
0x71e0,0xb2ec,0x3cd7,0xffdb,0xf7f9,0xfbca,0x79¢2,0x30e4,
0x6589,0xebb2,0x209¢,0xe781,0x69ba,0xaea7,0xa685,0x6dab,
0xa294,0x6198,0xefa3,0x2caf,0x248d,0x28be,0xaab6,0xe390,
0xd765,0x595¢,0x9270,0x556d,0xdb56,0x 1c4b,0x1469,0xdf47,
0x1078,0xd374,0x5d4f,0x9e43,0x9661,0x9a52,0x185a,0x517c,
0x0411,0x8a2a,0x4104,0x8619,0x0822,0xcf3f,0xc71d,0x0c33,
0xc30¢,0x0000,0x8e3b,0x4d37,0x4515,0x4926,0xcb2e,0x8208,
0x4501,0xcb3a,0x0014,0xc709,0x4932,0x8e2f,0x860d,0x4d23,
0x821¢,0x4110,0xcf2b,0x0c27,0x0405,0x0836,0x8a3e,0xc318,
0x8631,0x080a,0xc324,0x0439,0x8a02,0x4d 1f,0x453d,0x8e13,
0x412¢,0x8220,0x0c 1b,0xcf17,0xc735,0xcb06,0x490e,0x0028,
0xa6b9,0x2882,0xe3ac,0x24b1,0xaa8a,0x6d97,0x65b5,0xaedb,
0x61a4,0xa2a8,0x2c93,0xef9f,0xe7bd,0xeb8e,0x6986,0x20a0,
0x34dd,0xbae6,0x71c8,0xb6d5,0x38ee,0xfff3,0xf7d1,0x3cff,
0xf3c¢0,0x30cc,0xbef7,0x7dfb,0x75d9,0x79¢a,0xfbe2,0xb2c4 } ;
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E 6. ¥ w=rellx] ARERE MSP4302] HEo] A%
Table 6. Instructions of MSP430 used in this paper

A 7] ==+ #clock
movRS,X(Rd) (X+ Rd)<—R 4
Load to X
movQR,, X(R,) (X+R))—(R,) 5
mon(Rs ), &label (label)«— (X + R, ) 6
mov R, &label (label)—R, 4
Load to label mov@Rg +,&label (label) ( ) 5
‘ R<—R,+2
movQ R, &label (label)—(R,) 5
Load to Register TTZOU)((RS ), R, R (X+ R, ) 3
Copy Register movR,, R, R —R, 1
Clear Register clrR, R<—R;D R, 1
addR,, R, R<—R,+ R, 1
Addition of the registers addcR,, R, R<~R,+R;,+C 1
adcR, R<~—R,+C 1
R, : Destination register
R, : Source register
X,label : Indirect Address Register
PC:Program Counter
C': Carry bit at status register
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Table 7. Allocation of registers
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Tzl WS B8 vEE] FAags ARseE
AAE =2 s13ic) [Step 4-5]¢l4+= WD16%14ke]
HAEl B4} exclusive-orgdiHS- S30%kc) [Step
6-14]9141= S-boxoll A3l 28k F4agks Ak
3 Eok A MSP430-2 16-H|E ZZAxo|c}
BA|RE S-box9] F7]E 256 Hlo|Eo|RE 16-H]|E
Z 8-H|EE o|&3dx Fa45 Aol gl [Step

6]A= wlolE w9® ke ddsla gle

[Step 71ol4= Fangte] 8-H|Eo|=® 29] w4g
A ek webA shiftdibe Bl FAagE

o] w2 ARk A Hek [Step 8]olA= #HA
2E] 149] 9] vlo]|Ee EAgh= 32 swpbdAt
< &3l vkl A=Al [Step 9]¢l anddAks
38 sloiste] gube Fagke] exAlow Ahgal
S otk [Step 11, 13]el4e F42] 7]E F4d
AxkEl SZAS Helle AR A9 S-box9
ZAAsA Fc} [Step 15]0141= S-boxollA]

=
=
He]L 7H5-S exclusive-ordARS &3l Aagls =

i
ok,
X
i,
v

¥ 8. WDI1694t 14
Table 8. Process of WDI16 operation

1:mov @r4+, r13
2:mov #0x1, r14
3:mov @r5+, rl15
4:add r13,r14
5:xor r15,r14
6:mov.b r14,r13
7:rla r13

8:swpb rl4
9:and #O0xOOFF, rl14
10:rla r14

11:add r6,r13
12:mov @rl3, r15
13:add 17,14
14:mov @rl4, r13
15:xor r13,r15

42. 7zt st

szele] Rale] e AAes Qe s
Eol Haks aabel wjs) sEEE A
AR} Bae] v Faghe s|RFast em
of o ARHEEE e
F7149) wlge] EA Heh wed oA A%
oz ggel T A AMge vee] AT
| glek o)
1

N
©
[ &2
s

1 clock cycles =4 5 Sle AAeo

Agsh] el Aelel sk me] Favh
wapoz Aol glefop dhek gk Aol A
S okzsl AN wAMem ke AHLES
barelzo] Aolelo] glorw wAHow vw
Teje] FaE ZMTE AL A glo] A
ok Zlo] FFssieh webd [E o o] 4

o e FPIES T=S Ak

o

N

N
o
o

it
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E9. #3
Table 9. Allocation of key value

ks

l:mov @rl3+r4
2:mov @r13+,r5
3:mov @rl3+,;16
4:mov @rl3+,17
4.3, 3|XAAL
3)|H oA 4K(rotation)= FrEel W8] 1~2 B|EL] F
S A ol% XA u] AEEE= odAlo|r) & W]
3 daks sl EH 1 clock cycleo] AR
A ek weba 37 Qdte] 1-2 wlEZ) S|
735 A AikS TR ARSSke Ao 7P FHA

o] whjelck SRt 4-H|E oA} Fhe] A ool
R Aels v ik olgsle] Mt &
& AAibe] 7Fsdt=s & 4 qlvk MSP430°]
A= 16-¥]E2] #A|2ElellA] A 8f 8-R|EAS A
E FE= Az A (swap)dikS At
o] & o|-&3lH 8-H|EL] 3 A4ks 1 clock cycle
nhell el = glemz wrh F84ql s A4k
| 7F&stet.

EHA]

(o3

E 10. 34 4t
Table 10. Rotation operation

l:rla r4
2:rlc r4
3:swpb r4d

F 11. MSP430%ellxle] tiA7] tzsl & Az

Table 11. Implementation Result of Symmetric Cryptography over MSP430

V. M

oIr

H|

[ 11]e1E A7) 53t 73 A9 A5S v
ik 3ellA yehe wle}l 2]
HUMMINGBIRD2E $t33114 3} 7] Alg] Aol
A o g ]Sl vls)] wiEA seEicl A 7}
}owo] ARSI Q)= AESZ|Hel wlsiAE AHHE

ik A1

2 wE A7 gkl g3 slsl= Aol rhssieh
HUMMINGBIRD2Y 12| &2 B2 =27]7} 16-bito]

B dlelele] efe] M2 RFIDY AlAUlES] =9}
e 3ol A 'EA QA A8l rhes S
7HA1t}. o)== 7]E&2] HUMMINGBIRD|A 2] =4
3} R = L = EA R A
HUMMINGBIRD29] &85 Hr} zolx|e]z} A
Zhelc)

HUMMINGBIRD2 &7
Z7] WollA] trade-off’} 7}e3dF =

A~
a5

ZO

7 A Swe)
345 7RIk o

& EE WA A4 BE Y] Tkt FHo
W obss} wEe| Tae EAs sl

wollA Ak & 7|H-2 7]l Ak 7w
2 F39l “Furious” R.Eol B3l ot} 27|35}
Aol AL Alelgs &3l 7o) 7Fssich oAl
o inline JAERE S3 FHAHLEH ‘:7*&0]
(code size)”} ZAAA =Hedr} e Ak forw
< FolA A7) wtel] =9 Helrt 4HH Zlo]7
A =l 9k pranchet 2 ZAES WA ford
=3 %ﬂﬂ] Hrpd Z=Zo|(code size)= 1/42 =
153 S5 10~20 29 Alelge] hue} 27|35}

ol

=]

o

[8.9]

. Key length Block size Encryption Key-setup

Algorithm [bit] [bit] [kbit/s] [ms]
AES 128, 192, 256 128 290.24 0.6
SAFER 64, 128 64 232.81 1.7
Twofish 128, 192, 256 128 212.15 15.0
RC2 64, 128 64 161.12 1.2
Noekeon 128 128 138.78 0.1
DES 64 64 123.03 16.6

RCS5 128 64 121.44 33
Kasumi 128 64 119.93 0.3
XTEA 128 64 112.14 0.4
CAST5 40, 80, 128 64 106.95 0.8
Skipjack 80 64 92.04 0.0
KSEED 128 128 91.9 0.8
RC6 128, 192, 256 128 87.51 5.8
HUMMINGBIRD 256 16 107.43 0.6
HUMMINGBIRD2 128 16 365.10 0.2
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=2/ A Y EH = Abel4{ 2] HUMMINGBIRD2 433}

S% HAs TR

oA Z7lshAl =k A MSP430> 48KBE
ROMo & Algsla 9l7] wiiell stasiapao] =}
T dolvl= el = SEE5 A4 ko] 12KB
2 A3} Fshs Ar s =R Alglolct

E 12. MSP430%¢l|42] HUMMINGBIRD2®] F&lo|| u}&

H| 2L
Table 12. Comparison of HUMMINGBIRD2 depending
on implementation option over MSP430

Mode Encr[Cycle] Init[Cycle] SiZIZFBn}IIte]
“Tiny” 1520 5984 770
"Fast” 576 2187 2518
"Furious” 359 1361 3648
proposal 312 1220 11852
VI.ZE B

H =Follx= 2011 A|A1%! HUMMINGBIRD2
daElFel Ak TS Ak Bt Al
HEo| &£EZmolx] A3}l —?L:iﬂ“é—é’-: A Ak
o}l 7S =24 oAERE 8
Aiks ol 71 wime]e] g %;FL% z‘ﬂi
sletar R 2Eol] g AT
AREE HIR2E Y] eAE A Z?%}O% AF&HL
AR ~Ee] 5 A= 7Y 2Bla WEelE
< A zsle] FYUg GARS B} A2 odite g
T 7S avigict o]F S3l ®rh A2 A
AlES EdAx gt 0L1§].J,].7do] V4o~ A=k
Zoln] glestagol] Am
3| Zo1EA l ok Al o] =ellA
= &0l HAs gdex 2= sARE Al
AU E9] =z} RFIDOA] azefsfiof & = o} S
L ulE 87EE vxe] =76l gk wlebd gke
29o] oAk Fadk AFzke HAslele] &
Eo} AAFE mFelx] 284Ql stest e
= Xﬂ?l—z?]ﬁ: E” M
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