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ABSTRACT

Most of banks in Korea provide smartphone banking services. To use the banking service, public key certificates
with private keys, which are stored in personal computers, should be installed in smartphones. Many banks provides
intermediate servers that relay certificates to smartphones over the Internet, because the transferring certificates via
USB cable is inconvenient. In this paper, we analyze the certificate transfer protocol between personal computer and
smartphone, and consider a possible attack based on the results of the analysis. We were successfully able to extract
a public key certificate and password-protected private key from encrypted data packets. In addition, we discuss

several solutions to transfer public key certificates from personal computers to smartphones safely.
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Table 1. Smart-phone banking systems of major commercial banks in Korea

Smart-phone operation systems Coofniier:il;:ncln Length of
Bank . .. Windows Black . . authentication Program developers
iOS  Android . Bada registration
Mobile  berry number
number
. X 16 .
Shinhan X X x 3 Initech
X X X i
KEB 16 Imte.ch
X X X X 8 yessign
) x x X 8 12 Lumensoft
Woori -
X X X 8 yessign
Citybank X X x X x 8 yessign
Hana b X X X b x 8 BTWorks
IBK X X “ 8 Lumer'lsoft
X X X yessign
Kookmin o o " 1 K'o.rea . Electronic .
Certification Authority
KDB X x x 16 Initech
X X X 16 BTWorks
NH x -
X X X 8 yssign
SC X X x x 16 Initech
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Algorithm : GetPublicCertAndPrivateKey

input: a byte-stream of packet
Result: ‘SignCert.der’ and ‘SignPri.key’ files are created

1 begin

2 ciphertext < Get Ciphertext (packet)

3 index < GetIndex (packet)

4 auth_nums < 000000000000’ /I a 12-place authentication number

5 seed skey[O 15] < {0}

6 seed_ 1 [0..15] <« {0}

7 repeat

8 index_t <« SHAl(auth _nums)

9 for i=0 to 1022

10 ‘ index t <« SHAL(index t)

1 end

12 seed_skey[0..15] <« index t[0..15] // left most 16 bytes = the secret key of SEED
13 seed_iv[0..15] <« index_t[4..19] /I right most 16 bytes = IV of SEED

14 index t <« SHAL(index t)

15 auth_nums < auth_nums+1

16 until index = index_t

17 plaintext = DecryptSEED( ciphertext, seed_skey, seed_iv)

18 cert = GetPublz'cCért(plaintext)

19 private_key = Get Private Key(plaintext)

20 Save ToFile (cert , 'SignCért.der')

21 Save ToFile (private_key, ' SignPri.key’)

22 end
32 3. &72]% GetPublicCertAndPrivateKey (Ajit)
Fig. 3. Algorithm GetPublicCertAndPrivateKey (A-company)
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0040 ac 77 11 a7 a7 39 65 fe 34 a7 b4 3a 54 W,...92.4, TR

a8 5 Fel’lEAlet Ai”l7I7E 23 A (A
Fig. 5. A packet containing a public key certificate and a private key (A-company)
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Fig. 6. Extracting a public key and a private key from the encrypted packet (A-company)
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