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ABSTRACT

Java crypto library such as SUN JCA/ICE or BC JCE is generally used to implement secure applications for
smart devices using Android platform. Programming functions written by Java language are launched and
executed inside Java Virtual Machine (JVM), thereby difficult to use system hardware specific functionalities and
degrading performance as well. In case of crypto primitive, few secure applications can use crypto primitive
executing in JVM because both amount of computing and complexity of such primitives are very high. From the
aspect of performance, in particular, time sensitive real time applications such as streaming services or secure
application frequently applying public key based crypto algorithm cannot use Java crypto library. To solve the
problem, we design and implement crypto library which employ JNI and NDK methods to directly access
functions that implemented by native language such as C or C++. The proposed Java Crypto provider supports

faster execution. Also developer can use our provider in the same way by writing traditional Java crypto library.
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SecurityTool.java

MessageDigest md = MessageDigest.getinstance(“MD5”,
“Dscrypt”);

®

Byte[] digest = md.digest(); Lg

MD5.java @

<

public static native void md5Digest(String data); <

static {
System.loadLibrary(“crypto”); Make md5.so

System.loadLibrary(‘md5”);

}

MD5.h (2)Javah (make header file)

A

JNIEXPORT jstring JNICALL
Java_mobile_security_md5Digest(JNIEnv *, jobject, jstring);

MD5.c @ Implement

A 4

JNIEXPORT jstring JNICALL
Java_mobile_security_ md5Digest(JNIEnv *env, jobject jj,
jstring jstrX

unsigned char md5[16];

unsigned long len;

unsigned char* md;

void* lib_handle = NULL;

unsigned char (*func)(); o

libhandle = dlopen(“./libcrypto.so”, RTLD_LAXZY);
func = disym(lib_handle, “MD5"); ¢

md = (*func)((unsigned char*)str, len, md5);

libcrypto.so

MD5() in the libcrypto.so Library *—
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Fig. 6. Functional Flow
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Table 2. specification of test device

Processor ARM Cortex-A9 1.2GHz Dual Core
Memory 1GB DDR2 RAM
Android Platform 4.0.3
oS . . .
(icecream sandwich version)
Battery 1650mAh
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