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ABSTRACT

We proposed a scheme to accurately detect elephant flows. Along the ever increasing traffic trend, certain
flows occupy the network heavily in terms of time and network bandwidth. These flows are called elephant
flows. Elephant flows raises complicated issues to manage for Internet traffics and services. One of the methods
to identify elephant flows is the Landmark LRU cache scheme, which improved the previous method of Least
Recently Used scheme. We proposed a cache update algorithm, to further improve the existing Landmark LRU.
The proposed scheme improves the accuracy to detect elephant flow while maintaining efficiency of Landmark
LRU. We verified our algorithm by simulating on Sangmyung University’s wireless real network traces and

evaluated the improvement.
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2.2. Sample & Hold (SH) Scheme
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2.3. Least Recently Used (LRU) Scheme
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2.4. Landmark-LRU (L-LRU) Scheme
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Fig. 3. The Multi-stage Landmark-LRU Scheme.
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Table 1. Proposed Algorithm.

Input: F;, E, 5, N
Output: EF

: Total Cache Reset

: Initialize Each Entry’s F, = 0, cur/N = 0 in Landmark
: Initialize 7Hy = 3 * E

: //[Each Cache Entry has an info (£}, F)

: /[Bach Landmark Entry has an info (F}, F

", curN)
: while not terminated Flow Sampling do
LookupCache(F7)

if F; is not in Cache and Landmark is not full then

- R I Y RV SR

Insert Landmark Top (£}, F)
10: else if /7, is not in Cache and Landmark is full then

T
. if £, at Landmark Bottom > 7'H, and
' cur N < N then

12: curN = curN + 1

13: Move to Landmark Top (£}, F,., curN)
14: Insert Landmark Top (£, F)

15: else

16: RemoveEntry at Landmark Bottom

17: Insert Landmark Top (£, F..)

18: end if

19:  else

20: UpdateEntry (F};, F,)

21: if /., = FE then

22: Define as Elephant Flow EF; <— F;
23: Move to Cache Top (EF;, F..)

24: end if
25: end if
26:end while
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2]+ Landmark top o & o353t} o]% wkek =
< F7F tFA] Landmark bottomel] $J=|8}A =]
Z29 Jl-E Fc7]— oJHs] EFHr} 2 curiVo]
AAE cycle 349 N} FUshH, E2% F=
elephant flow”} 0]-1/]\:’/]-37_ Zelsta, LandmarkelA]
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r—{>
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New Flow

[ Hit Flow with Fc > E ]‘-
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Fig. 4. The OsF L-LRU Scheme.
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A AEE E 7138 T 223 AN HEE]
B ol 24 @), ()% Rl xRE 5 9l
ok
if E< Fc < THE and N > curN,
then Move to Landmark Top (@)
if Fc < THE and N = curN
then Drop by Landmark Bottom &)
Ao, AA skt FR3] &she A4
& A%Aoz QlglE APl glon, M Fo
o] Z2SE flow id9] $AE0] Fdslx, o]
A3} UG F29ehn 4o 4 gl
a8 4= 57} ARRRE AAdske] o9l St
A5 28g 2otk
V. 85 &7}

Table 2. Real Network Traffic Trace Information.

Total Number
Measurement
Interval Bytes of Feature
(KB) Flows
2011.10.19. break
13:58~14:08 3,589,698 114,452 time
2011.10.19.
14:30~14:41 6,154,234 148,386 lectures
2011.10.19. end of
15:10~15:18 6,070,684 148,998 lectures

B AelMe ARG daelsed A3 A 97t
3
H

e 2 Agl) disle] gl e 9r1E 9
d, °el= A4 vEY= EH)A  (network

traces) S ARE3lith Adle] AREEF WEY = EF
o]~ ATt A2Fu s vk AFlES A
g Aolw, A7ks wt2A| o] F 371 AziHe]
vELZ Edo|~E #4824 7S &
Edel2 Fsch AAl MESa Edo]l~E
g R ARgsle, 7 daelEs S| A
o] 7155 AHIE T3] Aes vl 2 st
ek vEH= E25% S-tuple flow keys:

{protocol, source IP address, source port number,

|

K

s

_

destination IP address, destination port number}
24 Aelsjgon], 919 57 S4do] - LA}
l shle] Zzew Helslldl 2+ Z=e
2= oA shie] FE9 AHEnks AAR) % 2
= 5AE vEYa = Ede]s Arold,

=

E

4.1. Zt 7= Ms H|d AH
Zy 71Ee] A BlaE fsl, FeHoE A4
MA =7] CS = 1024, Landmark =7| L = 512

2 AAsiedck 1=l A Al e 1R
AARsldch 2 AR Edle]l~E o= ¥, 7
SAAZE 14 B)F AERHE i 7 vlelE =
7]+ 558,969KBgiom, I ] =7]E 1000
byteszti 7FA3IIch W] 0.1%5 A3 &
Z9-E clephant flow =2 AP, 55871 o]Ake]
7S 712 2295 clephant flowzt 7FHE 5
stk & Al JHe] Efle]xdd Fele] E = {558,
559, 758} & AEE 5 Stk oeh zo] e
0.1% ©°l*& 2A|sk= ZZ5E elephant flow=

Askar Ade xlssisict
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Table 3. Average Detection Ratio when Using
Maximum Memory.

Entries /| Memory

Algorithm . Ac (%)
Usage (Maximum)

SH (p = 0.01) 1,993 / 33,881 bytes 78.52%

SH (p = 0.05) 1,090 / 18,530 bytes 68.97%

SH (p = 0.001) 366 | 6,222 bytes 48.52%

OsF L.LRU 967 | 17,406 bytes 87.27%

1,024 / 18,432 bytes  89.87%

512 / 8,704 bytes  23.37%

LRU 1,024 / 17,408 bytes  33.34%
2,048 / 34,816 bytes  51.80%
1,024 / 17,408 bytes 76.30%
1,084 / 18,428 bytes  77.66%
1,024 / 17,408 bytes  78.23%
1,084 / 18,428 bytes  78.59%
1,024 / 17,408 bytes  83.66%
1,084 / 18,428 bytes  84.02%
1,024 |/ 17,408 bytes 84.84%
1,084 / 18,428 bytes  85.15%

L-LRU

2Stage ML-LRU

3Stage ML-LRU

4Stage ML-LRU

Numof Detected F
Numof Real F

Ac(%)= X100 (6)

Elephant flow "Hd&-2 (6)% o]&3le] Albst
ack 27t ARERs daEEe] Fepvlees
TH, = F-05, N = 327 AE3leitt. ML-LRU
9] 73, Istage L = 256, 1 ¢| Landmark stage
Eo =7 L = 1288 AAs)g]om, threshold
Py, = E-0.125 P, = E025 Pj,= F-05
2 A3t Sample & Hold 7]%(e]3} SH)<J
A 54 A AEE dEZY gl AE T
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1byte, Source IP address = 4bytes, Destination IP
address = 4bytes, Source Port = 2bytes, Destination
Port = 2bytes, Packet Counts = 4bytes= SH, LRU,
L-LRU 728]3 ML-LRU 7|¥ =57 17H9] <lEe]
T FA 17bytesE frAl8to{oF Tk 52)7h A8k
= daEEe A8EE dERY =Z7]E cycle
flag lbytes F7HHo2 87slng) 1709] <lEF
J 18bytes®] =S Syshch wERA, FUgE A
Al mlo]lE 3o 9] vl 4132 Land-markel|
7} AEE ddate] APt

Table 4. Average Detection Ratio with Varying Size of E.

Avg Ac (%)

Algorithm E> 1% E > E >

0.1% 0.01%
SH (p = 0.01) 88.85% 76.01% 55.86%
SH (p = 0.05) 87.00% 67.78% 42.38%
SH (p = 0.001) 84.61% 43.02% 18.00%
OsF L-LRU 95.33% 89.06% 97.67%
LRU 85.78% 46.80% 29.26%
L-LRU 90.71% 75.76% 73.43%

2Stage ML-LRU 91.33% 77.96% 79.31%

3Stage ML-LRU 93.85% 83.36% 81.59%

4Stage ML-LRU 93.85% 84.62% 84.61%
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gl LRUE CS = 2,048% AAslodrk A AA o
2 EE 1% oPde® dAshd A 80% 14
W8-S Halth ole 1% ol =75 7K
25l F3l= FHZle] wi-g- W] el AMEH

e o

M oafy

e

856

= T

= AAE gEo] U] otk ubdel $=7t
AAgE dae]E2 E7F vl 2how W o] A
ke e Fl 4 gl AAgE dae]Ee] B4
A} Landmark A7l FhE7) 2R dEZV) &

A= A7k

i)
2
X
N
E=)
St
o,
i

4.2. AA| nm2fo|y st AR

a8 59} 73 62 OsF L-LRUCIA AAsH=
gefrle] e wstel] ulE Ay A HolFErh
getrle] Wl wE des FrBh] $Iskd, &
A&k E#o|~ Z A4 elephant flow7} 7w
T FEsl] AlYS zlSgEisdct. B Y
0.1% = A3l on, Agdexe] £ = 560°|tk

7100 - -
£ N=1 . —

=7 e - — -~
& 90 - N2 -
B N=3 = = = .
s .-
ESO_ . — .- _-Rk--u
9 R y--a--8---8
§707 w77 —
o 60 ®
0
b
] 50 T T T T T T T T 1
£ 100% 90% 80% 70% 60% 50% 40% 30% 20% 10%
a

THz, Percentage of Elephant

Fig. 5. Detection Ratio with Varying THE of OsF L-LRU.
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Table 6. Detection Ratio with Varying N of OsF L-LRU.
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