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ABSTRACT

Our PC have been under constant threat of malicious codes and viruses today. As many new ways of cyber
attacks are being developed, such as zero-day-attack, nobody’s PC is guaranteed to be safe from the attacks. In
case where a user uses the existing verification protocol on a unsecured PC, the user’s verification information
may well be threatened by sniffing or man-in-the-middle attack. Especially, deadly attacks like memory hacking
would give hard time for users to even recognize any symptom of virus infection. Therefore, this paper designs
secured QR-Login user verification protocol for smart devices that are ready to communicate with QR-Code and
proposes a way to keep critical data safe when using the internet. This way, user would be able to safeguard

hisfher critical data even when under attack by unknown attacks and safely carry out extremely sensitive task,
like financial trading, on the device.
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Table 2. Abbreviations

SPst SDAee] W qbAlste)

Abbreviations Context Explanation
SD Smart Device User's Portable Smart Device
PC Personal Computer User's Personal Computer
SP Service Provider Kind of Service-Provider's Server
CA Certificate Authority Includmg all kinds of Public and Private Certificate
Authorities
P Internet Protocol Address Internet Protocol Address
PN Port Number Port Number
SN Session Number Session Number
URL Uniform Resource Locator Specific Character String for Network Path in Internet
. Randomly Generated Number(Can be used to prevent
RNy X's Random Number Replay Attack)
Cert X's Certification Certification including Public-Key issued by CA
User-related information like a Smart-Device
Userhf User Information information(IMEI, Phone-Number and so on) and User
serinjo Personal Information(User identification Number,
Address, E-mail Address and so on)
EncUserinfo |Encrypted User Information |Encrypted User’s Information
) iy . User's additional information that can not be identified
UserAddinfo |User Additional Information user
Secret shared seed key between SD and SP for SKey
SeedKey Seed Key generation
Through Seed Key in each session, the newly generated
SKey Session Key secret key is derived that can be used in symmetric
algorithm
. . SP's Publick Key included in SP's certificate(Can be used
SPpu, SP's Public Key to asymmetric Algorithm)
Sign Signed Data Digital Signature signed by Private Key
General information that require lower important
Data Data compared with Critical Data
CData Critical Data Important data information that confidentiality required
FhneCData Encrypted Critical Data Encrypted CData information
QR— Code(---)|QR-Code Encoded Data Data encoded with QR-Code, namely QR-Code
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Table 3. Protocol Transport Context Information
Transport Context Details Explanation

Request user registration page PC to

Req Regist IP, PN, SN SP, at the start of user registration
steps

Req Resist Info Form Request  registration information

ahesist_ QR— Code( URL, SN, RNy, Sign) |related with user

Response Registration-related

Res_Regist_Info EncUserlnfo, EncRNg, RNgp  |information including user-related
information to SP

Res Regist AddInfo User AddInfo User additional information response

from PC to SP
Notification to PC and SD wuser
registration result

Res_Regist_Info_Result -

Req Regist_Cert - Request user certificate

Res Regist Cert Cert .., Transfer user certificate to SP

Notification to PC and SD user
certificate registration result

Res_Regist_Cert_Result -

. Request user login page PC to SP, at
Req_Login P PN. SN, RNpc the start of user login steps
Req Login_Info QR— C’ode( URL, SN, RNy, Sign) %r%inélgl‘?otegc information  transfer
. EhC_SY{ey([ME[’ RNgp, RNPC)v Login-needed information transfer
Res_Login_Info RNg, PhoneNum from SD to SP
N T

IP. PN SN Request service-related data

Req Service_Info transmission from PC to SP

Important information is transferred
Res Service Info Data, QR— Code(EncCData) or|as QR-Code encrypted by SKey, and

- - QR— Code(URL) general information is transferred
by plain text

. If data is too big to transfer, data
Req_Service_AddlInfo URL referenced URL is transferred to SP
Data in the corresponding URL is
Res_Service_AddlInfo FneCData encrypted by SKey and transferred
from SP to SD

Important data is encrypted by SKey
and transferred from SD to SP

Req Service_InputInfo FhneCData

Req Service_AddInputInfo Data Data Transmission from PC to SP

Input notification for important
information and data
Verification notification for
important information

Res_Service_Inputlnfo -

Res_Service_InputInfo_Result |-

3.1. QR-Login AFBA} Q15 Z2EZE = SPel| AREAME 553k AREAF 5E =A%
QR-Login AR} ¢l Z2EFS Au|AE A 5% AP AM|aE Al Al 211l
IH] Asks ARSAP L Al AlFASP)e AR ks 29l wAle] 271 ©AR reiRich =
Az Qe ZREZOIvh AMAF IS ZRES gl 22kl HAPEAI} 22 AR 7)5e] H8
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Fig. 1. Register User Information and Public Certificate Phase
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A Z|(Req_Login_Info)S PCel| A%gkc}.

4) QR-Code &Y
AHEAR= SDel| A" o] ZejAle)dS o]gate]
PCEPe] 4 QR-Code s 3l

5) QR-Code ClZE % ARRA 209l o7 HE
45

QR-Code7} #od=ml ofZejAlolAd-> 4] (8)%}
o] QR-Codes vlEHslal URL, SN, RNy,
RNy, 1331 A9 3h& =3k o EeiAlolide
SP SlFA(Certg)2] 84 =lE $lal, o=z
Aolde B3] Certyps ThE-ZE W=t} 18|w
CARHE Certgs 73t RIS gt
Certgp?l FEAC] ¥ Af ofZ2Aelide
Certgpell E3HE SPS] FW7N(SPpy) 5 T3k,
ol5 F3l AH w= ASh Aol #E3 A
5, AREAE AX 9 dolAE SD3PHe| HolF
cf mkel AHo] frashA] 9 A s AWl
ATk o ol fFaR Au| AR obd

glomz, AMgAH: S AulzE AP eberk

Decode( QR— Code)= URL, SN, RNy, RNp,
Signg, (URL, SN, RNg» RNpe) ®

6) ARRXH 2790l @7 MEo| el Ul otss}
ol ZejAlo|dE SDo} HeEE ALgAle] - A

B9l IMEI ¥ FUE W3S F=sly, g kel
RNgs A a=la SPell 553t H)

o} o] SkeyE FESIAL o)F olgslel 44
(10)3} 7o) qkEs1E Saldcl +4(10)9] k55
= oly) W) sks kmelgeld. deluskasl
H G RNy b RN,7b EqPEle] Al 34

SKey = GenerateSessionKey(SeedKey, SN) (9)
EncLogininfo= Encg, (IMEL RNg, RNpp) (10)

7) AR 2T2l oF MHe| S

SD+= AFSAF 27131 8 A H(Res_Login_Info)
SPol| 53kt o] Fholl= ARSAPY S=53F SD
I A W38l IMEE RN, 2 RNp2F
A kw3t =] gl 2ol 87 Awe| A4
7 ks $18le] RNg7F A A=l SP=
= Algsly olsdlE IMEIS B33} 3] ¢
3l] PhoneNumE #x & F JES 28X}
Aspsw A HFEch

o {0

ofd

S

8) A%t =9l 2tz

AR 27191 @ A H(Res_Login_Info)S A
FHES. §PE= PhoneNum S ZEsle] SD9e] o
A" v REQl SeedKey s Astar 2] (9)2}
ol SKeys A% AARE SKeys ©]-83t
EncLoginlhfos 4 (10)3} %] E33} gkl
SP+= 533} ¥l IMELE °]$3l SDE #3538,
WA= RNg, RNp5 183t SDe} Azl
PCE AL m=3F RN S AR, 29
87 AM(Res_Login_Info)°] A A5 <Hlst
t}. Zgle] skgE SP= SDe PCAl A4
Z}e]  &2719le] 2k (Res_Login_Info_Result) =315
< o=t

IMEL RN g, RNy = Decgg, (EncLogininfo) (10)

3.1.4 ALER} RHSE ChA|

2rtE 717181 SD= Fdi7h kg viAlR 24
9] 7lsAdel &gt o]zt Ag- ARSAR= AfH]
2AFAHSP)RlAAl 718l ARE- Fold SD7F &
AEgle-S dela, AR ArtE 7]7)E 5238l
of gt SP= HAR SD of % IMEIE X
3l SeedKey®] 55 FAsdha, A= SDO
ARE S=3) o] A2 a3l A FAlst
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ezl 55 F8E = AR 55 Wikt i
Al CData®] o= FHUGEHI, ARl AAHAL
L2t AFelAE Selske S I BE
ARE B3HhSo] gtk CData] IS HES
A&l Chata= 7194 4 FAAE AlFsloF gl
B =Rl CData®] A BZES 9sle] o

A3l AW (Data)= PC7} A2)dtal CData= 3¢
A3k SD7} A2lste] Chata®] HAAS ®ZE3)c)
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A 1~55 =9 IS vepiie, @4 6~12+ o
HAL Yepdicy. Chatas E3HE B8 Datat
Au) 2 o] 827} Q1FE Abe], & Z=olEl Aol

¢

N

ARk Adgstal A=

3.2.1 SRTES| £ UHY

FRARN(Chata)®] <A BRI 9]8ted]
CData= 28212 PColl £3¥]#] 931, QR-Code

o] R 13y =] EH¥ck d3dEl CData
£ L Zo]7} QR-Codeel| Z3HsH Axw %2 7
SKeys w3t 43t =w, 1 Holr} 7
HARE 7R Q= URLE Z3%ch SDE o]g
slo] SpP7} AR URLY A%3she 3% SPe
SD] IMEI ¥3% A=z 55 53l sl URL=
o s SAE = otk == A== URL
< &4 @ 2E I3t 2 feE ARl
URLZ2] A& 913 54 345 Yo, A
URL 28] §&717bs 4 o= 5] A3}
o] st URLZ®] TP ALS HAist & &

T 9k

(o3

o
o o o

Lo Je Js Je |

1. Req_Service Info
2. Create
. D (Data, CData)
< 3. Res_Service Info & QR-Code
4. Photo QR-Code Encode

5. QR-Code -
Decode & 5-1. Req_Service| AddInfo
Decrypt . -
(CData) < 5-2. Res_Service |AddInfo

6. Input

CData & 7. Req_Service| InputInfo

Encrypt & >

SignfOpt.] 8. Req|Service_AddInputinfo

i 9, Verity[Opt.]
CData &
S50% Cert.
10. Res_Service|Inputlnfo ~ -
11. Check <€ =
CData
12. Res_Service|InputInfo_Result -

J8 3. T8R4 ¥ gy A
Fig. 3. Critical Data Output and Input Phase
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(Req_Service_Info)gte}l. Av]~ 94 wAx|= PC
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QR-Code 2l=E
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giol e ARE FeA WLl CData} U¥E A
53l Data® 7= Stk SP= CDatas 54
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FneCData2] Zo]7} QR-Codeol] E3Fs 4 gl&=
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9} z¥o] QR-CodeZ FHZH}. oJ7]A, 4] (11)
o] stash= WA wrle] sks hare|Folct Rt
2F QR-Code® X & 3= V& W7k A
%, SPE= FncCDutaS QA URLE BAFska, 3
2 URLF4Z 4] (13)3 %] QR-Code® Q17
3t} ol7|4 QA URLE= 84 33 2 o
3} 5l s AREska, Al URLTAS] 3713k
T oJUlZ #A A3l URLES] FAPHEA
dl S #HA&3) & 4 9ok = SD2] IMEIW
3 A=Z5E B3l sk SDelele] s UA
Hog apdsl £ glrk

il

FEncCData= Enhc SKH,‘U( CData) (11)
QR— Code = FEncode(FncCData) (12)
QR— Code= Encode( URL) 13)

3) Mulx HE 23 8¢

SP=  Aul~ AR 8Ae  digt &9
(Res_Service_Info)= PCol A5sic) Au|~ AW
+ Data®} QR-Codez HEHrl Data HE =
A PO olgde] 9e 4 alew,
QR-CodeZ 7% dolE= vt ©AE 53}

o
S 9tk

4) QR-Code &Y
AHARE SDel| AR5 o] ZE|A|o]AlS o]-83)e]
PC3¢] 3% QR-CodeZE #oddk}

5) QR-Code C|ZY % ZRAHE 553

QR-Code7} #od=w ofZEjAle]d> 4] (14)
2} #ro] QR-Codes ©lZH3l] EncCData T+
URLS F=3t} F=% dlolel7} EhcCData?l
75 oAE Al A (15)9F #el SPete] o
7] SKeys °l43ld CDatas Ex3} gt} &
%3t ¥ CData= SD3He| RolFi, ARgAh=
CDatas 3] & & ol wkef 5% dlog7}
URLRQ) 739, o1Ze|Ao)d> Spell sl URLE
AMul~ F7F AR 2 (Req_Service_AddlInfo)S
g} Auls F7F AR QS Wke §pe SDd)
Aula 371 X 5K (Res_Service_AddlInfo)S- &+
t}. o] wAAE  EheCDatas EFs}a g
FncCDatas A2 SD= 54 (15)9} #2o] o
7] SKeys ©]83d CDhatas H33)3)a, °l&
gl wolge

I

Decode( QR— Code)= EncCData or URL (14)
CData = Dec SKey(E’nc CData) (15)

3.2.2 Z28Eo| 9z uy

T8AM(Chata)= AHEA] R AR we
AL ARAREE slEE ARolth uwlEhA
CData<= Pk 717]ellA A2] 2 Fg=ofof 3
o} B =rellMe CDatas SDoA = go=2x
IAAS stusly wal AAAHEE SDoA] 438
slod, PO7t Wime] SFE e otelxal A
<= s, CDatast ¥R o3l AR= 3
Azt & 4 glol, CData®] $-Hx= E71Fs3)
th b 7lsl Az k], ARk
Aulzs ZRIEAl A ARAle] FRIFAE SPel
TEAA 4 lek okfle] M-S FoAE =Y o
Al o] Fell AfaA] FeARE dHse DAlolch

6) Al2Xt ZeuE o2 Y otesl

AREARE Al A1 Sl 2edt FaAn
(Chatays SDA AR Z2AlIdS E3led
dHddct 48" Chata= 54 (16)3 o] SP
of ol A7) SKey= sEE3F vk wkeR A
el Bagt dlelee] A5 AHAR=s 4 (17)¥
Aol gpel 53 F]llSAMet #A = Al
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(SDp, )5 o838t AAAEE w33k 2(16)
o] skEshe WA WA sk darelgelrk

FneCData = Enc SKEy( CData) (16)
Signg, (CData) (17)

7) ARBA BEeiE oH oF
SD= AL F8AR S| J?_
(Res_Service_AddlInfo)S SPel| A48t} o] 3

L

[o5

rlo

Fsstel ARAl FQAR EncCData _—.’-_3]'3]-
W, A B Fedne] A9 A gl
Szgnw (CData) 3k}

8) ARX F7EE 3 oF

Wtk AR} F2 olslel W Data)
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Form 2 Z5¥] FHRE 44
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9) ARSX FUbHE olzf MY HZ
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10) A[—Q—I} OX-IE 0I24 Ol:l-
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l=do]  2kF(Res_Service_Inputlnfo)F| 3225 U=l
o

11) AR ZeuE 22 ol
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shabA) Sl olel) didt Bl SR AlFR
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S5} sl g Aol WA AEANE 5P
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yer Description Pas | Acces | Attack
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User error | Pas | _ Phishing
induced sive Attack
Peeking
typing Pas KeyLogg
information i Read e r
b y | S1Ve Attack
keyboard
PC | Peeking . .
. Acti | Read/ | Trojan
gommunlcat ve Write | Attack
ion data
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a r e a . Memory
operation( Acti %eatd/ Hacking
manipulatio | V€ e 1 Attack
n)
N | Transfer
e |d a t oal|(%% Read | [EPIAY
t sniffing
W Transfer Man-In-
o |d a t a| Acti | Read/ | The-Mid
r manipulatio | ve Write |d 1 e
k n Attack
. .. . Imperso

otc Indiscrimin | Acti Write | nation

ate Attack ve Attack

www.dbpia.co.kr



=R AUtE 7]7]E o] 83 abA 3l QR-Login AHEAL Q& ZREZO AA Y FeA R ok

R

X
l
o|N
o
_‘_0‘
=)

T

I,
i)

o 7 FA(Impersonation Attack) : 333 A}
S0 Qelel AFeA ABE ol&sje] A
& AHeE 90

o wxe| 7] T4 Memory Hacking Attack) :
AR Apael POl Hnel A7 84
=5 A=EANA T, AR PCE v e

o]
e i

o A FHReplay Attack) : 3HA7} AR}
S} AulAlEA Alele] B4l e b
of ol% thil uRaEle] AP AT 99

e Z7A} FAMITM : Man-In-The-Middle)) :
AL ALBAPC e SD)S} A AT
ZHSP) AtelellA FAl W8-S 7h= A n
Aug et 3P ke 0

o 7124 FA(KeyLogger Attack) : v|EE]
A7 FTAAY AMEALY] PCel| 7|2 ==

e QEAA ok AP ek
PN e ARE S 98

m

o EZZF FZ(Trojan Attack) : FAA= AR
2] poel| ERA Z2aslE QIAEAA

oL AR AlAS sl F¢] EdA

A AR 5 Q)

4] &7 (Phishing Attack) : sAA= A

A7E 1325 MRIZARZAHSP) Al A&k

5 AES el ARk 93 ARlE

o

H

2 o8¢
2y FAEL A 9o u=} =A PCHI}
U ES T ojdo Jreix|n, B0 AAd ue}

TATE AARE S84 TAS, TAd AT
Msls 54 ZAoZ Wrozinh 54 34
& Apae ezl 2] ABE AT Qo]
slgdo] o zckw & 4 ek oleld Ao
AHaARe 2ogsh HE Ao} 529 5 ol
e A2 018 A A AR A )
aAe] AREE 452 & ek wd 3R
b oelasE 2 A5 ABAL wEgEel
Aplg ol galel, FgAulze] A A =)
b AL sk e
$ 429 AnE olaslo] e AL 3
27, 33} Sl b S ook

r‘.|~ ol S

4.2, QFFIN BN

Aolshs T2ed o FoARe] §1-FH W
o] ofgA 7t FAoRNE AT R3] 9

D ARARE Al ZRIEAlA

I Al B TEsl7] §lsked AfulzaleAt

(SP)] Ql5A FA5& Fto] Alo]Ee] 219
]

AR AR AR AT
SDE E3lolx skelslnz ¥ ZAo gy
E] 9% = it} =3k AdEs= =8 AHW

E PCE olg3A] ¢domg AuiZo
3k 93Ado] YA Aubech Au)s o]guHA
oA AREARE AH|zAllFAHSP)e] Q1A
A 2 ARl e A= wpd
(SeedKey)S o83l AAE AA7|(SKey)
B3l tashEl Fe AEgl ulebA
olgigt 2 TP S & glov=
I || B e S T

27 34 4 E=2x 173: ARgALe] PO
olFel =g aAls Fate] ARgAL
She 7]He g 2 Eﬂ AL 5
PCe BlanE 77 7, Aokl wby
AN RE F8AH(CData)= PC7}F ofd
SDE o|&3t FHF=Er=E, FAxPt 7FA7}

tl

|

[ ]
m‘imi:iig_,m
ﬂ
rﬂ
J&

ﬂt

£ el Akl 2 a)E 37 o
o). wef bgne] fgo] AMgAelA sl
2 % 4 olb A% SPe Y ANE Fo
HR(CData)} k] SDE olgale] e}
of S3% 2 > ek

- slme A7 B BAA} AR PO
Mme] ofele matslel, Auls Algs) 2l
8 ST S A A SDE

Ags) el e 3
15024 Pm dlelel7} §] s gieke
Ap% WIF S ook F3] FeAuE 5D
lef sielez, el o 34
v 2 e

) A

o A A
SD):= Hﬂléﬂltﬂ(é’i’)ﬁ‘r %*J*slr *ﬂ*dﬂ}

961

www.dbpia.co.kr



St 2 A18}3] =14] *12-10 Vol.37C No.10

o A= WS FEle] 7 AApEE

RNpe, RNpo, BRNps AAsH] H25 4l

S3la, Bl AMSElE vl SKey=

w) Aldviel A2 AdEck wmEbs 2 Al

vioh @s] 3t AR T)(SKey)zkel Het

ABZ Qg gl A T4 w5 oF

th oledt FAe AFEEe AN

(SKey)E o435t shH=st dxe]se 4

/er,]_ £013]_1;1r_ w3l 7;]]_,Jro];<]31r zre 751;(]_/({

He A TS sk A A AR

= ERJ2®E(TimeStamp) #t2F 22 HR7}

e, U7 AR lgk FEE AR

oJA 52 HAEA| fkom, AxpAHE fx

b= 2 wlg- ofgdck AT fxe] F

Ag;g_ 35 ;ﬂ;(]./qui OLﬁﬂv—A o}xJ/HJ,}

] 5)c)

2 3 FAARE R34S SlE)
o] ALgatol|A A4S SPR Zolof 3t} &}

Amb Au] 2 7R} el FARR= SPe] 7
WANSP,,)E & T enE T 34
iR = 2 P L] Bl e o L PO
ARSALN A WSl R R (SeedKey) s &
T glorE AANUT(SKey) & A3
o]e9] FAAR= AL FAe At F
27 FAe] AN e AN
(SKey)E ol43F shy&E353) ez
47 Fdsi.

o TP 34 - AR ARSARe] SDE VAL
WA wermz s} FAL & 4 YUk w
ofF FAAL 28] SDE o]83t] 71
AL k= A4 AR AR IMEL %

Z o £ gla Dol AgE H=nY
(SeedKey)& & -+ §orm= 7P o4

r N
r{o r

o,

off offt
i

o

-

O_|_4 01‘1] r

it

slo} o] B =Fela] AlQkat WS )zl o
A4 wE fae) ARy sk ofi 7]
Fol el AL A4 elans] T S
A BRE T J1FOR 7 48 tEAl B
Aol vig Qb $AIR) wlelel mat Aok
!

WS TARpE AR PCYE Azelo]
¥4 % o] slnA e T PHeR T
7 ks, AReke] 3_24 H g 279 AL
ekAslc} ol= PCY) o

2mtE 7|71(SD)yE ©]

43le] ZoAWE I3l SDS ol8dl]
3] wstelrh

v.d B
H =Ho AulE 7|7]E5 o|&3f] ALEXA} gl=
2 ZoAwol okdA w= ubHS Aoksleit) o)
5 %5 o 82 Y o iHLg.o/] Mde =3)
stdeh. &, 2vkE 7719 IMEI MEs ARAP)
PR Sl % fkelw], HUHE 44 5 %

1

g 2vtE 7)7]9] ARAIEE AR A Qe
% folrk | QlF FAelA QlEt AE
| AR= POt ol ~vkE 7)71E Fate] Ad
nlo g A=) A Two-Factor2}
Two-Channel-& ©]-83F Q1= ulAlolg} 3+ 4= 9)uh
AR vt 7)71e] sielelks EEte] 23]
QR-Code s #°3& 4 9l o|F 53l PCo} ~
PtE 71717ke] §Alel o] Feixint Ak whe
2ukE 7715 o]gsle] el W FeARE F
wotng, AlZdle] T4} A2 dHAA] 32 ¥
AE2HE ARk PC7) 7 7ol = AREAL
o] 2aql AR EW FeARIt fEEA Kot oA
stk B3] 2vkE 7)7)ellA] AApAHo] o] Foix|m
2 ovre] FAF 2 AR QAlEA] Xk

Zat pAoEiE AYE 4 ot ARE A

W e 4 o)
ARKE Q1% mEed = Feguel A u
& 7Ps3ol,

T S vhekel T Afu)zel] A

2 w-gAde] wlvh Rk lEId b ohzt ARg-
7kl FeAM FAF 2 A Fo] Bag A
2 AlgAelE qHAS HEsle], Au]a Al
AR S Eth B =Eelx 2vkE 717
= oPdattar FEIAEL, 2ntE 7S e
£ Sk opdFe g npelRak Fofutar glod, o]
of thgk A7 o] ek e welck

—~ —

References

[1] Bruce Schneier. “Two-factor authentication:
too little, too late.” Commun. ACM 48, pp.
136, Apr. 2005.

[2] Ziqing Mao, Florencio, D. Herley, C,
“Painless migration from passwords to two
factor authentication,” Information Forensics
and Security (WIFS), 2011 IEEE

www.dbpia.co.kr



i) 2PRE 717)E o] 83F <A’ QR-Login ARSAF Q1S ZREZE AA B FARe] P BE

o

3k "y

(3]

[4]

[5]

(6]

[7]

8]

International ~ Workshop  on,
Barcelona, pp. 1-6, Nov, 2011.
Z1%4A)(Young-Sik  Kim), $H-(Dae-Woon
Lim), “A~vtE 7k=E o83k A glFo] &
8 gle gAd FH= B3 7]Y(Digital
Contents Without
Authentication Using Smart Cards),” J-KICS
vol.36, no.3, pp. 133-139, Mar, 2011

7184 (Hyun-Seok  Kim),  ZHl(Ju-Bae
Kim), *%12(Yeon-Oh Jeong), <¥H*3]
(Keun-Hee Han), #%1°J(Jin-Young Choi), ”

2PhEFLES o] 83F F|nflE Fub Q1A

Catalunya,

Protection Server

el ) 8] 5 (Formal Analysis of
Authentication System based on Password
using Smart Card),” ARIE}s|=A.
Journal of KIISE. A28 % o]& pp.
304-310, Aug, 2009

Xinyi Huang, Yang Xiang, Chonka. A,
Jianying Zhou, Deng. R.H., "A generic

framework for three-factor authentication:
preserving privacy  in
Ddstributed Parallel and
Distributed Systems, IEEE Transactions on,
vol.22, no.8, pp. 1390-1397, Aug, 2011.

Chun-I Fan, Yi-Hui Lin, “Provably secure

security  and
systems,”

remote  truly three-factor  authentication
scheme  with  privacy  protection on
biometrics,”  Information  Forensics and

Security, IEEE Transactions on, vol.4, no.4,
pp. 933-945, Kaohsiung, Taiwan, Dec, 2009.
8 HHan-na You), ©]z]2](Jae-Sik Lee), %
A Zl(Jung-Jae Kim), ¥}zl (Jae-Pio Park), %
A (Moon-Seog Jun), “SIE{ul =7] ZH7l
A AREAE Q15 HokS- 918 Two-Channel <l

% WA Study on the Two-channel

Authentication = Method  which  Provides
Two-way  Authentication using Mobile
Certificate in  the  Internet  Banking
Environment),” J-KICS vol.36, no.8, pp.
939-946, Aug, 2011.

Vapen. A., Byers. D., Shahmehri. N.,
"2-clickAuth optical challenge-response

authentication,” Availability, Reliability, and
2010. ARES °’10
Conference on, Krakow, Poland, pp. 79-86,

Security, International

(9]

[10]

[11]

[12]

[13]

[14]

[15]

Feb. 2010.
Ben Dodson, Debangsu Sengupta, Dan
Boneh, Monica S. Lam., “Secure,

consumer-friendly web authentication and
payments with a phone,” In Conference on
Mobile  Computing,
Services (MobiCASE’10), pp.
Clara, CA, USA, Oct, 2010.

Jaesik Lee, C. H. Cho, M. S. Jun, "Secure

quick

Applications, and
17-38, Santa

response-payment(QR-Pay)  system
using Advanced
Communication Technology (ICACT), 2011
13th International Conference on, pp. 1424-
1427, Seoul, South Korea, Feb. 2011.
Kyeongwon Choi, Changbin Lee, Woongryul

Dongho Won, "A

mobile device,”

Jeon, Kwangwoo Lee,

mobile based anti-phishing authentication
scheme using QR code,” Mobile IT
Convergence (ICMIC), 2011 International

Conference on, pp. 109-113, Suwon, South
Korea, Sep. 2011.

Kuan-Chieh Liao, Wei-Hsun Lee, Min-Hsuan
Ting-Ching Lin, "A
password scheme with QR-Code based on
mobile phone,” INC, IMS and IDC, 2009.
NCM  °09. Fifth
Conference on, pp. 2069-2071,
Taiwan, 25-27 Aug. 2009.
Kuan-Chieh Liao, Wei-Hsun Lee, “A novel
user  authentication
QR-Code,” Journal of Networks, vol 5, no
8 (2010), pp. 937-941, Aug. 2010.

Michiru Tanaka, Yoshimi Teshigawara, “A

Sung, one-time

International Joint

Taichung,

scheme based on

method and its usability for user
authentication by utilizing a matrix code
reader on mobile Information
Security Applications (WISA), 2006
Workshop on, LNCS 4298, pp. 225-236,
Jeju Island, Korea, Aug, 2006.

N., Wakahara. T.,

attestation system using a cellular phone

phones,”

Yamamoto. "A  user

equipped with  digital camera,” P2P,
Parallel, Grid, Cloud and  Internet
Computing (3PGCIC), 2010 International
Conference on, pp. 431-435, Fukuoka,

963

www.dbpia.co.kr



St 2 A18}3] =14] *12-10 Vol.37C No.10

Japan, Nov. 2010.

[16] Wikipedia, “Smart device“,
“http://en.wikipedia.org/wiki/Smart_device”,
Wikipedia, June. 2012.

[17] Faldo, “Theories and methods of memory
hacking,”
https://game-bot-aim-trainer-delphi.googlecode.
com/files/Theories %20and %20Methods % 200f
%?20Hacking.pdf, Dec, 2008.

[18] Widipedia, “QR-Code,”
http://en.wikipedia.org/wiki/QR_code, June 2012.

[19] Widipedia,
http://en.wikipedia.org/wiki/Transport_Layer_S

“Transport Layer  Security.”

ecurity, June 2012.

Ol X 4| (Jae-sik Lee)

20051 8¢ RSt 5%
Bt £4

2007 8 AUt FHF
‘]:'_5‘]-3:,]‘ .TL%]—M /\]_

2007 9¥~3x] AN
ZAFrElget vl

<FAlEel> NFC, 7HIAH K

3, 5 o]E H AxE s TR ES

f &t LI (Han-na You)

20081 8¢ HAYwS] ARKE
A At

20104 8 SAdEta 7]
sk} Faba}

20104 9¥ ~&x] AWk
A} vl

<P FEY,

i

E

—4

3

J

=
o

&

HES= Bt

964

)

# (Chang-hyun Cho)

20004 29 Aot AR
ExlEhy) =9

20041 29 SAIT SR 4ks)Y
SRR A 2 AT
B3t Aat

20104 8¢ FANEhL e

. | ks spiba)
<A Fob AR UEYT ®Hat

_

H

—

M 2 M (Moon-seog Jun)

1981 24 A st A
REE S

19861 249 University of
Maryland Computer Science
Ak

1989'd 24 University of
Maryland Computer Science

1A

19914 39~ SAheta s

<FBol ARHNE VESYZ nmel HxpIH, <t
%3

www.dbpia.co.kr



	스마트 기기를 이용한 안전한 QR-Login 사용자 인증 프로토콜의 설계 및 중요 정보의 안전성 보증을 위한 방법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련연구
	Ⅲ. 제안하는 내용
	Ⅳ. 안전성 분석을 위한 위협 분류 및 안전성 분석
	Ⅴ. 결론
	References


