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ABSTRACT

As the utilization of smart mobile devices such as smartphones increases, the desire to utilize such devices to
control and monitor combat situations also arises. As smart mobile devices with various ICT get integrated with
various weaponry system, a new phase of future warfare can be introduced. Moreover, smartphone-based
real-time information technology for joint battle command system will be converged with surveillance control to
become a leading example of convergence of cyber defense and information technology. Furthermore, mobile
device security technology ideal for mobile wireless network environments can be applied to military robots. The
following paper will give an overview of smart mobile device usage used for military purposes in battle
command system, various security threats and the mobile device security technology to correspond to such

security threats.
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Table 1. Coverage and Measure for Improvement of mobile device security technology

Category Platform Security Service Security Data Management Network Security
Security | - MTM hardware technology - Security for app store - Remote control of mobile | - Connection control technology
technology | - Virtualization based security device for compromised device
for mobile technology - Data encryption technology | - Wireless IPS technology
device
Characteristi | - H/W-based mobile platform | - Guarantees  application’s | - provides remote control | - Increase trustworthiness of
cs solution against security integrity and authenticity and management network by allowing

threats of device loss, during its life cycle - functions over mobile only verified devices to
device cloning, eavesdropping, application registration, devices  using  device connect into the network
insertion  of  malicious distribution, and management protocol
code, etc. installation - for - provides malicious code
verifying application in | - Protects persistent data detection and realtime
- Applicable to military the app store stored in the device’s monitoring functionalities
mobile devices by using storage  through  data to solve the security
virtualization based security encryption even  when vulnerabilities in
technology, protecting device is lost or stolen high-speed wireless
important functionalities network
and persistent data in the
secure storage
Application | - not in use - limited use of application | - provided as a MDM | - limited application for
area authentication function, but not connection control of
complied with standard jailbreaked ~ or  rooted
protocol devices
- SW-based data encryption
is applied
Measure for | - indispensable for military | - needs more systematic | - needs standard-compliant | - needs  malicious  code
improvement device security  measures  for MDM solution as well detection, connection
verifying application as HW-based data control by integrity
authenticity and its encryption technology check, and location
integrity in the app store tracing technologies for
the compromised device
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