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ABSTRACT

Recent malicious attempts in Cyber space are intended to emerge national threats such as Suxnet as well as to
get financial benefits through a large pool of comprised botnets. The evolved botnets use the Domain Name
System(DNS) to communicate with the C&C server and zombies. DNS is one of the core and most important
components of the Internet and DNS traffic are continually increased by the popular wireless Internet service. On
the other hand, domain names are popular for malicious use. This paper studies on DNS-based cyber threats
domain detection by data classification based on supervised learning. Furthermore, the developed cyber threats
domain detection system using DNS traffic analysis provides collection, analysis, and normal/abnormal domain

classification of huge amounts of DNS data.
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Table 1. Development system specification
System System Specification
Main CPU 2.4GHz/6Core/12MB Cache/16G
Memory
oS Redhat Enterprise 5.0
Interface Gigabit server adapter
DBMS Oracle Enterprise
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