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ABSTRACT

Mobile ad hoc networks (MANETS) are infrastructure-less, autonomous, and stand-alone wireless networks with
dynamic topologies. Recently, cluster-based ad hoc networks which enhance the security and efficiency of ad hoc
networks are being actively researched. And routing protocols for cluster-based ad hoc networks are also studied.
However, there are few studies about secure routing protocols in cluster-based ad hoc networks. In this paper,
we propose secure routing protocol for cluster-based ad hoc networks. We use Diffie-Hellman key agreement,

HMAC, and digital signature to support integrity of routing messages, and finally can perform secure routing.
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Table 1. Notations

Notation Description
Node,, node’s identity
CH,, cluster head’s identity
Hk[] hashed message authentication code
ti time interval
<> digital signature
p a large prime number
g a generator of order p-1
Tiq node’s private key
Xia | node’s public key (X,;= ¢ mod p)
Yid cluster head’s private key
v cluster head’s public key
N (Yiy= " mod p)
RREQ route request
RREP route reply
k session key

Algkshs 712 87 7[E WA= TxE A
W3} HMACS AM83le] 2}$El vlAx]o] ZAAS
WA w3 v Fekc 2 ksl Q5 5
afo] ofe] FAel w3t S BARRc v
3 2+ HMACS A3 o A83 Ald 718 A
Ashes 2ok

Node,; The values of (Hy,

pand g are public
Xy =g" mod p Iy =g" mod p

k=X, mod p=g"" mod |
<—( CH,;,Node Y, H,(CH ;|| Node, | Y,,| X, | ti) |—

k=T1,%mod p=g"* mod p
| |

——{Node, CH,..H, (Node, | CH, | X, 1, | ) —

Node ;,CH ;X ,.1i

a7l 2. 7] AR A
Fig. 2. Key generation process
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Fig. 3. Secure routing protocol in cluster based ad hoc
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Table 2. Comparisons of security among the proposed
scheme and existing schemes.
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scheme and existing schemes.
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