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ABSTRACT

We study an algorithm that can efficiently find square roots and cube roots by modifying Tonelli-Shanks
algorithm, which has an application in Number Field Sieve (NFS). The Number Field Sieve, the fastest known
factoring algorithm, is a powerful tool for factoring very large integer. NFS first chooses two polynomials having
common root modulo /V, and it consists of the following four major steps; 1. Polynomial Selection 2. Sieving 3.
Matrix 4. Square Root. The last step of NFS needs the process of square root computation in Number Field,

which can be computed via square root algorithm over finite field.
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Table 1. The Tonelli-Shanks square root algorithm

Require: A quadratic residue a in F_ with odd
characteristic

Ensure: = satisfying > =a

Step 1. Compute the integers s,t such that
q—1=2° with ¢t odd

Step 2. Select a quadratic non-residue b in F,

and compute c="b' and r=ad'
Step 3.

he1,ce—c!

for 1=1to s—1
s—i—1

Compute d = 7

if d=1, then h<—h-c,r<r-¢

C‘*C2

end for
t+1

Step 4. Return o *> - h

Table 12| LE|ZL Step 2004 o)A} vlelolE
o2 sluR FEA olo|r]efd iztet duE|S
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Table 2. The cube root computation based on the
Tonelli-Shanks algorithm

Require: A cubic residue a in F,

Ensure: 7 satisfying r* =a

Step 1. Compute the integers s,{ such that
p—1=3° with t=3k+1

Step 2. Select a cubic non-residue b in F and

compute ¢c=b" and r=ad’
Step 3.

’ 3° —1
h—1l,c «<c¢ ,c<c

for 1=1 to s—1

Compute d= P
if d=c¢, then h<—h-c,r<r-c
else if d= 1 (equivalently, d=c"?),

then h<h -, r<r- (*)?

c—c

end for

Step 4. r<a"-h

if t=3k+1, then r<r '

Return r

9] dwelZe] Exlv= Jogq =)W ok}
vy(g—1)9 el ojEd) 714 vy (g—1)
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Table 3. An algorithm to find square roots

qg—1
Require: ¢ such that § 2 =1
Ensure: w satisfying w® =4
1. g—1=2°-t, where t is odd
t+1
2. Set Ae—&, w24 2
q-1
Find ¢ such that ¢ > =—1
Set z< ('
for 0 <i<s—1 do

s—i—1

if A\ =—1 then
A<— - 2277 W w2
end if

. end for

10. Return w

277I

© @ o b

a=1
Z) WA ¢ 7 =19 55 Y3k line 2014
1+
w=3§ 2 o|EE P =¢""=5-d=5- Aot} line
70114 W =w -2 OB

1
2 2.2 2 _
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o
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g-1

residue®]i, o ® # 10]8 o cubic non-residue ©|

t}. k& Table 45 AAFES = dareglSolh

Table 4. An algorithm to find cube roots

g=1

Require: & such that 6 ° =1

Ensure: w satisfying w® =¢

1. g—1=3"-t

i+l
2. Set A&, we0¢ 3
g-1

3. Find ¢ such that ¢ * =1

4. Set z<(

5.for 0<:1<s—1 do

6. if )\3“/'71 =z3rl then

7. A== (23,)2, W w (23/71)2

8. else if )\?’Hil :(z?’g )2 then

9. Ae—\-2° ,w<—w zg

10. end if

11. end for

12. Return w
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4.1. Number Field Sieve algorithm
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4.3.1. Polynomial selection step
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4.3.2. Sieving step
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4.3.3. Matrix step
2 sk A 22E Sasld AR S

Fer
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4.3.4. Square root step

Folxl ] (a+be,) =gl =& 5,5 Zeck
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Dependent Pairs (a,b)

(—2,1)| (13,1) | (61,1) | (33,2) | (2,3) (5,3)
(19,4) | (14,5) | (11,7) | (119,11 (5,17) | (35,19)
(375,29] (9,32) | (1,33) | (78,37)| (5,41) | (9,41)
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g= ][ (a+bz) (mod f) = 97288482509242362657807309701°>
+ 2160026402025168394271369739362
+ 60901546024967673433616551376

2. p, = 1301149, p, = 179424673
Py py 9 Z71%} A go) Al Z7)7} w5t
== 340l p.p,E A=tk
3. ¢ =p}, g =Py
Gq—1=2"t,¢—1=2"-1t,
s, =2, 1, = 550707645075202737

sy =5, ty, =180508023930963720234663

Z quadratic residued!

5, =g (mod p,) = 12735992 + 154892z + 602517
6, = g (mod p, ) = 909458232 + 37640377 + 104521782
& 1ol 22 g5 o]83}e] 2=tk

5.\, =06 =1301148, X, =4, = 89053323

t+1

6. w =062 =957036x> 4484516z + 692167

o1
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@1 21

7.4 =1, =1& U153

E{F
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9. for 0 <7< sj—l do

—i—1

it ¥ =—1 then

A< 22‘, we—w e ,22‘7I
end if
end for
10. return w, = 532465z + 658589z + 1078320
wy = 136870979 -+ 120340270z + 142235968
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w=—26790931919974x> — 5951331070296 72 — 16784961545772
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12. 22=(w(m))? (mod N) = 296612
o =[] (a+bm) =3 (mod V) = 365312
13. ged(z—y, V) =229

(w(m))? (mod N) =} H(aerm)E] square rootS-
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i
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2. p, =179424673
3. ¢ :p:f o=
¢—1= 3. t,
s, =3, 1, =81586317788918924

1

3 _ o =
4.6, ° =1 & =),

Z quadratic residue®]
5, =g (modp,) =13011342% + 13011192 + 1301141

5.\, =6, = 643659

t+1

w, =46, * =7930932" + 114203z + 561024

2 =¢ " =9270752° + 760675z + 338713

9. for 0<i<s,—1 do

A (P wew- (25 )

else if \* 1:(23"‘71)2 then
Ae—A- 23 ,w%w z‘f1
end if

end for

10. return w, = 10694332% + 409248z + 270441
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