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ABSTRACT

If the SW weaknesses, which are the main cause of cyber breaches, are analyzed and removed in the SW
development stages, the cyber breaches can be prevented effectively. In case of Domestic, removing SW
weaknesses by applying Secure SDLC(SW Development Life Cycle) has become mandatory. In order to analyze
and remove the SW weaknesses effectively, reliable SW weakness diagnostic tools are required. Therefore, we
propose the functional requirements of diagnostic tool which is suitable for the domestic environment and the
evaluation methodology which can assure the reliability of the diagnostic tools. Then, to analyze the

effectiveness of the proposed evaluation framework, both demonstration results and process are presented.
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Table 1. The functlonal requirements for analysis tool
(NIST)

Feature Functional Requirement
- Identify 19 weaknesses such as XSS despite
the presence of the coding complexities

- Textually report any weaknesses that it
identifies

- For any identified weaknesses in the classes

Mandat . .
listed such as XSS, report the class using a
semantically equivalent name

- For any identified weaknesses, report at least
one location by providing the directory path,
file name and line number

- Have an acceptably low false positive rate

- Produce an XML-formatted report

- Not report a weakness instance that has

Optional been suppressed
- Use the Common Weakness Enumeration

[CWE] number and name of the weakness

class it reports

E 2. AveT AHM(NIST)
Table 2. The evaluation methodology for analysis
t00l(NIST)

Feature Description
- Test whether to identify weaknesses and
Mandat . . Y
report identified weaknesses
Ol o e
Yol Test for determining False Positive Rate
. - Test whether to report a weakness instance
Optional P
that has been suppressed
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Table 3. Example related to *SQL Injection’ weakness

Feature Description

Inflow | - Web(Servlet,  Cookies,
Type Config(Consol, Environment, Property etc.) etc.

Parameter  etc.),

Method | execute(), executeBatch(), executeUpdate(),
executeQuery() etc.

data = buffread.readLine();

Code |Boolean bResult = sqlstatement.execute(”insert
into users (status) values (‘updated’) where

name=""+data+""");
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Table 4. Input data validation and expression
CWE
Weakness No Diagnostic NIST?
SQL Injection 89 Mandatory | Mandatory
Resource Injection 99 Mandatory | Mandatory
XSS 80 Mandatory | Mandatory
OS Command Injection 78 Mandatory | Mandatory
Unre.strlcted Upload of File 434 | Mandatory )
with Dangerous Type
URL Redirection to
Mandat -
Untrusted Site 601 o
XQuery Injection 652 | Mandatory -
XPath Injection 643 | Mandatory -
LDAP Injection 90 Mandatory -
CSRF 352 | Mandatory -
Path Traversal 22 Mandatory -
HTTP Response Splitting 113 | Mandatory -
Integer Overflow 190 | Mandatory -
Reli
e .1ance on U.ntruste(? .Inputs 807 | Recommend )
in a Security Decision
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Table 5. Security features
W
Weakness CNOE Diagnostic NIST?

Missing Authentication for 306 | Recommend i

Critical Function
Improper Authorization 285 | Recommend -
" on Ass for 732 | Recommend -

Critical Resource

Use of Broken or Risky
Crypto. Algorithm
Missing Encryption of
Sensitive Data
Use of Hard-coded Password| 259 | Mandatory | Mandatory
Insufficient Key Size 310 | Mandatory -
Use of Insufficiently
Random Values
Plaintext Storage of Password| 256 | Mandatory -
Use of Hard-coded Crypto. Key| 321 | Mandatory -
Weak Password Requirements| 521 |Recommend -
Info. Through Persistent Cookies| 539 | Mandatory -
Sensitive Cookie in HITPS
Session without Secure Attribute
Info. Exposure Though Comments| 615 | Mandatory -

327 | Mandatory | -

311 |Recommend -

330 | Mandatory -

614 | Mandatory -

Use of an One-Way Hash without 750 | Mandatory )
a Salt
Download o'f Code Without 494 | Recommend )
Integrity Check
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Table 6. 5 types weakness, such as Time and Status etc.

CWE

. . 121
No. Diagnostic | NIST

Weakness

Time |TOCTOU Race Condition| 367 | Mandatory | Mandatory

&
Status | Uncontrolled Recursion| 674 | Mandatory -

Information Exposure

209 | Mandat -
through an error message o

Detection of Error
Errors Condition Without Action 390 | Mandatory )
Trproper Check for Unsual
or Exceptional Conditions
NULL Pointer Dereference| 476 | Mandatory | Mandatory

754 | Mandatory -

Code ; R
Qualit mproper Resource - i
Y Shutdown or Release 404 oy
Exposure of Data Element
4 Mandat -
to Wrong Session 88 o
Leftover Debug Code | 489 | Mandatory | Mandatory
. Manda -
Encaps Info‘ Leak of System Data| 497 tory
. Private Array-Typed
ulation | .
Field Returned From A| 495 | Mandatory -
Public Method
Public Data Assigned to
Mandat -
Private Armay-Typed Field| *20 o
APIAD Reliance on DNS

Lookups in a Security | 247 | Mandatory -

use ..
Decision
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Table 7. The functional requirements for analysis tool
Feature Functional Requirement
- Provide basic informations of tool
Basic (ex, tool name-version, support language etc.)

(Identifi | - Provide basic information of target SW
cation) (ex, SW  name-version, implementation
language, diagnostic time, total line etc.)

- Have diagnostic rules for weaknesses listed in

Chapter 3.1
Diagnos | - Identify weaknesses listed in chapter 3.1
tic - Have an acceptably low false positive rate

(Capabil| (ex, agency adopted tools determine, within
ity) 30~40%, etc.)

- Can analyze lots of files
(ex, more than 0.9 million line etc.)

- For any identified weaknesses, provide the
weakness name(Guide]jnes[z]) and the CWE number

- For any identified weaknesses, report location
Report | informations

(Result) | (ex, directory path, file name, line number etc.)

- For any identified weaknesses, provide a definition
and modification methods(Refer to the Guide')

- Produce a result report

. | A verdic record for diagnostic results
Config . . .
- A suppress configuration for false positive
(Manag . e
- A rule management(insert, modification etc.)
ement) .
+ A rule update(automatic/manual)
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Table 8. The evaluation criteria for analysis tool
Feature Major Evaluation Criteria
Basic (D Determine whether to provide basic informations
(Identifica of tool
. (2 Determine whether to provide basic informations
tion)
of target SW correctly
® Determine whether to have diagnostic rules
. . | @ Determine whether to identify ~weaknesses
Diagnostic correctly
(Capability) | =,

(® Determine whether to be able to analyze lots of
files(more than 0.9 million line)

® For any identified weaknesses, determine whether
to provide weakness name and CWE number

(@ For any identified weaknesses, determine whether

Report to provide location informations correctly

(Result) | ® For any identified weaknesses, determine whether
to provide a definition and modification
methods(refer to Guide[3])

© Determine whether to produce a report

Config | @0 Determine whether to be able to suppress
(Managem weakness instances for false positive
ent) ) Determine whether to be able to modify rules
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Table 9. Test code configure

Type Description
Bad Source Code existed Weaknesses
Good Source Code removed Weaknesses
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Table 10. Data inflow type

Type Description
Basic |Data defined in SW internal
DB Data from DBMS, filesystem
Config |Data from console, environment, property etc.
Web |Data from servlet, cookies, parameter, URL etc.
Network |Data through TCP protocol
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Table 11. Juliet code related to SW security weakness
criteria(ex, JAVA)

Weakness Related Juliet Code
Input Validation 10
& Representation (SQL Injection, XSS etc.)
14
Security Feautres ?0 .
(16) (Use of Broken or Risky Crypto. Algorithm,
Use of Hard-coded Password etc.)
Time & State 2
2) (TOCTOU Race Condition etc.)
Errors 2
3) (Information Exposure through an
error message etc.)
Encapsulation 2
2) (NULL Pointer Dereference etc.)
Code Quality 2
5) (Leftover Debug Code etc.)
API Abuse
€Y)
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Fig. 1. Evaluation Process

1. Check tool installation & operation
[ Related criteria: @©., & 1

2. Test tool with Bad codes
[ Related criteria : @, @, ®, @, ®, @, @

3. Test tool with Good codes
[ Related criteria: @, @, @, d ]

. Test tool with lots of files
[ Related criteria: & 1
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Table 12. The verdict criteria for test results based on
Test code

Verdic | Code Type Criteria
True Bad When to report a function etc.
Positive correctly where a weakness is present
Good\’\/}mtorepcxtaﬁmcﬁonetc.whereno
False weakness is present
Positive Bad When to report code line except
weakness related a rule
False Bad When not to report a function etc.
Negative where a weakness is present
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