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ABSTRACT

In the network coding, throughput can be increased by allowing the transformation of the received data at the
intermediate nodes. However, the adversary can obtain more information at the intermediate nodes and make
troubles for decoding of transmitted data at the sink nodes by modifying transmitted data at the compromised
nodes. In order to resist the adversary activities, various information theoretic or cryptographic secure network
coding schemes are proposed. Recently, a secure network coding based on the cryptographic hash function can be
used at the random network coding. However, because of the computational resource requirement for
cryptographic hash functions, networks with limited computational resources such as sensor nodes have difficulties
to use the cryptographic solution. In this paper, we propose a new secure network coding scheme which uses
linear transformations and table lookup and safely transmits n—1 packets at the random network coding under
the assumption that the adversary can eavesdrop at most n—1 mnodes. It is shown that the proposed scheme is

an all-or-nothing transform (AONT) and weakly secure network coding in the information theory.
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