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ABSTRACT

The importance of application traffic identification is emphasized for the efficient network management with
recent rapid development of internet. In this paper, we present the application traffic identification method using
the behavior based signature to improve the previous limitations. The behavior based signature is made by
combining the existing various traffic features, and uses the Inter-Flow unit that is combination of the first
request packet of each flow. All signatures have 100% precision when measured the accuracy of 5 applications

using at home and abroad to prove the feasibility of the proposed signature.
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port 80
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port 80
prot TCP
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prot TCP
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Fig. 2. Example of Signature
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Table 2. raffic Trace Information

Duration
Application Trace Name Start (min) Host Flow Packet Byte(K) Function
‘min;
login
nateon_#01(NA1) 2012:11:16 02:46 17 2 589 224,334 204,069 )
chatting
Nateon
file download
nateon_#02(NA2) 2012:11:22 14:10 6 2 152 58,389 50,040
file upload
dropbox_#01(DB1) 2012:11:08 03:53 19 2 231 4241 34,362 login
DropBox file download
dropbox_#02(DB2) 2012:11:22 14:56 2 2 16 1,497 1,346 file upload
utorrent_#01(UT1) 2012:11:08 01:35 23 2 16,573 3,879,615 3,913,652 .
file download
UTorrent ;
utorrent_#02(UT2) 2012:11:22 14:21 3 2 1,546 259,074 268,789 file upload
login
skype_#01(SK1) 2012:11:13 01:45 49 2 1,862 158,859 98,736 X
chatting
Skype .
file download
skype_#02(SK2) 2012:11:22 14:26 4 2 350 8,972 4,606 .
file upload
. login
teamviewer_#01(TV1) 2012:11:15 11:25 24 2 339 238,562 201,094
remote access
Teamviewer
. file download
teamviewer_#02(TV2) 2012:11:22 14:41 4 2 47 19,361 14,750 .
file upload
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Table 3. Number and Example of Extracted Signature
Num. of
Application . Example
Signature
{Nateon, Seq, 4324, (203.xxx.xxx.91/32, 5004, 6, "PVER 1 4.1.2485 5.0”), (120.xxx.xxx.0/24, 5004, 6, "NCPT 1”), (117.xxx.xxx.17/32, 80, 6, "GET
Nt 8 [keyword37_u2.0op”), (203.xxx.xxx.117/32, 80, 6, "POST /client/club/Ge”), (211.xxx.xxx.0/24, 80, 6, "GET /[upload/notice/"), (211.xxx.xxx.0/24, 80, 6,
ateon
"GET /upload/”), (211.xxx.xxx.0/24, 80, 6, "GET /upload/”), (211.xxx.xxx.0/24, 80, 6, "GET /upload/”),  (117.xxx.xxx.12/32", 80, 6, "GET /nateon/ticker
H"), (120.xxx.xxx.20/32, 80, 6, "POST /client/CountMe")}
DropBox 1 {DropBox, Seq, 3258, (any, 443, 6, "0x16 0x03 0x01 0x00 0x5B 0x01 0x00 0x00 0x57 0x03  0x01 0x50”), (any, 80, 6, "GET /subcribe?host_")}
UTorrent 7 {UTorrent, Set, 5000, (any, any, 17, “dl:ad2:id20:"), (any, any, 17, "A.”),  (any, any, 17, "d1:ad2:id20:")}
Skype 3 {Skype, Seq, 5000, (any, any, 6, "GET /ui/0/5.10.”), (any, any, 6, “0x16  0x03 0x01 0x00")}
Teamviewer 1 {Teamviewer, Seq, 4991, (any, 5938, 6, ".$"), (any, 5938, 17, “0x00 0x00 0x00  0x00 0x00 0x00 0x00 0x00")}

F 4. s AAY] AR 24 A

Table 4. Accuracy of Behavior Signature

Applicat . .
R Unit Precision Recall
ion
1.00 0.60
flow
(447/447) (447/741)
Nateon
1.00 0.02
byte(K)
(5,064/5,064) (5,064/254,110)
1.00 0.78
flow (193/193) (193/247)
DropBox
1.00 0.15
byte(K)
(5,303/5,303) (5,303/35,708)
1.00 0.17
flow
(2,999/2,999) (2,999/18,106)
UTorrent
1.00 0.66
byte(K)
(2,741,745/2,741,745) (2,741,745/4,182,441)
1.00 0.06
flow
(127/127) (127/2,088)
Skype
1.00 0.02
byte(K)
(1,589/1,589) (1,589/103,342)
1.00 0.63
. flow
Teamvie (239/239) (239/385)
wer 1.00 0.04
byte(K)
(8,237/8,237) (8,237/215,845)
1.00 0.18
flow
(4,005/4,005) (4,005/21,487)
Total
1.00 0.57
byte(K)
(2,761,938/2,761,938) (2761938/4,791,446)

9] 4t 0572 583 A elel weE E AlelE
Bolek ol #ME EdfEe] FA- 5A (Heavy
T Light F2-9)0] & vith Aolshr] wrolrh
o8] TAEA PO HEhE diES AT A
2 ARE3P] wfitel] Y= Recall 3 7FAIARE AL
yAe] Aetwe vl Eoich oebs, &8 B
- (monitoring) ™ Hrh= 58 EE x| 4 A
¢(detection and control)ZH A Ego] 753t
9] Al x7) EAgE EfEe] A 54 3
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=33t} ¥]E Recall o= U2 ahs Kol
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A A E Ak ootk

5 ATEANE F=E AU S82] od
7%= ©A8h=A] #]l8k= “Function Naming” X
=3, =5 AU A | I Huel A A EE A
A|5k= “Signature Arrangement” E-S 7Sk}
gh} gk 71 Hol2 =, FA 7ME Az A e} vl
WE T g9l AldAe] RS Sk ks
3} Edjge] 74 7ol st AF-E 1as AlE
=3

o

References

[1] S.-H. Yoon and M.-S. Kim, “A study of

performance  improvement of  internet
application traffic identification using flow
correlation,” J. KICS, vol. 36, no. 6, pp.
600-607, May 2011.

[2] S. Sen and J. Wang, “Analyzing peer-to-peer
traffic across large networks,” in Proc.
Internet  Measurement Conf. (IMC), pp.
137-150, Marseille, France, Nov. 2002.

[31 IANA, IANA port number list, Retrieved 5, 24,
2013, from

http://www.iana.org/assignments/service-names-

315

www.dbpia.co.kr



A18}3]=H-2] *13-05 Vol.38B No.05

(5]

[6]

[7]

[8]

[9]

[10]

[11]

376

port-numbers/service-names-port-numbers.xml.
J. Zhang and A. Moore, “Traffic trace artifacts
due to monitoring via port mirroring,” in
Proc. End-to-End Monitoring Techniques and
Services (E2EMON), pp. 1-8, Munich,
Germany, May 2007.

F. Risso, M. Baldi, O. Morandi, A. Baldini,
and P. Monclus, “Lightweight, payload-based
traffic  classification: an  experimental
evaluation,” in Proc. IEEE Int. Conf. Commun

(ICC) ‘08, pp. 5869-5875, Beijing, China,

May 2008.
J.-S. Park, S.-H. Yoon, and M.-S. Kim,
“Software architecture for a lightweight

payload signature-based traffic classification
system,” in Proc. 3 Int. Conf Traffic
Monitoring and Analysis (TMA) ‘11, pp.
136-149, Vienna, Austria, Apr. 2011.

K. Xu, Z.-L. Zhang, and S. Bhattacharya,
“Profiling internet backbone traffic: behavior
models and applications,” in Proc. ACM
SIGCOMM 2005, pp. 169-180, Philadelphia,
U.S.A., Aug. 2005.

A. W. Moore and D. Zuev, “Internet traffic
classification ~ using  bayesian  analysis
techniques,” in Proc. ACM SIGMETRICS, pp.
50-60, Banff, Canada, June 2005.

T. Karagiannis, K. Papagiannaki, and M.
“BLINC: traffic
classification in the dark,” in Proc. ACM
SIGCOMM 2005, pp. 229-240, Philadelphia,
U.S.A., Aug. 2005.

A. Callado, C. Kamienski, G. Szabo, B. Gero,
J. Kelner, S. Fernandes, and D. Sadok, “A

survey on internet traffic identification,” IEEE

Faloutsos, multilevel

Commun. Surveys Tutorials, vol. 11, no. 3, pp.
37-52, July 2009.

B.-C. Park, Y. J. Won, M.-S. Kim, and J. W.
Hong, “Towards automated application
signature generation for traffic identification,”
in Proc. IEEE NOMS 2008, pp. 160 - 167,

Salvador, Brazil, Apr. 2008.

)]
z

M S (Sung-Ho Yoon)

2009 vl A5rE A
Xt £

2011 ediska ZA5rE A
Xtz Aat

20113 ~&A ek A5
B ARk} uhafad

- <Al vESE ] 2

Heh Edgi muEE] 2 24

1998+ Fahgistal A}
AR} 2

2000 EFFI sl F5E
23t} A

20041 EFFINEL Z]7E
T3} up

20061  Post-Doc.
ECE, Univ. of Toronto, Canada

200611~ arefelstal ZArElA Betat ke

<Iildel vEY=Z ] 2wl EdY muE
o 2 A, Hevte] vES =

Dept. of

www.dbpia.co.kr



	인터넷 응용 트래픽 분석을 위한 행위기반 시그니쳐 추출 방법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 행위기반 시그니쳐
	Ⅳ. 추출 알고리즘
	Ⅴ. 실험
	Ⅵ. 결론 및 향후 연구
	References


