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ABSTRACT

Recent cyber attacks targeting control systems are getting sophisticated and intelligent notoriously. As the
existing signature based detection techniques faced with their limitations, a whitelist model with security
techniques is getting attention again. However, techniques that are being developed in a whitelist model used at
the application level narrowly and cannot provide specific information about anomalism of various cases. In this
paper, we classify abnormal cases that can occur in control systems of enterprises and propose a new whitelist

model for detecting abnormal cases.
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Fig. 1. Changes in Vulnerabilities of SCADA
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Fig. 2. Traditional Firewall vs. SCADA DPI Firewall
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T 1. AA=E" oA AF F3] 1F
Table 1. Groups for Anomaly Symptom of SCADA
Category Group
Unauthorized Network Access
Attacks using
Vulnerabilities of Unauthorized Communication
Firewall Setting
Unauthorized Service
Attacks using Buffer Overflow
Vulnerabilities of
Software Invalid Input Value
Modbus Protocol Attack
DNP3 Protocol Attack
AtIE.iCkS SCADA GOOSE Protocol Attack
using Protocol
Vulnera MMS Protocol Attack
bilities
of ICCP Protocol Attack
Protocol TCP/IP - Spoofi
Design /IP - Spoofing
TCP/IP TCP/IP - Scanning
TCP/IP - Others
Flooding Flooding
Fault Fault

O Unauthorized Network Access
AR} Aol vEYe] B4 4AE T4 9]
= WA sl AA7F ExEE Ale] v ES AR
Aol Faslr}. o] uf FARLL] A= N v ES
F(business network, remote control network) =
I A=At & slen, oI FAA A2
o} A Aule] FAPMAC)7} 8171 ] el
A o3| w2} 9714 WA 17 Aol kAl
UA2, UAS, UA89] 7% &4 F47F i = o5
M=ol 1718 ] Faeld] o) AL 3
7hEl Anlol] Bizlo 7 Hsle] 34 AR E 0|43t
Zg-o)AY =4 2~FIH(IP spoofing, ARP spoofing)
7] 5o 02 olFelil A5 B Aol
L—-—(severlty)a A Fosflof gt mhEr1A]
4 A L) FA Fao - V=S
7§—°r, *7—31 | W MEHIZRRE o] FAA| 1L 355

Sfelsh] ahid] B A1k gstelok dhek
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E 2. sbeA ke AT o83 34

Table 2. Attacks of Using Unauthorized Device
ID Attack Name
UAL1 | Unauthorized External — Authorized Internal
UA2 | Authorized External — Unauthorized Internal
UA3 | Unauthorized External — Unauthorized Internal
UA4 | Unauthorized Internal — Authorized External
UAS5 | Authorized Internal — Unauthorized External
UA6 | Unauthorized Internal — Unauthorized External
UA7 | Unauthorized Internal — Authorized Internal
UA8 | Authorized Internal — Unauthorized Internal
UA9 | Unauthorized Internal — Unauthorized Internal

O Unauthorized Communication

FAA U s 9] V=264 srkE A4
A FAaE o83l v A4S AEshkes A=
Unauthorized Communication 57l 4314 ¥t} =
o] A= £Al & Al Ao 4 Ae 25§}

T = =T
5 ulolA|gk - AnIgke] Q7o) s7bEA] ke
o127} e

o] wj 37 Wikl we} [ 3]JJr 7\:}01
7 Aolaz R

A<
_,_01

E 4. A 9 Aul
Table 4. Attacks of Using Unauthorized Service
ID Attack Name
Usl Unauthorized Service-A
(External Server — Internal Server)
Us2 Unauthorized Service-B
(Internal Server — External Server)
US3 Unauthorized Service-C
(Internal Server — Internal Server)
Us4 Unauthorized Service-D
(Internal Server — Field Control Device)
Uss Unauthorized Service-E
(Field Control Device — Internal Server)
US6 Unauthorized Service-F
(External Server — Field Control Device)
US7 Unauthorized Service-G
(Field Control Device — External Server)
USs Unauthorized Service-I
(Field Control Device — Field Control Device)

O Buffer Overflow
Bl QMEEe AL i AT Ee] HoR
S o] 83 FAoRE Hal WS AojA~E AFESo

o]

FAe| kZxEo] QJrP), thie] vES A

W&

7k o2

Table 3. Attacks of Usmg Unauthorized Communication

ID Attack Name

ucl Unauthorized Communication-A
(External — Internal)

uca Unauthorized Communication-B
(Internal — External)

ucs Unauthorized Communication-C
(Internal — Internal)

@)

Unauthorized Service

=3 vy enZRS FAL Ex Bl ZEEFo)
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T o] 83 ZReF 27 9 34 wPHEE F
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EdA))el wet 8714 A
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£33 5 sick bR g LlEat=y
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H 5. Wy emERy 37
Table b. Attacks of Buffer Overflow
ID Attack Name
BO1 | Modbus Illegal Packet Size DoS
BO2 | Modbus Incorrect Packet Length Field
BO3 | DNP3 Illegal Packet Size DoS
BO4 | DNP3 Incorrect Packet Length Field
BO5 | MMS Incorrect TPKT Length Field
BO6 | ICCP Incorrect TPKT Length Field
BO7 | GOOSE Illegal Packet Size DoS
BO8 | GOOSE Incorrect Packet Length Field
3) 2% A< Ak 2013. 06. 25

http://www.digitalbond.com/blog/2012/09/06/100000-vulnerabilities/
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O Invalid Input Value

AR 319 gl iR A5 S e ke
oAl IS e vIAA oY B w3l 54
= 78 5 sick o] 2Fe] Al
SQL Injection, XSS(Cross Site Scripting), Path
Traversal 3-4°] ¢t} Path Traversal 53242 3|7}%
A ke AT FaT Fo) Ao AEehe AR 9
A S giAte®Z B[R} url 45 J8¥ske o]

FAol}.

E 6. vAA Y 34

Table 6. Attacks of Invalid Input Values
ID Attack Name

IIV1 | SQL Injection
IIV2 | Cross-Site Scripting
IIV3 | Path Traversal

O Modbus Protocol Attack

Modbus T2 EF2 ¢l& v 9l33} “ﬂﬂ‘/]z“)]
7] wtell Alo] ARl iRk 2EA o HE gt
st 4= git) FAA= Modbus =2 E-Zol|4] xﬂ-us}»«
t}o3l function code &g ©]&3F Ao] WAXE ¥l
o B U AladE 2yReR Aleld 4 9l
]:]_[4,10].

¥ 7. Modbus ZEZEZS o]83 374
Table 7. Attacks of Using Modbus Protocol
ID Attack Name

MOD1 DoS-A (Brute Force)

MOD2 DoS-B (Restart Communication)

MOD3 DoS-C (Change ASCII Input Delimiter)

MOD4 DoS-D (Force Listen Only)
DoS-E (Slave Device Busy Exception
Code Delay)
DoS-F  (Acknowledge Exception Code
Delay)
MOD7 Clear Counters Diagnostic Registers
MODS Read Device Identification
MOD9 Report Slave ID

MOD5

MOD6

O DNP3 Protocol Attack
DNP3 ZZEF2 Modbus ZEZ2EZH vl X =

0%, sk s ze] gl7] el 405 o]
ool TR AEA o BT G, et B

ARz 7P Al ﬂl*l*l% B3 340] Lolslct [
8]
vehf o glep*l

. o83k 34
Table 8. Attacks of Using DNP3 Protocol
ID Attack Name

DoS-A (Pretend Slave Device Busy by
setting DFC Flag)

DNP2 DoS-B (Link Layer FC 14-15 DoS)
DNP3 DoS-C (Message Reassembly DoS)
DNP4 Disable Unsolicited Responses

DNP5 Unsolicited Response Storm

DNP6 Cold Restart From Authorized Client
DNP7 Cold Restart From Unauthorized Client
DNPS Unauthorized Read Request to a PLC
DNP9 Unauthorized Write Request to a PLC
Unauthorized Miscellaneous Request to a

DNP1

DNP10
PLC

DNP11 Stop Application

DNP12 Warm Restart

DNP13 Br.oadcast Request from an Authorized
Client

DNP14 Br'oadcast Request from an Unauthorized
Client

DNP15 Points List Scan

DNP16 Function Code Scan

DNP17 I:orr:-DNPS Communication on DNP3

01

O GOOSE Protocol Attack
GOOSE Z2EZ2 IEC 61850 B4 ZREZ F
SME oltjyl 7uke 2 zHggltl. GOOSE Z2EF
7| EA-om= WAA] QS U hsstE Ay
1%71 el T2AF gAY wAA] xSl Ths
ajel.

o8 7
Table 9. Attacks of Using GOOSE Protocol

MODI10 | Unauthorized Read Request to a PLC ”
ID Att N
MOD11 | Unauthorized Write Request to a PLC - - ack Tame
MOD12 | Points List Sean GOOSE1 Man—ln—tlTe—Mlddle Attack . .
MOD13 | Function Code Secan GOOSE2 | Unauthorized Message Modification
MOD14 | Man-in-the-Middle Attack
MODI15 | Replay Attack 4) IEEE 18152012 oA wAA] <2ZS 93t Secure
Non-Modbus Communication on TCP Authentication 7% 2 7]'UA-2 9|3 IEC62351-3l14 A
MODI16 ol %] A 2] 0] 3]
Port 502 <)%l TLS(Transport Layer Security) -5 AHosta gl
c}.
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O MMS Protocol Attack

MMS EZ2EF2 TCP[IP 28 o] E2}ts}r]
HMI(Human Machine Interface) 52| w]gl-2-o34}=|<}
IED 7ke| 214 gAlellA dnbAsl Aw 43, 3l
A, Ale] W= AL Sl A%} IEC 6185001 &
2%l 7]E MMS Z2EFL ol i ¢ad) vy
ol 7| wiitell WAA] Wz 4, T2 34, A
A% 34 5ol 7Fs3ich

X 10. MMS EZZ2EFS o83t 24
Table 10. Attacks of Using MMS Protocol

ID Attack Name
MMS1 Man-in-the-Middle Attack
MMS2 Unauthorized Message Modification
MMS3 MMS Replay Attack

O ICCP Protocol Attack

ICCP Z2EFL HAEZ AlE] 7t SAldA 2185
= ZReIotl 7]E& ZH ICCP AW AllE FollA]
TPKT(RFC 1006), COTP(ISO 8073) #o]o]el|x]2]
Fekdo] wbAE vl gJrld). ICCP TR EZ gl 7|2
o2 ol W Esls AFEHA] 227] wliel =
AR WE A ol FH ekl

E 11, ICCP ZREZS o] 43 27
Table 11. Attacks of Using ICCP Protocol

1D Attack Name

ICCP1 Man-in-the-Middle Attack

ICCP2 Unauthorized Message Modification

ICCP3 ICCP Replay Attack

O TCP/IP - Spoofing
27 (Spoofing) 34> MAC T4 = IP T4
= o TR e RN B4 FaE Sl &
Al 55 FAfshet] o] 8%t ol2gk 34>
7} 74} 24 (Man-In-the-Middle Attack) 5 23} 3
e 5] Slak AFd 2R ALeEIE BT,
8|

5) CVE-2006-0059 (LiveData ICCP Server Heap Buffer
Overflow Vulnerability)
CVE-2006-1178 (Tamarack MMSd Components Fail to
Properly Handle Malformed Packets)
CVE-2005-4812 (Sisco OSI Stack Fails to Properly
Validate Packets)

# 12. TCPIP - 2% 34
Table 12. Attacks of Using TCP/IP Protocol - Spoofing

ID Attack Name
SP1 IP Spoofing
Sp2 ARP Spoofing

O TCP/IP - Scanning

2-7ld(Scanning) 712 T4 Ak Al=He] 24
o wi EE AUl E dohi] 13 FAOE 34
A7E AR AR 555 98 AR 5 Slek 2o
el wht (32 1319 o] 971 Al AR i

@ 4 gk

¥ 13. TCP/IP - 2 24
Table 13. Attacks of Using TCP/IP Protocol - Scanning

ID Attack Name
SC1 ICMP Sweep

SC2 TCP Sweep

SC3 UDP Scan

SC4 TCP SYN Scan

SC5 TCP Half-open Scan

SCo6 TCP ACK Scan

SC7 TCP NULL Scan

SC8 TCP Xmas Scan

SC9 TCP FIN Scan

O TCP/IP - Others

2ol wRal 23 37, 2 24 ool
TCPIP EREEE ol4e o} 34 Wise 7)e
24 ve® RR3I9cl oy7]el=  DNS Name
Overflow, Teardrop, Windows Nuke, Slowloris, UDP
A=A o]z S 0]838F 34, ICMP Unreachable Storm

o] et

it

I 14. TCP/IP - 7|e} A (Other Attacks)
Table 14. Attacks of Using TCP/IP Protocol - Others

ID Attack Name

OT1 DNS Name Overflow

OT2 Teardrop Attack

oT3 Windows Nuke

OT4 Slowloris Attack

OT5 UDP Checksum Error
oT6 ICMP Unreachable Storm
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O Flooding (Denial of Service)

Modbus on TCP/IP, DNP3 on TCP/IP, MMS,
ICCP -5 3| vF=22] AlofAaE 54l ZrEFol
TCP/IP 713&—5 2l w2t 712 IT S ellA] AL
5% flooding 54 WRiSo] 22 -84 = 9l
o} 3 Aol Al aE S o E U AJ2E] 2po]
gEAo]7] wltol] AFRe] flooding &A= 7H-
Aell 2 @ & 5 stk WA flooding 345
GA1517] 913 A AEIT A=l #3604 1B

o} roprof & Zlofrt.

rlo

¥ 156. 749 ¥4
Table 15. Flooding Attacks
ID Attack Name
FL1 Packet Flooding from Single Source
FL2 Packet Flooding from Multiple Source
FL3 Big Size Packet Flooding from Single
Source
FL4 Big Size Packet Flooding from
Multiple Source
FL5 Large Number of Session Creation
FL6 TCP SYN Flooding
FL7 UDP Flooding
FL8 ICMP Flooding
FL9 Snork Attack
FL10 TCP SYN/ACK Flooding
FL11 HTTP Get Flooding

FL12 ICMP Ping of Death
FL13 TCP Urgent Flooding
FL14 UDP Loopback

O Fault
A A 2~Elol| A WS = 9l= 9=t 630 )8

[ 163} 2] =ZA| 871A] Aol #5753 4= e,

¥ 16. %=
Table 16. Fault

ID Fault Name

FAl System Shutdown

FA2 Service Stop

FA3 Packet Delay

FA4 Packet Loss

FAS Bandwidth Overflow

FA6 Increasing Re-Transmission Packet
FA7 Increasing Collision Frame

FAS8 Increasing Mal-formed Packet
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V. 3l0|EZ|AE T8t OJA X

o] Aolitz 38 == =
Alsb7] fla) 4AlSom haiom Slo|ER|~ES A4
3k, o] 5 o] 83 ©A s r|Egit

4.1. HOA|AE HESIT SlO|EE|AE

2 E=rellA] AlAlEs Slo]ER]AE mEle v ES)
3 AlZ(Network Layer), Z=2%E3 4| #A|Z(Protocol
Specification Layer), #|¢] ®|A]%] A]ZH(Control
Message Layer), 57| 7l5<(Static Layer)®] 47522

Ty,

E 17. AoAA 2 slo|ER]AE
Table 17. Whitelists for SCADA

Layer Whitelist Group

Authorized Device

Network Authorized Communication

Authorized Service

Modbus Specification

DNP3 Specification

Protocol

MMS/ICCP Specificati
Specification / pecthication

GOOSE Specification

DNS Specification

Modbus Control Message

DNP3 Control Message

Control
MMS Control Message

ICCP Control Message

Valid Throughput

Valid Session Limit

Valid Control Message Transmission

Statistic
Mal-formed Packet Limit

Re-Transmission Packet Limit

Collision Frame Limit
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/

O [Network Layer] Authorized Device

- Ao z®l vES I A4 rlest AW T

(IP/MAC) &=
- Tuple : IP address, MAC address
-9 ol AF 43
e Unauthorized Network Access : UA1-9
e Spoofing : SP1-2

O [Network Layer] Authorized Communication
- BAlo] F7KE R =l A B
- Tuple : Source IP, Destination IP
- R ol AT §
® Unauthorized Communication : UC1-3

O [Network Layer] Authorized Service

LA Al EEE AR 4 gl Aol

==
T

- Tuple : Source IP, Destination IP, Port Number
B P EA L

e Unauthorized Service : US1-8

O [Protocol Specification Layer] Modbus
- Modbus Specification
- Tuple : PDU ] Zo] (256 bytes)
Length 2= $1%] (offset : 4-5)
Protocol Signature
(offset : 0-1, signature : 0x0000)
- Qs ol A% £
e Buffer Overflow : BO1-2
e Modbus Protocol Attack : MOD16

O [Protocol Specification Layer] DNP3

- DNP Specification

- Tuple : Frame Z|t| Zo] (292 bytes)
Length 2= 9|4 (offset : 2)
Protocol Signature
(offset : 0-1, signature : 0x0564)

- s ol A% £

e Buffer Overflow : BO3-4

e DNP3 Protocol Attack : DNP17

O [Protocol Specification Layer] MMS / ICCP
- MMS/ICCP Specification

- Tuple : TPKT Length = $]*] (offset : 68-69)

-9 ol AF 43

e Buffer Overflow : BO5-6

O [Protocol Specification Layer] GOOSE

- GOOSE Specification

- Tuple : GOOSE APDU ] Zeo] (1492 bytes)
Length 2= $]%| (offset : 16-17)
Protocol Signature
(offset : 12-13, signature : 0x88b8)

- g o)t AF 3

e Buffer Overflow : BO7-8

O [Protocol Specification Layer] DNS
- DNS Specification
- Tuple : DNS Name Z= Ft] Zo](254 bytes)
- A9 ol AT 73
e TCP/IP - Others : DNS Name Overflow

O [Control Layer] Modbus
- Modbus& ARESh= F = 7 AR £ Qe
function code %%}t

- Tuple : Source IP, Destination IP, Function Code

Sets
- cAzkel o] AF 73

e Modbus Protocol Attack : MODI1-15

O [Control Layer] DNP3
- DNP3E AMSIE ¥ k= 7k AR Sl
function code A&+

=

- Tuple : Source IP, Destination IP, Function Code
Sets
- A ol AT 3

e DNP3 Protocol Attack : DNPI1-16

O [Control Layer] MMS
- MMSE AH8h= 7 = 2F AR = gl wlAlA]
e}l 2 function %3t

- Tuple : Source IP, Destination IP, Message Type,
Function Sets

- A o) A%

e MMS Protocol Attack : MMSI1-3

O [Control Layer] ICCP
- ICCPE AHEsh= 7 k= 2k AR 4 9l

function %3}t

fr
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- Tuple :

Source IP, Destination IP, Function Sets

-9 ol AF 43

e JCCP Protocol Attack :

ICCP1-3

O [Statistic Layer] Valid Throughput

- o] AI7F 5 BAl J«H7]/H]—O]E 34 e

- Tuple : ] A 41 A7l 5=
(Source IP, MAX pps)
A AA 41 HjolE 5
(Source IP, MAX bps)
e 2k Ao B4 o7 5
(Source IP, Destination IP, MAX pps)
% we 7k Ho) B ulelE 4
(Source IP, Destination IP, MAX bps)
e 7k Hx B4 5
(Source IP, Destination IP, MIN pps)
T e 7k Ak FA e S
(Source IP, Destination IP, MIN bps)

- el o) A% 43

¢ Flooding Attack :

e Fault : FA1-5

FL1-14

O [Statistic Layer] Valid Session Limit

RN R
- Tuple :
- A7E o)A} A

e Fault : FAI1-5

IP address, Port, Session

A

<
T

dF 73
® Flooding Attack :

FL5

O [Statistic Layer] Valid Control Message
Transmission

- 9 A e 7 RE R e A A
S

- Tuple : Source IP, Destination IP, Port, message

type, ] AP HE A 9]

- A7E o)Al A 93

e Any Protocol Attack : MOD1-15, DNP1-16,
MMS1-3, ICCP1-3

e Fault : FA1-5

O [Statistic Layer] Mal-formed Packet Limit

- VIESY = AAA 2]
4
650

A)17¥3 Mal-Formed HZ!2]

- Tuple :

] A7)

- 9 o) AT

e Fault : FAS

A dE PR

A~
S T
o

’I‘l‘ﬂ

O [Statistic Layer] Re-Transmission Packet Limit
- V== AAelA] =] A7k S Azl 58

Py
ES
- Tuple : ] A|7h

- A7E o)k A

e Fault : FA6

O [Statistic Layer]

-HE
- Tuple :

= A Al A

Eiss

A o] AT

e Fault : FA7

A7k

22 B

Laziy
53

Collision Frame Limit
9] A 35 A9 slg
2% a8 s S

o =
%

4.2. §|-O|EE|AE 7|8t EEX| 2

> [ 3= L=Ne)
J_‘?;'ﬂ‘éaa
fE3 ]0
5%&#9}4.

8. A7 Ak 1 Y ol AF WA
Table 18. Packet Inspection for Anomaly Detection

<
T

Inspection

Abnormally Cases

Validity of Device

Unauthorized Network Access
ARP Spoofing
IP Spoofing

Validity of
Communication

Unauthorized Communication
Scanning Attack

Validity of Service

Unauthorized Service
Scanning Attack
Flooding Attack

Validity of
Protocol
Specification

Buffer Overflow
Invalid Input Value

Validity of Control
Message

Modbus Protocol Attack
DNP3 Protocol Attack
MMS Protocol Attack
ICCP Protocol Attack

Validity of
Statistical
Information

Flooding Attack
Modbus Protocol Attack
DNP3 Protocol Attack
MMS Protocol Attack
ICCP Protocol Attack
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Network Traffic Inspection

1. Check the Validity of Device -

(1) IP & MAC Address of Source Device
(2) IP & MAC Address of Destination Device

2. Check the Validity of Communication

(1) Source IP, DestinationIP

3. Check the Validity of Service

4. Check the Protocol Specification

(1) Port, Protocol Signature
(2) Port, Validity of Packet Length

5. Check the Validity of Control Message

(1) Source IP, DestinationIP, Port, Message Type

6. Check the Validity of Statistical Information

(1) Source IP, Packets Per Second

(2) Source IP, Bytes Per Second

(3) Source IP, DestinationIP, Packets Per Second

(4) SourceIP, DestinationIP, Bytes Per Second

(5) IP Address, Port, Number of Session

(6) SourceIP, DestinationIP, Port, Message Type,
Number of Message

(73 Number of Mal-formed Packet

(8) Mumber of Re-Transmission Packet

(9) Mumber of CollisionFrame

Abnormally Classifier

Violate Rules
¥ .
Inspection Number

Mapping
Abnormal Cases

= e e -

T3 3. sje|ER~E st oik AF '] 2l
Fig. 3. Whitelist based Anomaly Detection Model
[13 3] 3 =Folld] AAsh= slo|Er]~E 7t
ol AF ®x mdS Jepla 9lch Network
Traffic Inspection F-E-ollA= APl #Ael%l slo]=
PEg ol gl A A W2 1-5A] 7
AFE AP oz i) gl 6] A AR A
AL 98wl AZHE UEY = EdY AHRE 3
shu ol Fal 61 60 FAE A
Abnormally  Classifierollx]+=  Network  Traffic
Inspection®ll 4 fvf o] Eaf AL Hse} 9
w5l slo]ER]aE J1AS T3l 3FelA RS o)

--—-r-| [Metwork] Authorized Device List

1

1

1

1

1

1

1

1

1

1

1

|

(1) Sowurce IP, DestinationIP, Port VT

[
1

1

1

1

1

1

I

i

1

1

1

1

e T ey Syt S iy VYRR S M

Whitelist

[Network] Authorized Communication List

[Metwork] Authorized Service List

Protocol Specification] Modbus Specification

[
[Protocol Specification] DNP3 Specification
[Protocol Specification] MMS/ICCP Specification
[

[

Protocol Specification] GOOSE Specification

Protocol Specification] DNS Specification

Control] Valid MMS Control Message
Control] Valid ICCP Control Message

[
[Control] Valid DNP3 Control Message
[
[

Statistic] Valid Throughput

Statistic] Valid Session Limit

Statistic] Valid Control Message Transmission

Statistic] Re-Transmission Packet Limit

[
[
[
[Statistic] Mal-formed Packet Limit
[
[

Statistic] Collision Frame Limit

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Control] Valid Modbus Control Message :
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Alarm & Logging

V. AlL2| 7|8t A4S
N AASh= Sfo| ER]AE Z]uE o] AS-
< A3 $18 AlefAlwlo] ARgE]= o
alel =

Agsh WALl 2714 o)Ak A
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A Aukel o2 AR

O Buffer Overflow Attack Using ICCP Protocol
- AREA L FARRE S vl el $1A15)m e}
e alslo] v Ao} vl=9zR] A1) 7P

aje).
- EAY s ejEes Hobde] sk
ICCP A1H¥]

- FAEA . 9le] IE A = A 9Xxk sk
- AN e eHEEE frdsl] 9l TPKT
Length =of A Hole} Ax|3}] o= vIAA
HAZ AE
- Zlo]ER|~E ol &5
[Protocol Specification] MMS/ICCP Specification
- A8 o4k AF £ : BO6

Station Level O
Target
Local @7 Substat\'on
HMI <3S Controller
Firewall
Firewall
Switeh @y, ~=<z====—=—-— &r____

Switch Switch
) ) ] ] i) ) 5 ) ]
Bay Level

a7l 4. ol AF AL 1

Fig. 4. Anomaly Scenario 1

O Unauthorized Write on Modbus Protocol

S AAEA - FARRE U W36 $14 5}
Local HMI®|| thgh Ale] Ag-E 7F#] 3L glet.

- FAYWA} : Modbus EZ2EFS AHESk= IED

- $4%4 : D Av) W7

I L\ast Modbus function code 0x05(Write
Single Coil)Z A% |7 A%

- solE2)ak gl 25
[Control] Valid MMS Control Message
(Local HMI®} 8wt IED Zholli= read ®IAJA| ®F &
N L)

- 7%l o] A #3 : MOD1-9, MOD11-15
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Control Center
Network

Firewall

Substation
Controller
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Firewall
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Fig. 5. Anomaly Scenario 2
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