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ABSTRACT

WSN consists of hundreds to thousands of sensor nodes. In order to solve the problem of energy consumption
imbalance cluster head is reelected in every round, while node authentication scheme is utilized for secure
communication. However, re-clustering increases the overhead of sensor nodes and during the node authentication
phase the frequent AREQ/AREP message exchange also increases the overhead. Therefore, a secure and energy
efficient protocol , by which overhead of sensor nodes is reduced and long time communication is achieved, is
required for wireless sensor network. In this paper, an energy efficient and reliable IDE-LEACH protocol for
WSN is proposed. The proposed protocol is prolongs networks lifetime about average 20% compared to the

LEACH-based protocols and all attending nodes in communication form BS authentication consisted of trusted

nodes.
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Table 2. Parameter of using Authentication

Notation Meaning

ID 4, ID 6, ID) x| ID of cluster head/base station /member Bode
Pre PH

pri

hash value of BS parameter

H(), TS  |hash function / time stamp
CHHp,, hash vale of cluster head ID
r, o random value/ base station/ master key
encryption using ID of CH/
EIDCU’ I/rﬁert P N

authentication value between CH and BS
Yamv Yom Vs |random number of MN, CH, and BS

(o » B) public value thorough random form key value
[o] multiplication of points on the Hiliptic curve
VS,, LoT  |authentication value of SN/ period

SK , SN, |session key/ serial number of MN
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Table 3. Definition of Energy consumption variables

Notation Meaning

m mbit message size
M, | mbit encryption message
KG,,» | MN in the amount of energy consumed to key generation)

KGpy | (Hin the amount of energy consumed to key generation
SC | Spreading code to prevent signal interference
KG,,, | The amount of energy consumed to key generation (cluster

KG., 510, The amount of energy consumed to encryption (cluster)
Tpe | data merge hours(cluster header)
DE,,,,.ier| The amount of energy consumed in the data collection
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Table 5. System environment and environment variable
Parameter Value

oS Linux CentOS

network size/mumber of node 100%100 / 100~1000

initial energy 2

packet header /message size 25 | 500bytes

delay / transmission rate 30us [ 100kbps

& | Eap 10p/bit/nt* / 0.0013p/bit/m'

data tmasmit speed/ delay loss(u) | 1Mbps [ 2/4.3

commumication radius(/2)/max-hop(h) | Mulit) 10m,(Single)20m / 3
encryption / decryption 0.64m8 [ 04208
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