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ABSTRACT

Future aspects of the has turned into a network centric warfare(NCW). Organically combined wired and
wireless networks in a variety of cross-of-the-art combat power factor utilization of information and
communication technology is a key element of NCW implementation. At used various information in the NCW
must be the confidentiality and integrity excellent then quick situation assessment through reliability the real-time
processing, which is the core of winning the war. In this paper, NCW is one of the key technologies of the
implementation of 128-bit output stream cipher algorithm is proposed. AES-based stream cipher developed by
applying modified OFB mode the confidentiality and integrity as well as hardware implementation to the security

and real-time processing is superior.
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Fig. 1. Diagram of stream cipher
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Fig. 2. Hardware configuration of stream cipher
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Ky = rk4 * k2 * kO * K; * Ko
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C=S7"S¢
C1 = SG ~ Ss
Co = S7 ~ S5 ~ S4 (8)

541 (8)ll4 W9 ol A= HlE Ao
a1 AlFgr At 4nEE colrk

x°¢] Ao} g E ApAly] A Fglpell A A
A = {1100}, o=, 2] (9)3} .

D; = C " Co

D,=GC"C " C " GCo

D, = C;

Do = G, ©)

4 (9)x 7471 A2l A= Delek
a5 44 48]E A7) HaE e X ol X
BRI 78 59} 3c)

2 : X X[
| X x0]
4 Y
J .
I AN N
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2 '\/ ——
—— 4 — M4 4
4 ld x ;/\
2 > L 3

38 5. GF(2Y)?) #47]
Fig. 5. GF((2%)% multiplier

T8 5elA X 2u]E FA] FgRolv, )

(10)¢} #ch
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I~
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7] o HEG5A ¢ = {10}0]ck 28] E FA) Aho}
o A A () Ak
Ei = M1 " My
EO = Ml (11)
AL o183 AES®] Sbox T&ellA A1) o

H

A& Axksls 4] (8, 9, 10, 1) Zhdat =2]
Zrk o] F OV% sdem o] stede] 7S vhg- 4
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4.3.2. ShiftRows(SR)
SROE el = w9 Q1% SjAlgite 2 o) she
sle] ol 7bsre] Al(wire) o2 AN TR

A~
T A

4.3.3. MixColumns(MC)

MC(O= GF(2%) &34 ditez Aguste &
3 gkEel B4 Bk A7l 71%E dkh GREY
FAlell A 4% t}elA](fixed polynomial) a(x)& A}
431, a(x) = {03}x° + {01}x*> + {01}x + {02}°]
o} g ~E olse Fduidlfle] gdweEs

AR&-gict.
MC()9| LA

44 (12)9h 2k

02030101
01020301

S()

Sl.(:

H(z)= 01010203/ | 5, for0<c<3 (12)
Sa

03010102

S AES®] 128H]E stateS Hlo]E 9] 4 + 43)
A& thelie] $] oAl Hlo] = 24] Wsole,
44 (12)= ANele] sl o2 7o)

Hoe = {02}Soc " {03}S1c * Sac * Ssc
Hic = Soc * {02}Sic * {03}S2c " Sap
Hye = Soc " Sie " {02}Szc * {03}Ssc
Hsc = {03}Soc * Sic * Sac © {02}Ss, (13)

A (13)el4] 8H]E {02}, {03}9] FAIL k-
9] xtime()2 AMg-slo] T}

{02} Sy,
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