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ABSTRACT

This paper analyzes what is mitigated as spoofing attack using the U-Blox Receiver and GPS RF signal
generator developed at ETRI. Generally the spoofing attack made the target receiver to be wrong navigation
solution by providing false measurement of code and carrier. So we analyzed the impact of spoofing attack
through the signal strength and navigation solution. In oder to test of effect of anti-spoofing signal, we consider
the signal with antiphase code to spoofing signal and generated GPS normal signal and spoofing signal and
anti-spoofing signal using GPS RF signal generator. This paper analyzed that the GPS receiver was responded to
the spoofing attack according to code phase difference between spoofing and anti-spoofing signal. We confirmed

that the spoofing signal was disappeared by anti-spoofing signal if code phase is an exact match.
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Table 1. The parameter of spoofing
# of Channel 6
Parameter Value PRN of Normal Signal 367,11
# of Channel 5 PRN of Spoofing Signal 3
PRN of Normal Signal 3,6,7,11 Generation time of Spoofing 100 sec
PRN of Spoofing Signal 3 Generaftlon tn.ne of 150 sec
Anti-Spoofing
Code Delay of Spoofing 1chip Code Phase difference
Latitude : 36.000000 between Spoofing and 500nsec, 200nsec, Onsec
Receiver Position Longitude : 128.000000 Anti-Spoofing
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(a) No Anti-Spoofing (b) Anti-Spoofing

(500 nsec)

(c) Anti-Spoofing  (d) Anti-Spoofing
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Fig. 4. Signal strength of PRN according to code phase
of anti-spoofing
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Fig. 5. Signal strength of PRN according to spoofing and
anti-spoofing(code phase Onsec) signal

08 6. 7tAlE 2 A (Z =S4 Onsec) ol

Fig. 6 Navigation Solution according to spoofing and
anti-spoofing(code phase Onsec) signal
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Fig. 7. Signal strength of PRN according to spoofing and
anti-spoofing(code phase 200nsec) signal
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