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ABSTRACT

GNSS(Global Navigation Satellite System) is now being widely used in both civilian and military applications
where accurate positioning and timing information are required and it is considered as a representative
convergence technique in IT-Military application techniques. However, GNSS has low sensitivity level of GNSS
receivers and is vulnerable to jamming signal, since the signals come from the satellite located at approximately
20,000 Km above the earth. The studies for the anti-jamming techniques in military applications have been
passively performed in the domestic, because the information related GNSS are dependent on the countries that
have GNSS. In this paper, we show the effect of jammer ERP by analyzing the link budget of GPS J/S power
as a function of distance between jammer and receiver. Also, we categorize the anti-jamming techniques based on
the functional block diagram of GNSS receiver structure and analyze the recent anti-jamming GNSS products and

their technologies developed in domestic and foreign countries.
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Fig. 1. Military and civil applications of GNSS
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Table 1. Interference sources of GNSS
Ex1 A A58 el
Gaussian Intentional jamming by jammer
Noise J &0y
Phase/ |Harmonics of TV transmitter
Frequency |Adjacent band micro-wave link
Wide | Modulation |transmitter etc.
Band Intentional spread spectrum
Spread  |jammer
Spectrum [Near electric field signal of
pseudo-satellite
Pulse Radar transmitter
Phase/ Harmo.nics of AM  broadcast
Frequency transmitter
Modulation |Harmonics of CB transmitter
Swept  |Intentional CW jammer
Narrow | Continuous Harmonics of FM  broadcast
Band Wave  |transmitter
Intentional CW jammer
Continuous |Non modulation transmitter
Wave  [carriers of adjacent frequency
band
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Fig. 6. Jamming position tracking system of KARI

5.2. ali<|

5.2.1. Raytheon At

#lo]A|2(Raytheon)> AAH oz 2 ezl ]
o] AAAE 2 A TAE AR A =4 A
H A aE e RofelM e gggow 2
Age  FEska P wmAx ad 79
DAR(Digital Anti-jam Receiver)<> Joint Strike
Fighter(F-35) AF7]& 93 = len
7-element CRPAE AF$3}1Z FSTAP(Frequency
Space Time Adaptive Processing) 7]&S &3l Al
v wRgke] Pl 2 FASkaL 914 whEke
We SR o]} o] d 2 ol RlEd
A 71e FAY Ads= wiZA7IAl "k of
€2] Evl$I(Tomahawk) "IARdel] Az 7|l53h
AGR(Anti-jam GPS Receiver)S AJ4ksla glch
AGR-2 7HAAHLOS)ol &= YIS SAFo= 8
MR ke mEAe] ojx) Aeleet ojx) 7
2](PR/DPR: pseudorange/delta pseudorange) =47k
& AlFste] Erts=ze] sy Aes IAIRIch
ofgE] M= AT EY]Z SAASM(Selective
Availability Anti-Spoofing Module) 7]52 738t
AGR-4=  ZA3KtE o714 SA(Selective
Availability)= H1ZF o] AMS-S AlRksl] $18)
of sleMor 9F F4 A WAl s 9

of

ki

o

] gl

2 bl #lo] Al 2008 F=3 FER|eE
AbdE Alolehs FHSFE Al gl AleRE A
Aglon], 8 AFT HERE T wgmAkA
I AR Ha3gE 7 AR SA A, #Held A

H], Azl F7] ol

Satellite 1~ Satellite n (anlml;lectars
. . 10 INS for
ﬁ ﬁ INS Aiding Data to GPS Other Navigation Sensor Inputs Back.up Solutions

Line of
Sight 1 Data
< LE SR NS state Vector

Antijam GPS Antenna
« Null Steering
* Digital Beam Steering

Kalman Filter Control Vectors
Line of (Position, Velocity,

Sight n Data and Tift Conrections)

Position, Velocity, Master Navigation Free Inertial
Time (PVT) State Vector Solution State Vector

(a) DAR®| 43 -4 B2
(a) Interoperability block diagram of DAR

TOMAHAWK

BLOCK IV

(b) DAR 37| () Evts= vlAkd AGR A3

(b) DAR receiver (c) AGR installation on Tomahawk
T2l 7. Raytheon AF°] DAR 2 AGR
Fig. 7. DAR and AGR by Raytheon

5.2.2. Thales At

| 2x(Thales)= ZFF2~ 20] A|AA vkl A
2 vlekgh ik F5S R e Fee) 4
& 54O TopShield 2= A= a7 74
Whelsl o Gallieos X33 Be AHA~H
o A4 7F53lt}. TopShields Fe|Fe] 2 27
5ol w5 A=zKstand-alone)e| 7}s3ltl I3 8(a)
o B nle} o] 4719 4£x}= 7}X]+= CRPA ©]
#lo] gL}l DAE(Digital Antenna Electronics) @
TAECE IS AW Ade] 90 dB oAko® o
=0l A YX|Y(full digital) STAP 7|3 &4
ek 2= A AlE CW, FMCW, Pulsed
narrowband, Broadband A1&2] %te] 7}s35)m,
A L1 2 L2 9y At rhbssith 2=
230%160x45 mm, A= 2.4 Kg, St oj#o]=
3.5 inch 7|2 433} AA= gk

I gl "l AlA 5070 o)Ake] detell A AL
45 edsh = wIAR 20000 Sol¢}
AR, WAk, ARARS] Al dYe AT
o2 JfHsIAeE T8 AT SR, A

A et} AR FA2E, EA0lE vl Alx

il
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|, 7] 71 AEEHRIME S5 Aakeh 9
et AT Helse] FRtEakl AR
7 ek

-/

V*x;i’\w“ DIGITAL ANTENNA ELECTRONICS
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Ow

AF P
CONVERTER

Host:
Pawer

ANTENNA ARRAY
RF DOWN
CONVERTRER

Digital
1/0

DIGITAL ANTIJAM MODULE

POWER SUPPLY /
FILTER

(a) TopShield $*417]  (b) TopShield 731 -2
(a) TopShield receiver  (b) Block diagram of TopShield
T2l 8. Thales AF2] TopShield
Fig. 8. TopShield by Thales

5.2.3. Rockwell Collins A}

AR AAdA R A deizl w= 3Rk
A 2 Z=~Rockwell Collins)x= I3 99
DIGAR(Digital Integrated GPS Anti-jam Receiver)
S Jksle] wlsr slle]  9A% JPALS(Joint
Precision Approach and Landing System) S8-7-&
sl el ®l CRPA gHElUE =8kl Aol
g dego] obd 914 whEke] 7k oxE RlEw
(beam forming) 7|2 HE3h= o] EA ol
o] AlxHle zpAle] 24 Ad SAASMI} dE¥Ich
16 A L1 2 L2 A% WzHe] 7Fssh J/S Al
" As 20 MHz Fi el whste] 5 7§ 3
#e] 745 85 dB °|, 370 FAd 7 100 dB
oA stk FA= 5 Kg olsh, e
203(W)*58(H)*305(D) mm= 7}xIt}

7 gtel] 2 F3as ZAA R L AEE
o g FAl, e 2 7 EE)RIME AlE
W Bgstar glew, 53] vl 2 EH 9
BAl AzEle] Aol 70%°] EAIAF A=) 2

82 AL o83k sl

1l ofd o

2l 9. Rockwell Collins AF2] DIGAR
Fig. 9. DIGAR by Rockwell Collins

5.2.4. Mayflower Communications Af
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Hlo]Z2}9] EXI(Mayflower Communications)A}
= 19861l W=l ARE FAYAR = ¢
A st AR A T1ee FHoR ave
= gAY Fe gAEe® GPS C/A A7,
GPS P(Y) 471, &A= Axpm], 41 dlelels
= 7] Solrh. el JAEe] F= FIr) oki
< RF QL &5740 7ol §14 gioh o] <34
= 23k Yx" 7l qkY EF44E e F
Hallstclk @AY 72 5315l ATF(Adaptive
Temporal Filter), Adaptive Spatial Filter(ASF),
Adaptive Temporal-Spatial Filter(ASTF),
Self-Interference Canceller(SIC) 5 W2 RFI A7
w55 7S Bl qdvk #2219 10(a)
2] SAS(Small Antenna System) FA| ZES )
HHslol BAE systemA} ol d53l9ich 8 54
2= 5 Ad GPS A Alx®le® FAlel Ll
Y 12 dd ®37} Jbssltl =27)E 152x114%76
mm °|=, ¥A= 1.13 Kg ©o]ch <kElvl= CRPA
Elglo 2 35 inch Z7|ck /S AW A5 90 dB
olfolet. w3l wlo]ERi At FAIEE 1H]
10(b)2] NavGuard 100-> #(chip)3} A= 712
Zlo] EAlolrl. =717} 40(dia)*11.7(H) mmo]™ ¥
A= 24g ol =% =tk 3709 Fd 2 FHd
o Aol el 50 dB 7HA2] IS AW AdsS 7h
Ak ofgwl wlolEebeiAke] A AlES ASIC ¥
SoC(System on Chip) A7} o|Foix A3y}
7Fsdk 7ol SAelw  #Y(railgun)  FH(gun
shot) A3 & AA Aol s=3lck

R
———

(a) SAS 3" w& (b) NavGuard100 =&
(a) SAS Anti-Jam module (b) NavGuard100 module
T2l 10. Mayflower AF2] SAS 2 NavGuard100

Fig. 10. SAS and NavGuard100 by Mayflower

5.2.5. Novatel A}

erlE(Novate) Ak 7iviel A=l $)x]gF <
A 24 GNSS G471, skl 2 AHAAES )
W= giAlck <4 7l (QinetiQ) AL &
31 13 119 GAJIT(GPS Anti-Jam Technology,
v 7 “Gadget”) S -5 st 2Ao]
290 mm = B|2A 3o, A o]FA|(land
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Algde] A= dar, A o= St HEEa ol
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(b) 5 B
(b) Interior image

(©) 4%
(c) Installation on tank

(d) Operation situation

a2l 11. Novatel AF] GAIT
Fig. 11. GAIT by Novatel
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