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ABSTRACT

Cross-Site Request Forgery is one of the attack techniques occurring in today’s Web Applications. It allows
an unauthorized attacker to send authorized requests to Web Server through end-users’ browsers. These requests
are approved by the Web Server as normal requests therefore unexpected results arise. The problem is that the
Web Server verifies an end-user using his Cookie information. In this paper, we propose an enhanced CSRF
defense scheme which uses Page Identifier and user password’s hash value in addition to the Cookie value
which is used to verify the normal requests. Our solution is simple to implement and solves the problem of the

token disclosure when only a random token is used for normal request verification.
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