DB ris

= 14-39C-03-02 Korea Information and Communications Society *14-03 Vol.39C No.03
http://dx.doi.org/10.7840/kics.2014.39C.3.223

HE] & Unattended WSNellA] 7hH 7] &F 7|4k
UTESLA®] ¥

AAF AL, A, o A3

T

Operating UTESLA based on Variable Key-Slot in Multi-Hop
Unattended WSN

JinChun Choi’, Jeonil Kang*, DaeHun Nyang**, KyungHee Lee

o oF
a0 =

(

T4 Al YESZeM BResjie Q1 W 3 skl nTESLAE SHIdE AlM vES]=9] £9& 914
BS(base station) ZHE] AlA] kg Hdsl= HR e A€ wAx|e] qlEe- 71538 et sHx]e UWSN 3+
oA - #-E 7] &3 FE Z+= pTESLAS A A Al ==B5e i vdy] AS5S Slsle] 22
o] Ak Akslelol gk BilR, AlA == s kRS F)7] $18le] uTESLAC] 7] &% Hol:
A2 A AA A=th, BSw 715 3037 S18te] L AUAAl 1 £ ZHo|ge] A7EE itk o) &ch o]
=rollA= oleldt s JHAdE] flsted b Zele] 7] £RE& Zk= pTESLAC) widte] Aljlelgion, o5 =
o A3 e nelemAl, Selel Aol AN eme] S5k AE AT A el Sashis oA
QAike] 2 FHA o Z98-S ZHghl

[od

Key Words : WSN Security, uTESLA, Broadcast Authentication, NS-2
ABSTRACT

As a broadcast message authentication method in wireless sensor networks, WTESLA enables sensor nodes
efficiently authenticate message from base station (BS). However, if we use WTESLA that has very short length
of key slot in unattended wireless sensor network (UWSN), sensors may calculate a huge amount of hashs at
once in order to verify the revealed secret key. In contrast, if we set the length of pTESLA’s key slot too long
in order to reduce the amount of hashs to calculate, BS should wait out the long slot time to release key. In
this paper, we suggest variable key slot WTESLA in order to mitigate the problem. As showing experiment

results, we prove that our suggestion improve sensor node’s response time and decrease of number of hash
function calculation.
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1 while STATE = IDLE do

2 MSG < Receive()

3 if MSG != NULL

4 Flood(MSG)

5 /* message */

6 if typeMMSG) = MESSAGE

7 PushTaskQ(MSG)

8 else if typeMMSG) = KEY /* key */
9 GapSlot <— CurrentSlot - LastTrustedSlot
10 K <— MSG

11 for i=1 to GapSlot

12 K < Hash(K)

13 end for

14 if A = 7K [* Trusted Key */
15 TK «— K

16 LastTrustedSlot <— CurrentSlot
17 while MSG < PopTaskQ() do
18 (Data, MAC) < MSG

19 if HMAC(Data, KX) = MAC
20 /* do process tasks */

21 ProcessTask(Data)

22 end if

23 end while

24 end if

25 end if

26 end if

27 end while

T2 1. AN =l B gl
Fig 1. Operation algorithm of sensor nodes
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