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ABSTRACT

Currently, HTTP traffic has been developed rapidly due to appearance of various applications and services
based web. Accordingly, HTTP Traffic classification is necessary to effective network management. Among the
various signature-based method, Payload signature-based classification method is effective to analyze various
aspects of HTTP traffic. However, the payload signature-based method has a significant drawback in high-speed
network environment due to the slow processing speed than other classification methods such as header, statistic
signature-based. Therefore, we proposed various classification method of HTTP Traffic based HTTP signatures of
hierarchical structure and to improve pattern matching speed reflect the hierarchical structure features. The

proposed method achieved more performance than aho-corasick to applying real campus network traffic.
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Request Packet

GET /checkupdate.php?cl=&v=103246420 HTTP/1.1
Host : update.utorrent.com:7070

User-Agent : BTWebClient/3130(27220)
AcceptEncoding : gzip

Connection : Close

Response Packet

HTTP/1.1 200 OK

Server : nginx/1.4.1

Date : Fri, 09 Aug 2013 01:54:16 GMT
Content-Type : text/html

Content-Length : 1459

Connection : close

X-Powered-By : PHP/5.4.16

Expires : Thu, 21 Jul 1980 00:00:00 GMT
Cache-Control : private

Last-Modified : Fri, 09 Aug 2013  01:54:16 GMT

A A Aol wE Edme]

Function
Ay %7

T2l 1. HTTP 848 7l selz=
Fig. 1. HTTP request/reply packet payload
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Request packet
GET /checkupdate.php?cl=&v=103246420 HTTP/1.1
Host : update.utorrent.com:7070
User-Agent : BTWebClient/3130(27220)
AcceptEncoding : gzip
Connection : Close
field Extraction method
User-Agent 7]¥]= of2-5€ o, \n» A
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7H] (13 AHe Ay AeA A9
Host 7]9¥1= tl4El \n37kA] =44
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Result
User-Agent = BTWebClient Domain = utorrent
Host = update Uri = checkupdate

J7l 2. 4= 32 9

Fig. 2. Extraction method for each field
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<Signature List>
Sig. 1~ “User-Agent: GoogleMap, Domain: google, Host map, wi view”
Sig. 2~ “User-Agent- GoogleMap, Domain: google, Host: map, wi update™
Sig. 3~ “Domain: google, Host map”

Sig. 4~ “User-Agent: Mozila, Domain: youtube, i - musicvideo™

Sig. §—“User-Agent: Skype, Domain: skype”

Sig. 6~ “User-Agent: GV, Domain: google, Host: picasa, urt view”

Sig. 7~ “User-Agent- GV, Domain: google, uri- update”

UA - GoogleMap LA LA Morila UA- Skype UA-GMM
D google google voutube D :skwpe D : google
HK:119 HK 120 HK 121 HK:122 HK: 123

map
HK 15

Sig. 3 s.g 4 Sig. 5 Sig.6  Sig.7

a8 5. AdA A HelE &
Fig. b. Signature hash table structure
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1: SLHT : Service Level Hash Table w2l Ae AelE By da, e R
5 UL = Sub st of SLIT node Aho-Corasick 71k -5 4Isk 2] & Aol vl
451 ULpar @ Sub uri list of HLHT node wale] 1 eldAdS Zugh). AlES Intel Core i7
6. for unlabeled each flow do 3.40GHz CPU, 8GB H|xg], gl A4 2.6.32 3
7: if U-DLevelKeyMatch(flow, SLHT) 7oA gsiEdc)

b if s Temmalg seSgCothg 2 Aol AHgal 2ok Sdfelast 49 7]
10- else  retum unknown Zre HolFa gk shif et <lefule] a4 Aol
11: Al R 51F 3,00009H 2] S EoA REANRE Efy
12: if HostLevelKeyMatch(flow, HLHT) 2 Ho|RE dHolE]E 33 29 R A3}
13: if .Hos.tLevelTextMatchQIOW, sig) 951\1;} ;ﬂiﬂ E?/H:k] %“Oﬂ HTTP E—‘j/H:gl% }—E’:‘i—?‘ 7]%
14: if sig.TermFlag setSigCode() N
15: if UriLevelTextMatch(flow, ULpiur) o2 F 258%7F WA Hla, A Ve Ee
16: setSigCode() 422%, vlo|E 7|Fo 8= 48.6%7) WHA H i) B}
17: else olE 7|Fo 7 oF 50%7} HTTP E#Fo]|x HH &
18: if Uri{;evelTextMatch(ﬂom ULsiur) Jkske 2412 Wolw gly] wWlFol, HTTP E&3] &
19: setSigCode() o] g5tk
20: else - = :

21: if UriLevelTextMatch(flow, ULsiur)

22: setSigCode() E 2 .Ef9 Ego]~

23: return sigcode Table 2. Traffic trace

24:

25: else return unknown Flow Packet Byte Duration

26:  done Total 41,365K 2,712M | 2,263G lday
a2l 6. W orElE 4y 3 HTTP 10,672K 1,144M | 1,088G lday
Fig. 6. Pseudocode of matching algorithm
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Table 5. Min, max, average processing time

Min(sec) Max(sec) Avg.(sec)
Aho-Corasick | 5.77 190.77 69.17
Proposed |44, 185.02 67.07
method
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