DB ris

=1 14-39B-04-02 The Journal of Korea Information and Communications Society '14-04 Vol.39B No.04
http://dx.doi.org/10.7840/kics.2014.39B.4.200

A|TYAE o]-438 sl Accountable SIEYl T2 EF
i)W, o] A E, A 8l o
Improved Accountable Internet Protocol Using Signature
Gi-tae Park’, Jae-hwoon Lee, Hee-young Jung

(@] ok
=i =

AIP(Accountable Internet Protocol)t ZFA~EZQ| F77|2HE] EEFv 4] 3 3AE AR F47 o4
FgogH TAECA Fiol| digk Al F=TA(Accountability)E AF3F7] $1gF wlEl el Fx2o] shie]c)

AP Ste] i) sigle Agepd, F70ol ol eR9ElE AR o718 ol %AE AEgos
W B3] Al Aok ol ATl e A% Q1% A5e) Aalh sl ek

2ERRE AfEe A A Jﬂ7'°ﬂ o] ASS S’ FU7Ie) of9] H=E WHAs] ¢ 1

wolslr] f13k e amlE ARE 23ela, o] AHE of8sle] WS 7| L ATl =

an FaE ASE 7 e W AP vIZUSE A’k AljE wiAYUSe] Bt oHAE 7
2

Zﬂ b EAUZe] ®Batel] AP E A7l d7|® 17k Ads 2 ke RS TRivke s

as

A
F] o]
pI

How
o r

rlr g

—\E‘—E&oo

o, _OL Elc'l' ::‘4

SHA

Key Words : Future Internet, Network security, Accountable Internet Protocol (AIP), Self-certifying address,
public key/private key pair

ABSTRACT

Accountable Internet Protocol (AIP) is one of the future Internet architectures to provide accountability concept
by using the self-certifying address that is derived by the public key of the host. In AIP, when a host sends a
packet, a domain that is located between the source and the destination hosts discards the packet in order to
verify the source IP address. Therefore, performance degradation can occur due to packet discard especially when
there is asymmetric route. In this paper, we propose the improved AIP mechanism to verify the source IP address
without discarding the packet by including the timestamp, public key value and the signature for protecting from
forfeiting the source address.  Security safety of the proposed mechanism is evaluated and the proposed

mechanism can provide the more robust security as well as reducing the latency due to discarding packets.
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Fig. 3. Source host verification procedure in the improved AIP protocol.
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