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ABSTRACT

Conventional researches of standard tool validating cryptographic algorithm have been studied for the internet
environment, for the mobile internet. It is important to develop the validation tool for establishment of
interoperability and convenience of users in the information systems.

Therefore, this paper presents the validation tool of Elliptic Curve Cryptography algorithm that can test if
following X9.62 technology standard specification. The validation tool can be applied all information securities
using DES, SEED, AES, SHA-1/256/384/512, RSA-OAEP V2.0, V2.1, ECDSA, ECKCDSA, ECDH, etc.
Moreover, we can enhance the precision of validation through several experiments and perform the validation tool

in the online environment.
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F 1. RSA, DSA, ECC2| oPdA] nla
Table 1. Stability Comparison of RSA, DSA, ECC

Time to | poADSA | ECC key | RSAECC
break in Key size size key size
MIPS years ratio
10* 512 106 5:1
10 768 132 6:1
10" 1,024 160 7:1
10% 2,048 210 10 : 1
107 21,000 600 3501

[Algorithm 1] Point Addition Equation

Input : Pi = (x1, y1), P2 = (x2, y2).
Output: P; = Py + Py = (x3, 3).
1. If Py = P, (doubling)
x3 = A2+ A+ a,
yi=x’+ MA+ 1) x3
where (A = x;1 + yi [ x1)
2. Else if P # P, (point addition)
=N +A++nta,
y3 = NMxp + x3) + x3 + )
where (A = (2 + y1) /| (2 + x1)
3. Return (x3 , y3)
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