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ABSTRACT

A railway SCADA system is a control systems that provide the trains with the electricity. A railway SCADA
system sends commands to the RTUs(remote terminal unit) and then it gathers status information of the field
devices in the RTUs or controls field devices connected with the RTUs . The RTU can controls input output
modules directly, gathers the status information of the field devices connected with it, and send the information
to the control center. In this way, a railway SCADA system monitors and controls the electricity power for
running trains. The cyber attackers may use some vulnerabilities in the railway SCADA system software to
attack critical infrastructures. The vulnerabilities might be created in the railway software development process.
Therefore it need to detect and remove the vulnerabilities in the control system. In this paper we propose a new
control protocol fuzzing method to detect the vulnerabilities in the DNP3 protocol based application running on
VxWorks in RTU(Remote Terminal Unit) that is a component of the centralized traffic control system for

railway. Debug-channel based fuzzing method is required to obtain process status information from the VxWorks
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