DEBEris

=1 14-39A-06-01 The Journal of Korea Information and Communications Society "14-06 Vol.39A No.06
http://dx.doi.org/10.7840/kics.2014.39A.6.303

S O ols 2N A3.=)
Bk kAR 913 2FAES] COOK W=z vy
ol F ' ol By FXA FTF

Scrambling Chaotic On Off Keying Modulation Scheme for
Security Improvement

Jun-Hyun Lee®, Dong-Hyung Lee , Hong-Sik Keum Heung-Gyoon Ryuo

< A = 9le AlzEel FRes BAl AaEe AlFe] uldlEA, vFTA, BudA, Y Sol

A4 5o BAE AN, 27136 #HAs] xR 5AE 7KRIch ol BAER QlslA gk BAl AlaEl
Al vl571A PAVE ARSSHEAE OE vk W

% wAlRT) BER AlSo] <257 JW}QE} 3A9F COOK W& AlFE AHH B|EQ] of|3o] 7] wie] Bt
A Alze] b FHoMs thE 7hees Wz WA R YA HriEch weba] 2 w=tol|4], 92| COOK
Hhale] mekda) Ao PdAS A7 Slsl ~=mEEE s S8 A2 ~=#98E COOK
HRALS Aok}, 7]& COOK Wz wAle dlolel7} 18] ZA-golut 7k~ AFE wHAA|7]7] wito] dlo]
B oS0 7FssA|R, ~mlEs] COOK Wx WAl AE skexs Al57) 0o ok glom 19 = 9] o
ol eFe] Erlgslich w}aw 2z2:E3 COOK W& W] 7]& COOK WE Whlwcl A Alse] HkAd

Key Words : COOK system, Scrambling algorithm, Security, Chaos communication

ABSTRACT

Chaos communication system can improve a system security due to characteristics of non-periodic,
non-predictability, broadband signal and easy implementation. Also, chaos signal is sensitive to initial conditions
of chaos map. By these reasons, security of chaos communication system is superior to digital communication
system. BER performance of COOK modulation system is better than other chaos modulation systems, even if
COOK modulation system uses an asynchronous receiver. However, security and safety of COOK modulated
signal are worse than other chaos modulation systems, because information bits can be easily predicted from
COOK modulated signal. In this paper, for security improvement of COOK modulated signal, we propose a
novel Scrambling COOK modulation system by applying the scrambling method. Conventional COOK modulated
signal can be predicted, because chaos signal is generated when data is only 1. However, proposed system
cannot be predicted, because chaos signal is generated when data is O or 1. Therefore, security and safety of

transmitted signal in scrambling COOK modulation system is superior to conventional COOK modulation system.
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II. System Overview

2.1 Chaotic On Off Keying System
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2.2 Chaos map
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System
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Fig. 5. Transmitter of Scrambling COOK modulation system.
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