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ABSTRACT

Recently, there have been continuous efforts and progresses regarding the research on diverse network control
and management platforms for SDN (Software Defined Networking). SDN is defined as a new technology to
enable service providers/network operators easily to control and manage their networks by writing a simple
application program. In SDN, incomplete or malicious programmable entities could cause break-down of
underlying networks shared by heterogeneous devices and stake-holders. In this sense, any misunderstanding or
diverse interpretations should be completely avoided. This paper proposes a new framework for SDN application
verification and a prototype based on the formal method, especially with process algebra called pACSR which is

an extended version of Algebra of Communicating Shared Resources (ACSR).
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E 1. pACSR 7% A4
Table 1. Syntax description of pACSR

ACSR .
P Description
Syntax
NIL A process that executes no action(i.e., it

is deadlocked).

To execute a timed, resource-consuming
A:P action A, consume one time unit, and
proceed to the process P.

To execute the instantaneous event e,

P
© and proceed to P.

A non-deterministic choice between P1
P1+P2 and P2 which is subject to priority
arbitration.

The parallel composition of P1 and P2
in which the events from P1 and P2
synchronize or interleave while the
timed actions from P1 and P2, if they
do not share any resource, reflect the
synchronous passage of time.

P1||P2

The close operator, to produce a process

P11 . .
(] that uses the resources in I exclusively.

The restriction operator, to restricts

P\F . . .
\ events with labels in F from executing.

To represent the behavior of P in which
P\l the identities of resources in 1 are
concealed.

A process constant with a certain arity.
Each process constant C with arity n is
C associated with a process definition of
the form C(;)%P, where z is a vector
of n variables.

A conditional process term  which
behaves like P if the boolean expression
be evaluates to true, or NIL if be is
false.

be->P

=o] #HolBo] gli= EdxA A2~Elgl LTS (labeled
transition system)® 2= 4= gt} oE TZA~
Plo] v} 2 52E B 4 gk

ay [¢%%
P,(10.0.1.1) — £,(10.0.1.1) 2, P —
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Z2A2~ Plel] 10.0.1.10]2R= AA] 7S 318 g2
B2 Fr}. o7)4] 10.0.1.1< source IPE 10.0.1.1

.

389

www.dbpia.co.kr



The Journal of Korea Information and Communications Society *14-06 Vol.39B No.06

7HE & R JAEAS wE) P1(10.0.1.1)0]
alolghe W48 Alssla P2(10.0.1.1) olzhe =2
V| B ==, o] ZEA P27}
“Py(x) £ foo(x)—ay P9k Zro] Ao=]e] glrhd
“f00(10.0.1.1)"2= predicate”} Ztrue)S 28l
745 a2 NS Alsfsta Z2A| P37} Hrk
T3 pACSROAME ol el 945915 3
AAA 948017 AgsE =), S 59 aP + b.Q
oA a®] $415=917F b}t o ar} W] AlsyElc).
o SEZES A FRSEle] 5 F3F
AAbE B =oll 4] A2J3k pACSR g o]-43}e]
A8 WAt eflorl.

P(z) := matchSrclP(x,10.0.1.1) — (chlz,1).nil
S:= (ch?y,1).nil
Sys :== (P(10.0.1.1) | S)/ch

9] 9] vl P(x)+ packet x5 IEE R
TR Z2A|ATA, ZZ2A| P7} packet x5 HES
™ predefined predicate?] “matchSrcIP” o4 x <]
source IP 7} 10.0.1.1 <I7}& A|=3}3L, Packet x 2
source IP 7} 10.0.1.1 ¢l Ze] El=w, T2 A~ P
+= packet x5 A'd ch & E38 2Ac) Packet x5 X
W 5 ZTZAA P nile] #ok 2k packet x9
source IP7} 10.0.1.1°] opJo] 4] matchSrcIP 7} A
(false)d] 7%, ZZA|2~ P nile] ¥ch ZaAx s
= Ad chE E3}] packetS HES ] HES- packet2-
yeha MHE F nil Z2A27) "l 2242 Sys
= ZEAA P9 EEA~ SE parallel
compositiondF= ZZA|A2 P L2 A|~0] Hl2inlE
# source IP7} 10.0.1.12] packet-S AHE3H= AS W
AFz ik & EEAA SysE EZEAlx
P(10.0.1.1)3%} Z2A|2 §7} Ao Al AL =
g5ty gl on P(10.0.1.1)2] s}2lr]E]4l source IP
£ 10.0.1.1°2% 7] 9J+= packet2- “matchSrcIP”
predicate”} < 7% A chE E3l ZZA|2 Soll
A ADshk= A& 2] =32 9lck

B =tellx] AARE pACSRE] F83% 54
shibs SEERT0] TR A B T
A|3}7] $]8ll Predefined Predicate (PP)2} Predefined
Function (PF)Eh= 52 AlEA A2sioch= A
off gk A AWElsdRe]  “matchSrcIP =
Predefined (PP)2.=  “matchSrcIP
(x,10.0.1.1)” 2] 2|7]:= packet x9] source IP7}
10.0.1.1 o715 A =3H= predicate >Z source IP7}

o,

o

yul

Predicate

390

10.0.1.1 & A= FHtrue) 29 3k 137
73 7A(false) = BlRlsh= 7]6S ~adlct Side
effect7} ¢l Z78}ell 2] tl2 Predefined
predicates®] 2|3t 4= 91 °m Predefined Function
(PF)= packets 8l 3= 52 A output
action())o|u} Z2A|~ FEivle 2 AHSE)

2.2 pACSR 7|5t SDN 29| HEHZS iy

H =Hojl4] Aekgk pACSR 7]4ke] SDN A3 #
Z ZHdYa= a7 204 xA13F 3 g 3ho]
SDN HEZ#|, 2EZ2 9 AHu A4t (Y 229
Hlo]E, BEwx] AH 5), 12|35 pACSR H5% ¢
g veriSDN FolwE& A=, W] SDN A=
Eeoll= 5 84 2 Ay PAS fJsle] FAEE
2 Yol E0J71= veriSDN plug-in =&} 7|84
o2 Adses g9E wme muEE 8 2o
aelal ASE 8 E S 58 ZEaaEe] 5
ghel. 53] ZEZe] diel| E°17K= veriSDN
plug-in BEol| = ZAEZH A 2]k thekil A
we] et SA et AR A w A5 71l
Z], veriSDN ZolER AXd ZQIXS EF3)
O F ZRSHe)E Huu EERR] AFue 3RS 7]
EAH= o ~EeR] Bgd| 5713} sle] A 3}
EZFH] 5] oHlE AH, 29X oHIE K
22 ekl oWl E A Mo} ZAEZTdA F2s)
859 FHEE HRELS veriSDN Fo] g

e o

)
o
i

A% zadel=e] 4 252 veriSDN o] &

ereation App-
{w, Firewall Qo5
routing.,

| e

SDN Controller
eris

Verification Properties
e, male conflict, Qos...)

Global Network View(Dlis)
[Flews Tables. Topalagy Info,
enc)

.................................

i i

~ | '

Nr"OpenFigw | | E
i

. i

l |

i i

erification Results - 1

E (Trso, False) - WVeriFM 5

| (Transition Graph Generator & 1

A o Traverser) v

SON Switch | [ son switeh | .

2l 2. pACSR7|HF SDN A Y=
Fig. 2. Framework of SDN Formal Verification based on
PACSR

www.dbpia.co.kr



=% /SDN && A%E g LaA2 dA 8} 7k 49 7]y

( ) 2 Z%0] e S il ofF Fg- dl=e)

, b o) FRmeelodst BERA 9ol S57)
/—\ WASREA] oS Hela) ek

( . ][ ) % 32 A4 373%2 N9 =e] =t oA =elet
: BV 714 SDN ZIEZe]elxl= S=feo] 83} EE2A]

=

AE el Au AT olek Hael 5
5 589) 4% 54 AU = ohE okl Hu
pelslo] 27 A% m aﬂu}. B A%

l e w2 el o)t fz}ﬁoﬂ/q 1—,}01:3} o

1'FU ru

S50 el wE 2] l;:— 452 ur} 44 A4
‘ a7] $1gelrh. oled AnSe 74 R 43

N HA g Aol Hx pACSR 2333w A A] o]

[ , PACSR ol BH=A] o] -8 selshs A& A7
} ok d el U@ Aol VeriEMeA] A5

mlﬂ

F

) anﬁf—— AT 7)ol %] Bagh vk
5 AEel} A% G4l dete] £57) Waek

ZH o5 ZAkele] dlY AE 4SS 84T

:LE|3SDNX433%— TLE o el e
Fig. 3. Operational Pr of SDN Formal Verification S Z qiERit]. o] W 758 8 A3H= EEolli= SDN
HAEZZ = veriSDN GUI 7} =ik
-2 property manager, pACSR generator, pACSR, B =%0i= SDN 3Hola] AdAZS 93
VeriFM ©2 A%t property manager oA+ pACSR &} o] 742 9]t SDN A% 2 =
SDN Z1EE2]9] veriSDN plug-in ZEZYE 735 ogo]E-o 78] 49} o] AAEIT old] hEF A=
slaral sk i) Sgme e &4 ARE gl I8 s R Adrgdic) ZhIRE ollAlE $lsle] 270
ol pACSR A3mAl F= AL 213k AAle] =14 o] ~9)#|(S) T Zze] 92 shte] meH)e}
< 433t} pACSR generator B-EollA= &% 2~ AAgdo gy 7 A9xnlc} F e XTEE L2
e BEENH BERA, FRpEels AN ¢ AR Se) o] Wl 2412(S)9) Em)e] AAL A
o] WRHTAel wje} pACSR HHRA T8 A wemz Wjsjele 7 29140°] ideh P = o)
3. 93719l property manager H-Eellx] T ZF 7). S1- 00:00:00:00:00:11/10.0.2.1 ©] ARZ, $2
SAEE pACSR A¥™A| == Wgsia o8-S = 00:00:00:00:00:22/10.0.2.1 ©] ARZ 71w HI
%‘{?ﬁ}"% PACSR el #3sh=AlE A5she ] mac HEE 00:00:00:00:11:11, [P 10.0.1.22 A
A& 7|30k o2 Al BAE pACSR AFHA F=F Aaielrh. H2= Z7F 00:00:00:00:22:22 9} 10.0.2.2
7IHES 2 veriFM R-gollAl+= A3t 123 (Transition 2 7519k o]9) M rulel & H1.0.23E] So]9
Graph) S A4 gkl oA AAE =5 7k L 9719 ip TS WAsle] H2o| AYslEE sl
FlowTable
dpid : 11
dpiel 00:00 00:00:00:11 dipic 00:00.00:00:00:22 rule 1:
in_port: 1, sre_mac: 11111
. ch2 . action= mod_src_ip : 10,011 out_port:2
chl” ~ch3 e _
-~ ~ in_port : 2, dst_mac: 11:11 action= out_port:l
dpid : 22
" ) . H . rule 3:
ﬁ'g.%g%m'mnu ir;?cl_g%lr;ctéu&mzz_zz in_port: 1, dst_mac: 22:22 action= out_port:2

rule 4:
in_port @ 2, sre_mac: 22:22
action= mod_src_ip : 10.0.21 out_portl

2l 4. Flow table?} EZEX] H oA
Fig. 4. Example of Flow table and Topological View

391

www.dbpia.co.kr



The Journal of Korea Information and Communications Society °14-06 Vol.39B No.06

MatchRE\iZ, (ﬁh_l‘.xl)

ch1ix1)
RN
5DN = (51 S2 || H1 || H2 \ jchlch2,ch3): - ( D,
51 = (chl1).51_P1 + (ch2%10.51 P2 + {}:51 /\ = _ ﬂ
51_P1 = MatchRulel)—(ch2 (ModIP( 2),1).51+[1:51_P1 S —_ { N
K1 P7 = MatchRuleZtd—(ch1bg1).81 + [1:S1_P2 B MatchRulel, (CWMOdIPW)«“\ﬂ’/ H}-/ &
H1 = (ch1?13.H1 + {:H1; MatchRu\e‘}L(_E:EL(MQC}I_P(XZ),l) ’(ﬁhﬁzﬂﬁ
K2 = (ch231).52_P1 + (ch3™10.82_P2 + [}:52 ' I
52_P1 = MatchRule3()—(ch3lx,1).52 + {1:52_P1 (ch27x1) (ch3tx 1) N /
52_P2 = MatchRuled(x—(ch2 (ModIP(x, 2),1).52+[:52_P2 < > e
H2 = (ch3tLH2 + [kH2: (- — 5 \ L
I ‘ ) T
e MatchRule3, (chilx 1) \-”"‘/ .
02 5. pACSR AyFWAe] w2 gk gz A4 o
Fig. 5. Example of pACSR and Transition Graph Generation
ruled= H22HE HFE= A719] ipE WSl HI Z25do] 8 v =W 1PE WA 52 o 31
o2 AWNEE AR ol a4 oA AR o Solrbl W o] ] 52 meAl2v} 1 A
= Slck 29} ch2 & 53 5713} o] FHzle] A=A ok
S ol A9 ERfeel) BEEA 52t 0w e Lol S2pLo ol 5ok ol
B8 7O R pACSR ZES} A% TelEE = sl a9 sl FmSeelds) QAshe Ae
ﬂf{ Aot} 135 oA A% pACSR A& A = ch32Z YRl H2 Z2AAE A7) H2
= ¥¥ SDN 2 ZHe] ~9%(S1, S2)9} = Z2A|A7) BAIEE =)o packet° —ﬁ—%}lo] traverse
(H1, H2)E Z2A|AR 3l o]o] thsle] ¥d == 7} Hglon] nE Z2A|AE0] deadlock $
A2 Aelekar A (chl,ch2,ch3) 2larEel 9] ql & 4 Sk
el ATRQE A @ 5 e 917 s
(SL, S2)= ¥E Z=2AX(SI_PI, S1_P2, S2_Pl, . GIPAIRIE 78

ol B2

S2_P2)& 1}7o] X3 MatchRule <= %
18k 4= 9lr}. o]
z=

=
slo

dlo] & v} Aol el He FHel P ol pACSR AHAZF ZAlIa 7
27| AAE pACSR FE=2 Agkaz) BAEHA| < 913} veriSDN Zo} 2EF mysql DBE- sh}<]
W 7852 45:]0] 73k} A 2~"o)| A3}l A)ZEE 93} veriSDN GUI A

a7 59] S1 & 7]E2E chlellA] #j7le] £l 2815 g wix]Ele] 2te] A aHloR HAE 3
W SI_Pl °% qum =3 o714 g1 Z2$ 7} & FAATE veriSDN GUI= windows 37 ¢llA]
I F1 l 2N 0T ] ? imnnmmu |u.||nnmmmw| mml | | Ill.ll.ll.tﬂ[ 10.0.0.90 i 006G | OO0 | xS0 l‘l [iE5 2] [ |
mtching acticas
TCRAUCE | TCRAUDPR
no | dpid Jrgres e s e | v v » ® P w seport L gpont | e
Part e st byme i priorEy e dst prota Tet ICMPype | ECMP code
1| ewaon ol x50 diop
2 oW a7 L] S0 crop
3 o 0L 10002800 port 2
4 O (0 01000100 port 1
5 oW _08 100010 port 3
& W 0L poet 1
] ow_ai1 port 3
] O a7 port 1
9 o pertd
10 W _al port 1
TR AR sooncoucvre | ooess [T vosoio Trooow S

38 6. A = ot ilsks FEfHelE
Fig. 6. Flow Table Example of Rule Conflict

392

www.dbpia.co.kr



=0

[IE=14

g Z2A|~ g8 7)ak A )

C++ 2} visual studio 2010 spl=- o]-8-3}e] 7ts}d
a7, veriSDN core + 2|52 fedora 12 B{Z ol
mysql -server 5.5 & °|-§3}e] /P 3 H~E
738 F53Ick

PACSR A 7S =¥ =9] Aghst 52t 7&
#obslr] g8l 3 F= SAE AASsisichelE

TTo&2 H o

215le] SDN ZHEEZ]o| 7|EHo= =298 585
A7 44 715S 9lsle] Bl S8(TCP 80

port deny)S F7Isloic}. 7kl Bl 58l we}
12169] flow table 1-27} AA =3 258 $-8o
2]3}e] flow table 3-13 o] A4 =ik o] wf HE5S
22 3= flow entry Flo] 5¢ 23 o]d] digh
flow entry 147} RS 1 275 7AE3Isic) Al
2 AAE flow entry 140 2R sl Z1-S- portl
o8 HFo] 7FsdtARt 718 Bt 3-8 23 A
= flow entry 1] w}2® FHZ1-& drop 3o} 3=
T FEo] HAE sla i 7ol oA
o5 GUI & &3t &l & 5 gk

&

[

Iv.

e

oI

SDN< V|E$]= 72 A7) Alo] E -8o] £
EgojHog 71sslng g =2 7o] SDN Z1E
2ol 23l SDN 291l 72 HkdA7]7] Aol
A dIAS AT Zlo] el o) &
AZs] 918 8= of=] W T hiE A
H71HE A3k, A3 71 SDN9| ZEEH
v 2~91x2] HEYA] 7159 53 R B
dJslas, 84 A4S 42305te] SDN A A 2~Hl
o gt A=)} S R 5= glok= 7|
A1 o] g glrk

VeriFlow' 1= %7] A|ke t3#2]<] SDN &

FAollA VIEY A Al d3S mIHA] oA
AAZEHe R vEY=m Auke] EWA(invariants) S
#3171 24l A% WAlelek VeriFlow+ SDN
EET]9} 29)RF Aol $IX|31H, AEZ] o A
= 20 299 513 (el Abs, W73 s kAol o
s UES = AA2] £ s =AlE Al=8.
ol 918l RE EHH Abe) WS 43t BE
Hsla, MEYZol =2ts)7] oAl 7}x
ZAEsh= viAS Akg3lt) VeriFlowel o
g Z2 EEI]]2 NOX ZAEEZ S} vl 2EE2
25 o] g3ty TN, AZ 3

I~

EN

7 wre] skl 7%l

| HPANE P} s
. Snapshot of Implementation of Prototype

ohd w4 E91d 12T ol galo] A%
ol g0 A el oF He

NICE"%= wtel SDN 71 B9} the] )27}
FakEle] gl A Q78H= SDN 34419
A AHAS =75 Alsdch NICE= 9 AR

24 AEZelo] ARIFE 08, WESD BE2A
U A%E sl sk 44 AnE el A ow

A2el A EE sk, 29X 24E ek w7
off sl Abell Aoleof e} S WhAlS

4

Zlo] A= Jal= W £, =
3] TR, T SAET ) of WEko g
Zlo] ZE=A], 29| X|ollA] Bl o] g)i=
HZ1E of A= Aol gt AR5 S o=
sl 9lrk NICE+= A7 o2 wWsh= v|EH = 3173
ojuf ZAEZEY Aol T2k v 887k 334
& HEshe S AlYde] qlck
Formal Network Testing*-2 #1371
of VIER A SRz A LR
T = AT WS Akl ZF 9]
EE A ARE Rl AA MESa EEEA
Az sk, 7 29 FAe ashes
sl 1A oR A1F AHFlS
72 9AE 2ol W= Hh

3

Bl i
gozi AR Wt 919 14 07, =t
o] e7E Aol v 95 ZEEERleR 7
3}gict. B HHH-S Header Space Analysis[lgl glo]H.
g2l S o]g3le] HAE F7ls Q] el
Header Space Analysis Zlo]Hz{2]e] A&kl £A4

o
=

o=
=TT

393

www.dbpia.co.kr



The Journal of Korea Information and Communications Society *14-06 Vol.39B No.06

o tiaA AAFe] 7hsdkar AXZE H el FAA R
£ ©]83F QoS h-Helu, v hed 2 &
d A5 8ske 3olde Ao o3k
Frenetic!'®'7-& 7]&2] 9 ZZ220] NOX APIZ
o|-83h= 7359 A (e B9, 3t ol o]
WE x2]& 9|3k F3Hcomposition) 7|5, SH=So]
291X 2 Qg T2 e glE]dje] s Eaky 5)8- 3§
ZAsl] 93] wHEelzl A9 Hd =2 agn <defe]
. olE Slsl A FAtsksle] HABlE 71Ed 5 g)
= 72} x| B} 7uke] HARlS AlgE]
olg] o] =] Held & = WS A
° ??}D]'. 3k Frenetic < LEZZ 2% 7|Hke] 735
< AYPH o AL 9= vEN T Z2a3v
1o % A-g3lc}. Frenetic 4] &M =& 78] olo]
E AF 3] el sAoR Wshs UES= 3
ol Yepd 4= gl FAlol| disle] 7= sl|olle Al
ofo] uwpr}
FlowChecker™®= of2] ¢.Z Z2.0 olzz} |
°ﬂ *ZHKF *HXI*& A 5 9l

>

rlr v

lo g

= S8l g E‘ﬂl"]"ﬂ A= ZEEE 9} ofe] 9]
2|7} Flowvisorg 7ol 3hte] ZlEgevle] S22
= Alfsla, o ZEEe e} 29AER 7R o
2] E|e171S FlowChecker BEo| 4% 22
/‘}3—’3]—“3]— FlowChecker= 7} ZAEZZ 23 e &2

5 el ARE 43 % 2ol 1A HLES el
G Fmy vloldel Aaun e Az
Halolel oy EHQI7ke] F25 AHNHE 7153
S 4y wdy  ash
FlowChecker+= WE$ = 7]l tigt
oS8 Qb 2 e elas )
583 3ol 54 S8l EA T
A% 3lele A otk

Header Space Analysis[lg]“ Y ELIAFS] x4d
ozl @ A de]e A=F 4 gl= A A= =
qH=ZE Aot o] A% A== WH 4
olelel Y Fxo] WA N-E AF3P, TE,
A e Eae] Zle] A oF el A=
_/’: 9= TRESR 5&1;(40] 7&% X—]?s:] 7]1:14& xqg]s]_
o} Tef} hE WA Ak o)Al edFeh vt
A2 o] WAL A4 0 HsfE el
o ARE AR HldATA = FEhe dHAlE

>
30 ¢
e
r'{f
i

394

Eoﬂﬂ A|okek SDN -4 7= uhHolle =
Exﬂ A= Bz} ole] 7]4ke] pACSRS o]&3le] £
*“ETEﬂ 129 2} 4 BZ2x] Ay

e = lL_fﬁ SDN -§-§-llA] wt
A = 9le SEEEF A 35 59 &R E
Aol WAJElaL AEE 4 9l Balek oo ot
£ adget £ AT AolF ZeA~ dxHe) ol
©13] pACSR WA o7} &EFRY ZR-fHo]E
I BERA] AR FowitE WiAoR 2 Wit
A= 7189 C, AP, Fol& 55 Fa TR
7 3= SDN -§-& 7Nzl EAst A3HA dol&
AP el olslalar o] & Fall A1 AE A dejw =
2o & Dar) foks el lvk w3k A=A
dlo]2x] 71& ZRAA dx|BE} AFde] ACSR =
gsto] SDN2| 2]l F=g-elo]Ee] T4 52
AAZE AlzE ] TR AN S BAl =
RA|~ES] AFARZ Aolshe 5, A7k Ade] 2
g5l SDN #119] F=2k-& Hr) 7HEstA HEsiA A
g A 7Fssieh

B od:[L% o}z] oq:[h:]_yq]i/q Al ]-7:]]1 J]—gg]_y]
S ol e 2 Al oldizl ARl 31
wlojo} gt} wx A 7=e o8] AlLE= A3
g ze FRpHIET s 2913 5t woluiAl
= o A7} S18ke] #HK (scalability) ol A4S
ZHA| =t} olzigh EAIE A Sla) A3 1=
o] A% A& Alell Az} wishe int 4847
R4 71Z ¥l (incremental method)ell T3 7}
A7} d s, FAol pACSRE} Azt 1= E o
gl7le] CPUE 2= “éEl;'C‘i ZRAA AFEE ©]
S3to] 3 A WE A F Qe s s A
& 7WAdell gk ‘ﬂ'?” T Fag A F shio]
th SR AR} sl 2 Aodt A4S 4
o2 kel e IR WSR IE CIL
(Computation Tree Logic) ¥ 22 $4 A9 odol&
£ Az A0l Fokshe wieke & w4
43} A5 fl8 Ao a8 Fell qlrk

References

[1] ONF (Open Networking Foundation), OpenFlow
Switch Specification Version 1.3, September,
2012, from https://www.opennetworking.org/.

[2] N. McKeown, T. Anderson, H. Balakrishnan,

www.dbpia.co.kr



=& /SDN &8 ZA%E g ZaA~ dxnet 7k A 71y

[3]

[4]

[5]

[6]

[7]

[8]

9]

[10]

[11]

[12]

G. Parulkar, L. Peterson, J. Rexford, S.
Shenker, and J. Turner, “Openflow: Enabling
innovation in campus networks,” SIGCOMM
CCR, vol. 38, no. 2, pp. 69-74, 2008.

E. Clarke and J. Wing, “Formal methods:
State of the art and future directions,” ACM
Computing Surveys, vol. 28, no. 6, pp.
626-643, Dec. 1996.

D. Park,
infinite sequences,” in Proc. GI-Conf. Theoretical
Comput. Sci., vol. 104, pp. 167-183, London,
UK, Mar. 1981.

R. Milner, Communication and concurrency,
Prentice-Hall, Inc., Upper Saddle River, NJ,
USA, 1989.

E. M. Clarke, E. A. Emerson, and A. P. Sistla,

“Concurrency and automata on

“Automatic  verification  of  finite-state
concurrent systems using temporal logic
specifications,” ACM Trans. Programming

Languages and Systems, vol. 8, pp. 244-263,
1986.

H. Kwak, J. Choi, I. Lee, and A. Philippou,
“Symbolic weak bisimulation for value-
passing calculi,” Technical Report, MS-CIS-
98-22, Dept. Comput. Inf. Sci.,, Univ. of
Pennsylvania, 1998.

H. Kwak, I. Lee, and A. Philippou, and J.
Choi, “Symbolic Schedulability Analysis of
Real-time Systems,” IEEE Real-Time Systems
Symp., Dec., 1998.

I. Lee, A. Philippou, and O. Sokolsky,
“Resources in process algebra,” J. Logic and
Algebraic Programming, vol. 72, pp. 98-122,
2007.

J. Choi, I. Lee, and H. Xie, “The specification
and schedulability of
systems using ACSR,” in Proc. IEEE Real-
Time Systems Symp., Dec. 1995.

M. Kang, E. Kang, D. Hwang, B. Kim, K.
Nam, M. Shin, and J. Choi,
modelling and verification of SDN-OpenFlow,”
IEEE Conf. ICST, pp. 481-482, Luxembourg,
Luxembourg, Mar. 2013.

M-K. Shin, H. Kwak, J. Choi, and M. Kang,
“VeriSDN: Formal verification for software-

analysis real-time

“Formal

[13]

[14]

[15]

[16]

[17]

[18]

[19]

defined networking (SDN),” Telecommunication
Rev., 2013.

A. Khurshid, W. Zhou, M. Caesar, and P. B.
Godfrey, “VeriFlow: Verifying network-wide
invariants in real time,” HotSDN’12, Helsinki,
Finland, Aug. 2012.

M. Canini, D. Venzano, P. Peresini, D. Kostic,
and J. Rexford, “A NICE way to test
OpenFlow applications,” NSDI, Apr. 2012.
H. Zeng, P. Kazemian, G. Varghese, and N.
McKeown, “Formal network testing,” 2012.
N. Foster, R. Harrison, M. L. Meola, M. J.
Rexford, and D. Walker,
“Frenetic: =~ A high-level language for
OpenFlow networks,” in Proc. PRESTO’IO0,
2011.

Frenetic project, from http://frenetic-lang.org/i

Freedman, J.

ndex.php.

E. Al-Shaer and S. Al-Haj, “FlowChecker:
Configuration analysis and verification of
federated OpenFlow infrastructures,” in Proc.
SafeConfig’10, pp. 37-44, Oct. 2010.

P. Kazemian, G. Varghese, and N. McKeown,
“Header space analysis: Static checking for
networks,” USENIX Symp. Networked Systems
Design and Implementation (NSDI ’12), Apr.

2012.

7| (Myung-Ki Shin)

199213 2% @ st AA}
ALtett At

19941 29 @ Fo]efstw
o AzAEs} Ak

2003 84 : FriEtaL
o At b

19943 29~&A : A

AT FEdAlE AT

Fok> SDN, NFV, ulgiQlE]Yl, IoT

395

www.dbpia.co.kr



The Journal of Korea Information and Communications Society ’14-06 Vol.39B No.06

0l & 3} (Jong-Hwa Yi)

1990 24 : ghefosta Az}
3 At

19961 124: rlzgle I
Shal A wgAlse) what

1990x124~&A) : = REA]
AT FEATAE vIES
ﬂ%od:ll/\l ;1}_'1

<¥AlHol> SDN, NFV, UlE$7 7A37]4, v

AR

Z & & (Yunchul Choi)

. i

20101 29 : g A=}
?éi%ﬂtﬂ# A

2012 11¥~3A] « g=3iaks
Al T7e) o179

<34 F-o}> SDN, OpenFlow

0] X| & (Jihyun Lee)

20059 29 : AHdgtw AHw
FAlst) Aa}

20099 2% : A5 #H5F
ElZ}stat whap

2009 5U~A : F=AAE
A9l vEYzRTAT
Al Al

<Al Fol> SDN, NFV, $40]5EAl [oT

0] & < (Seung-Ik Lee)
20004 29 :grEdiElw A
A <4
2002 24 : gl Sl A
HEXIE XX}
20004 24: F=Elr|%9) A
/ LR
4‘\ 120009 5Y~3A) - GFEARE
Alad7-4 Adslad-4d
<ZA]Hol> SDN, NFV, NGSON

=

e

3%

2 0] ¥ (Miyoung Kang)

1999y 29 : F=oislw A
gak A}

2011 8 wuistw A
E{gta} uiap

201443 3L~ mEEk
IFAFISWALE] ATl

R

<TAFols AT E o) 3l A
#7W, Z2EE4F, SDN

2l (Hee Hwan Kwak)

1986 : g
g3} shab

1988 : 2| Fijo} Rt #
e g} AA)

20001 : Ao} ot
(Upenn) Z57E{sh vhal

20104 9¥~3A : Ze=
7914

<I)Bol> A7, SDN, 4G FAEAL IoT

o
Jov

old] 7]

# &l A (Jin-Young Choi)
19821 294 : Aokl 5

Elgetat 24
= 19931 : FAH|L o} ot
ey (Upenn) eI} upak
199611 3<4~3Af : et
Dl
<FAlRol> A/, Alfte]

ST EJe] FI}, LT EY ] E . SDN

www.dbpia.co.kr



	SDN 응용 검증을 위한 프로세스 알지브라 기반 정형 기법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 프로세스 알지브라 기반 정형검증 프레임워크
	Ⅲ. 연구시제품 구현
	Ⅳ. 관련 연구
	Ⅴ. 결론 및 향후 과제
	References


