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ABSTRACT

Recently, mobile users continuously increase, and mobile applications also increase As mobile applications
increase, the mobile users used to store sensitive and private information such as Bank information, location
information, ID, password on their mobile devices. Therefore, recent malicious application targeted to mobile
device instead of PC environment is increasing. In particular, since the Android is an open platform and
includes security vulnerabilities, attackers prefer this environment. This paper analyzes the performance of
malware detection system applying linear SVM machine learning classifier to detect Android malware application.

This paper also performs feature selection in order to improve detection performance.
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Table 6. Performa.nce Results of D1v1ded Memory Feature
TPR FPR | Precision | Accuricy
Normal 95.38% 7.90% 92.41% | 93.65%
Snake 75.07% 1.44% 81.88% | 97.26%
PjApps 74.10% 0.06% 96.16% | 98.51%
Geimini 97.98% 0.78% 89.08% | 99.14%
GoldDream 86.9% 0.71% 88.12% | 98.59%
Fakelnst 83.43% 0.28% 95.41% | 98.80%
SMSHider 73.18% 0.00% 99.84% | 98.53%
Opfake 99.42% 0.08% 98.54% | 99.83%
Rooter.BT 78.78% 0.07% 98.58% | 98.73%
Basebridge 73.65% | 2.19% | 58.04% | 96.47%
DroidKungFu | 98.67% 1.57% 82.61% | 98.43%
Average 85.41% 1.37% 89.15% | 97.99%
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Table 7. Performance Results of Combined Memory Feature

TPR FPR | Precision | Accuracy
Normal 88.58% | 8.81% | 91.81% | 89.95%
Snake 73.7% 1.39% | 76.18% | 97.29%
PjApps 73.52% 0% 99.84% | 98.59%
Geimini 98.86% | 0.25% | 95.67% | 99.7%
GoldDream 80.51% | 3.43% | 61.33% | 95.74%
Fakelnst 8541% | 0.68% | 88.88% | 98.58%
SMSHider 76.02% 0% 99.98% | 98.73%
Opfake 98.6% 0.55% | 92.01% | 99.40%
Rooter.BT 90.47% | 125% | 87.37% | 98.31%
Basebridge 7525% | 2.13% | 58.38% | 96.68%
DroidKungFu | 82.42% | 0.24% | 91.36% | 98.84%
Average 83.94% 1.70% 85.71% | 97.44%
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