DB ris

= 14-39A-11-05 The Journal of Korean Institute of Communications and Information Sciences ’14-11 Vol.39A No.11
http://dx.doi.org/10.7840/kics.2014.39A.11.660

H=|2E F43 vlojol g4 a3 RFID A=
A Z2eF

AW, A=A

=

RFID Distance Bounding Protocol Secure Against Mafia
and Terrorist Fraud
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RFID Al2®l2 741 APdelels AR gl tlelgt Au|ze] A= gleh. 2 Auzel] el
At AL AR R E QG T Ee] G 9le] 1 sl EA e wigk AT st} o F FA $49
dgal wigo} T4 W Aol Q= ez} BlHe] HARE TRl AL sle] Qe AFY 5 e F
Ao dubbel Hol TREZZ = H
2tie] Q1o A-g3leict L ©]F Munilla®}l Peinado= Hancke®} Kuhn®| ZREZo| L QXS Frlsle] 34
zZte] wlajo} A AF FES U5 7] AR Z2EFE Adelsith. Ahn et al-> Munilla®} Peinado®] ZZE
Fur} gAlE) ] ibERe £ Z2 RS ARKSIrE. EarelM+= Munilla®} Peinado®] ZZEFo] H2]g]

of Fekstay, TREEE ARSI AR aElElelSel® Esta Ahge] AF A vlevIE Q& o
o]iFe] alFe]l E71ghE Whlth m, Ahn et al.o] ZREFO| vizjo} FAR 7] kFof FHURHS BE|ar, o] Fof
AEE AMAdsle Helelae 343 iyl FA hdsla 3He-S wejdt TRETS Ajksh, 7E ZREF
7 Algh Z2EFO A, E&AS vla A
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ABSTRACT

RFID system has been used in a variety of services. So, a lot of attacks like a free ride on the service,
leakage of property or personal information are known. Therefore, the solutions that address these attacks have
been proposed. Among the attacks, mafia fraud, a kind of relay attack, can not be addressed by common
authentication protocol. So, Hancke and Kuhn used distance bounding protocol for RFID authentication. After
that, Munilla and Peinado modified HK protocol by adding void challenge. So the mafia fraud success
probability of adversary is lower than probability of HK protocol. Ahn et al. proposed a protocol that reduces
number of a hash computation and traffic than MP protocol. Here, we show that MP protocol can not defend
the terrorist fraud and is vulnerable to noise. And we show that also AYBN protocol is vulnerable to mafia
fraud and key leakage. Moreover, we propose a new protocol and our experimental results show that our

protocol is secure to terrorist and mafia fraud.
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ol vl =N} ook AfH| 2ol -85 3 Qi) A
o} ¥4, 713 52| 713kl RFID Al2~8l& =913t 7
Tk uR], 2Mke] 93] et 5 Ak )7} folst
3 ol el A= A pelEe] e 2
2] FA0] 7hssltt. w, &9 BA, =4 ] 59
=9] ot Wk S A A& AR|aE vA
F e Algd 4 gl

o8] $-8-9] t i I EFo] AR okdla}a,
A el ARk FAl Wl Qle] FAle] 7b
3 7I7]e AR FAshs 7 el 7]1&314
8|25 g} AAZ REID 2]t (reader)2] <14
%42 1 FIHHF, High-frequency) €]22] 73-%- 10cm
ol 5-E] 10m&]l S="=HUHF, Ultrahigh-frequency) ©l}
a7 AiE g ZARR 2 5 ol =4 914
gfe} AH|~E o2 59, viaLs A agleli= BA7E
A% 3ol v E]e] QlA] ko g 419 9]
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2.2 204
ZReF 7 EAd degk ol ohgy) Ak
K . AF3(legitimate) =|ti(o]3l, ‘j/]ﬂ)
o} At ejels), Bk
gk 37 (long-term) H[' 7]

N, . z7} AAEF Y<(random number)
h(z) : 3l A|(hash) 3=
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ccty A ERrEelA BHEAAh7E 1
= 1¥]E A= (challenge)

RCRY oA eReEeld lacEARhh 2

Y= 18]E $(response)

c/ c A Bl Bl A1E A
Al A=
B A BRsellA ez} Al Al
Al 2wt
RTT : ®WIXA] S5 AZKRound Trip Time)
Cinax 2 AR AR ZREFA
=3 o, 383 HAd oF —’F
b : A AgF ZREZA Y} 3§

43k= AN RTT

AB) ¢ AR i eremela Agow o)
HEl el A E71= A

LB B e eeE
A E71A %= A

o D BAAY i BREdlA Byl &
A e A

void challenge : ABAE HUR] &2

void response : oH= RUA] &

NAND(z, y) : ¥4 +=2]3(Non-conjunction)

23 7|& He| Mgt Z2EZ
7] AR ZREFS duirow & eAR AR
D]_[ISJ. ;—;4\ ‘:‘HVH \—,}7;”_1: H]‘j‘?4y_ 5= _?,]ﬁ} e AB/\‘]
2wk 4] Xt S nu|mA Azte] 48y odake:
sl =l ‘lﬁl](slow phase), & HAE 7} 1
HIE ARIAE i elae] Sl £A4Y 9
ZHe)= YEAZHRTT, round trip time)S 43l #
2e] Akl ARtel] 18wk AaEs e
A (fast phase)o|v). whE tHAl= nle] BRe=2
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RFID Reader(X) RFID Tag(K)

Slow phase

Pick V,={0, 1}* Ny

Compute RUIR'= h (K| Ng)

Fast phase for 1 < ¢ < n and success =true
ith round

If success =true, {
C
¢ €401}, r=(RY),

Start Clock C R =(rY),
EEE—
R’
<
Stop Clock : record At
If (R, # R)V (At>t,,,), success = false
}
Else, halt.
If 1 =n, the tag is legitimate and close to the reader
T2 1. HK Zzez'
Fig. 1. HK protocol™
RO i) nES i) 95} R 51 2ol (1) MP TR EZ

=& Aol Blee} Blae 27 Wi N, NS
AAste]  wekek & 3n4+1 n|ES] A F

h(KINGIN,) & AR h(KIN,IN,) =

wla, R =(RY) 2 wke 2l elolu 2 A5}
o] RTTS £3 7]2]9] Aghal-e Axkaie), 2ozt 4
Agh eje) S5k B2 & u), 1 gkt 2] Sl

A 2Ple] ARKEE R.0] 1|81z gelglt). ol w P 2 Hhea, oluf
£ ohemal Azl Aiae] 94 Eg A o L T AT BT B ek v A2 2n
a1, e ze] ARz} ek 739 Elvle el A HIE, n+1 Bt} 2leje} Bl 22t P E 5
star AR le-g Bl 5 ik sl o wEA  pe] WA WE  PE
2.3.1 Munila® Peinadooll 2|slf okl H2| | NAND(P;;T%PSW)Q} 2o ARk A < i < )
s moez(1d & £, P =01001110100 - -- o]2p
Hancke®} Kuhn®] Z2EZo] 7ok o], oz P, =NAND(0,1) =1, P, = NAND(0,0) =1,
RFD A7 A3 Z2ego] Alkegled 1 & Py =NAND(1,1) =0, -] =o] P=11011---7}
Munila®} Peinado= W2 shAloll 4] eltje] 1w = A Hrk
2l = {0,1}°] oFz}, {0,1,void} ollA A&l w2 oAl A 2Rsdlld 2lue P =0d A
2 Alokgirhelst MP T2 EF). o7]ellA ¢ =woid - AARA S 2R W=, o] A C =wvoideaL
2 iz} oA ehsolA] AAE BuA] oS gt B =19 Aol GF {0, 1}ex del= A

oulgit) o= =7l wHAlellM A | EY PRYE
A=), o] e Bl AR AR Ae] Ae 2 OF ARk po} o Ausl] S5t RS
£ vigjo} AL A% A9 Barh dolA AR, (P, =0) A (C; =void) oI R, void
9\}]\—11:—-% 6]'0:] U}j’]o}‘ .To’_7_§'9,] /%150,_ i—}‘g—% ‘/9{—7?‘—-9{;‘,\:]— 52 i (P — 1) A (C ZO)O]I:"i R{‘ 1)—0’] _%]_3]_% H]E_
1o o 3] 1H ) E] o= = i i i
;f:l u-—i (ﬂ H “1]/‘]7(]7}‘ ;f—:‘)\ 71(—10 =2 8T = :J_’—-—E:‘ H (LSB)?l ULSB7]' E]:ﬂ_ A]»%—é“l— H]E—“—:— /S}X-ﬂﬁ‘l—\:]-
2r]e} Bl BT TREE AREsle] AR A 2JgE A ‘
5 . . (P=1)A(C =111 RE v g wE
g 3k o] wAA] oFE AR sl : i i

MSB)R! v557F E13L HA] ARERE v E= Ak

ste] e zelAl Bz} FAlel Efe]w & AHEAIRIE

Fu)

2
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=/ el 2E FA 3 viejo} e IAE RFD 72 A Z2EeF

RFID Reader(K) RFID Tag(K)
Slow phase
Pick N, < {0, 1}* Np
Ny Pick NV, € {0, 1}F

Compute Pllv= h(K'HNBHNT) , where |P'|=2n, vl=n+1.
And compute P, where P, = NAND(P,,_,', B,), |Pl=n

7

Fast phase (e=0)
ith round (1 <i < n) crp=0

If =0,

reader does not send challenge.

(ie., C; =woid)

Else,

reader sends random one bit challenge.

(e, G € 4{0,1}

Start Clock C, If (P,=0)A(C, =void), R, = void.
Else (E =1)A (Q =0), RZ- =v;¢p and delete
R, from v.
R Else if (P.=1)A(C =1), R, =v,g and
<——— delete R, from v.
Stop Clock : compute At Otherwise, cp=cp+1. If cp> ¢, 5 halt.
If (R, = R)V(At=t,,.).
c=c+1.
Else, c=c.
If ¢ = ¢, halt.
a3 2. Mp ZgezM
Fig. 2. MP protocol™
w2l A= (B =0) A (C; # void) Q1 73-5-<1d], Al 57 Ash elvie} et AL 9l vgkel
°JEH P, =0 olzpbd A7} 24| sdolof sh=d] gt E7)37} E#] oo} 1 o]F9] Tler odkdog
v 2 ¥as 3R rkEo) $AS Al egieiarl 7k AR 7hsAde] slol Aks 2ol A Gvk=
Fohu shee] & A o] el gol apd AF WA
o] Ao)gt g2 JojA| wd o= Ae = - HjelaE 34 ¢ ] aE 340 Bl <
23k, 3em FARNA ARE Fol T4} 2lHelAl
2 RS woml eolnE A=) A|7|7, RTIV} s W A el ey Hlae 34

:ILX']-ﬁi X}N’] —'—? w\ ] 01% tﬂ"‘i 7)1‘1: ‘%7—‘] %H:—
t}. =, el xRx19] 4724l 7](long-term key)E =
SAI71A] AL g He] 1Ft =2 5 oks ), el
2B AL AAEEH "ok MP 2R EFeA] el
2B AL ot 3ol At o= qlrk WA FAA
A= =He] Q1 W9l qkew Sofrt Pue} W
Ny, N5 33kslar whg A7} Alzte] 7] Ao o] &
Blrell ) Al Bl W N, N9 7]

ta oM, BT AR S ek 1
3, o] #19] A9 71w e 27 ke @
o] A5 olge] | RS- AAE ERA AT

E n g],_?_r::g’_ vizehy e 2SS A3 Hos

@) Mp Z2EZe] oA 4
o] Fellr= MP ZREZFo] Hef2|AE A

oFaly, ARS FAL TEiEle] TFEEIS ALEER Lo K& 53 a3 AlAdelA 282 P} vE ALk,
T BT g gomei] Ao} 2A o3t & FAAE 7] f8 L 3k FAAIA B 34
665

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’14-11 Vol.39A No.11

Ah= Bl zellAA 2 Pt v E 3l whE TS A1

o} o] FANA vt v 7] K& 22X 7R 8,
gk AlAdel gkl FAR T QS vk 5 oAl THESLS
22 HgrE F42 g

- AFSel FHek: MP ZREFS A8 3L wes)
o] 7HE]E ARESIIAIT Ao 2 Q18 gF Bles]
A1 2ol 2] AR} e 2ol A ohEA A =
ol A3 4= gl "k o] wlkE v E wshodA o
4] v2] LSBY} MSBE- A48} ¥ ARS8k B]EE AlA
317] wiiell, shH S/ v elv]e} et 7R A
= HIEY o7t AR GepR]7] wtelt)h olE 01,
3 A4 Ff%l nv]ED P=01010--- 11°]3,
n+1¥]E v =110100--- 010 o, 3 HAx| 2}e=
= P, =00]7] Wil 2vi= RS Bl oo,
Hlo% S 31x] o) F HA 2l =E P =1
o]7] el Brl= o= ¢, =0E Bxlick 15id]
Agolv} FAo R <13 e} FAlsE ¢ 7F 1] A
%, Bl ve] MSBel 18 ¥uljar 18 AHAlsle] el
2] v 10100 --- 010°] =& ¥, 2lte ARilo] B
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Stop Clock : compute At
f (R, #=R)V(At=t,,), c=c+l.
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Else, c=c.
Ifc=c

max?

halt.
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RFID Ad RFID Tag(K)
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Slow phase
_ Neo N
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Compute P Compute P
Fast phase
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If C, =woid, {R =wvoid, CA C}
Else if C; =0, {HAZUOZd O-AZ 1}
Else it G =1, {R'=R,, C'=cC}. _c*
If P,=0, R, =void.
- R Else, R, = KD C,.
When C; # void, extract K, =R, D 1.
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J% 4. AYBN ZEEZ| gt 7] k& 34
Fig. 4. Key leakage of AYBN protocol
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Table 1. Security and privacy comparison of existing protocols with proposed protocol
HK protocol[m] MP protocol[M] AYBN protocol[”] Proposed protocol
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. y 7)\7 2 13)\8) \16/15)\13
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0| Without any ( 1 )n ( 5 )n 7\n ( 5\
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key per each session
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Akt ZREgst 7 xrEge) Bgy Ha

Ta

k(k) : length of random number of Reader(Tag),

2.
ble 2. Perfomance comparison of existing protocols with proposed protocol

n: number of rounds of fast phase

HK protocol[m] MP protocol[M] AYBN protocolm] Proposed protocol
Hash # of reader and tag 1 (2n bit) 1 (3n+1 bit) 1 (n bit) 1 (3n bit)
# of random 1 (k bit) 1 (k bit) 1 (k bit) 1 (k bit)
Reader K X . .
number n (1 bit) 3n/4 (1 bit) n/2 (1 bit) 3n/4 (1 bit)
generation Tag - 1 (k" bit) 1 (k" bit) -
. . n (NAND)
Additional operation - n (NAND) n/4 (XOR)
3n/8 (XOR)
Length of tag’s message n bit k' +3n/4 bit kK +n/4 bit 3n/4 bit
Storage of tag |K|+ 2n bit |Kl+2n+1 bit |[Kl+n bit |K|+ 2n bit
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