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ABSTRACT

In this paper, we investigate physical layer security in a cooperative cognitive radio networks (CRN) with a
relay selection in the presence of a primary user and an eavesdropper. To protect the CRN from wiretapping by
the eavesdropper, we propose employing an opportunistic relay selection scheme and multiple antennas at the
destination that work based on the availability of channel state information at the receivers. Under these
configurations, we derive an exact closed-form expression for the secrecy outage probability of the CRN, and

also derive an asymptotic probability. Numerical results will be presented to verify the analysis.

. Introduction in wireless networks through optimistic spectrum

sharing. Under a CRN, secondary users need to

As the radio spectrum becomes crowded and sense the spectrum to detect spectrum holes that are

scarce, efficient utilization of radio spectrum not used by primary (licensed) users. When using

becomes increasingly important. Cognitive radio the resources that primary users are using, the

networks (CNRs), first proposed by Mitola', secondary users and to limit the harmful interference
provide a solution for improving spectrum utilization that may be caused to the primary users” .
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Recently, physical layer security has attracted
significant interest in the research community as the
information security becomes crucial for pervasive
and personalized wireless devices™™. With the help
of relays, the secrecy capacity of a wireless system
can be significantly improved. The secrecy capacity
of the secondary system in a CRN was investigated
in [9-11], where the secondary users exploit multiple
antennas to protect the confidential signal. On the
other hand, optimal relay selection (ORS) scheme
can be adopted to improve the performance of

H2131 particular, it has been

wireless relaying
shown that the ORS can achieve optimal
performance in terms of the outage probability and
capacity for both decode-and-forward (DF) and
amplify-and-forward (AF) protocols.

In this paper, we consider a CRN in which there
exists an eavesdropper that can overhear the
confidential signal transmitted from the secondary
user. Passive eavesdropper is considered, where the
channel state information (CSI) is not available at
the secondary transmitter. We take into account the
peak interference constraint at primary receiver and
maximal transmit power at secondary transmitter.
Particularly, the eavesdropper is equipped with
multiple antennas to wiretap channel. To deal with
it, we consider the ORS scheme based on the
availability of CSI at the secondary receiver and
multiple antennas at primary receiver to promote

P

Fig. 1. A CRN with M relay nodes and an eavesdropper.
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secure data transmission. With this in mind, we
derive new exact and asymptotic expression in
closed-form for the secrecy outage probability.
Numerical results will be provided to verify the
analysis.

The rest of this paper is organized as follows.
Section II describes a CRN model and the optimal
relay selection scheme. In Section III, the secrecy
outage probability of the secondary system is
derived for the CRN. In Section IV, numerical
results are presented and discussed. Finally,

conclusions are drawn in Section V.
II. System Model

As illustrated in Fig. 1, we consider a CRN with
a secondary transmitter (S), a secondary receiver
(D), a primary receiver (P), and an eavesdropper
(E). We assume that there is no direct link between
the secondary transmitter and the secondary receiver.
Accordingly, the secondary transmitter sends data to
the secondary receiver with the help of M secondary

relays R, m=1,2,..,M. We assume that the

m
channel between any two nodes is assumed to be
independent and flat Rayleigh fading channel, and
that perfect CSI is available at the receiver. Each
node is assumed to operate in half-duplex mode.
The secondary receiver and the eavesdropper are
equipped with N and K antennas, respectively, while
each of the secondary transmitter, the primary
receiver, and M relays, is equipped with a single
antenna. The eavesdropper attempts to wiretap and
decode the data of the secondary system.

Let hgp hggys hggs hip pr B p and hy p denote
the channel coefficients of the links S — P, S —
R,S—E R, —D, R, > P, and R, — E,
respectively. The corresponding channel gains
hxf . XE{SR,} and YE (R, D E P}, will

m m?
follow exponential distribution with a parameter

£2yy. Therefore, the probability density function

(PDF) of the random variable |hy,/* is given as

Fxr(@) = 2yyexp(—2yy) (1)
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where QXYZE{|hX,f}= dyy , d is the distance
between two nodes X and Y, and [ denotes the
path loss exponent. Moreover, ny ~ cN(0,1)
denotes additive white Gaussian noise (AWGN) at
the node Y. In an underlay CRN, the secondary
system may simultaneously use the spectrum with
the primary system. Therefore, the transmit power at
S and R, must satisfy a peak interference power
constraint so that the interference at the primary
receiver is less than threshold ¢). We assume that
antenna selection is employed at D and E to achieve

[14]

full diversity gain~ . During the first phase of

relaying, S transmits to M relays and the
corresponding signal-to-noise ratio (SNR) at 72, and

E is respectively given as

Np = Pohy
Vi = max; _ 1,....,1(P4h

El

@

where Pg denote the transmit power of S. During

the second phase, a relay transmits data to D and
the SNR at D and E is respectively given as

AAAAAA 3

.....

where P, denotes the transmit power of 77,,. Note
that the transmit power Pgand 7, need to satisfy

the interference constraint at P:

: Q
Py= mln(PT,VZZ )
Sl

P, =min(PT,hilf).
By,

Il. PERFORMANCE ANALYSIS

For the physical layer security relying on multiple
relays, the main objective is to maximize the SNR
in the desired link and minimize the SNR in the
eavesdropping link at the same time. We consider an
optimal relay selection based on the available CSI at

the receiver:

m =argmax,, _, Mmln(Clm,C’;m) @)

,,,,,

where (]

1im

and C,

%m are the secrecy capacity of the

first hop and that of the second hop, respectively.

We define the secrecy capacity of each hop as'"”

1 1+ ]*
cr, = 1+=lo ;
! lQ AT+ )
4
Ccy = l10 L%
2m 2 2 1+’72E ’

where [z]" = max(x,0). From (4) and (5), the
secrecy outage probability of the optimal selection
scheme is give by

PS

out

=Pr(max, _, ,min(C},,Cy ) <R,), (6)

1m>

where R,, is the threshold for the secrecy rate.

_|_
YD and

_1 Y2n
= 1+%E T, = 1_'_7 , then the

following two lemmas can be derived.

Lemma 1. The exact cumulative distribution
function (CDF) of 7, is given as

Fo =3 (Mo

n=0
n2, U(z—l)
- l—exp—

Ty Py p 1) )
n“QR,”D( 1)+ “Q]?,”PQ
PT

S k+1 k24 5
X —)F—
,; (A]l:)( ) n(ZRsz + kQR,,,E

Proof:

Pr

“QH,,,PQ)

x exp(—

Let z,= |hR,,,EZ‘2
CDF of T.

2m

and ?/E|h12,,,ff , then the

conditioned on 1z, and y can be

computed as

805
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F z\xk, )
[1+max amin(P, Qly) s, D| J
z
1+man oo A'mln( TQ/y)Ik

=F
L{mln (P Qly) Femaxiy,. ka)7

®)
where U= max,, _, VihHD‘Z and the CDF of U
can be written as
N
Fylu) = g}om(— 1)"exp(=nf, pu). (9

Substituting (9) into (8), we have

Fsz(z\xk,y) = E\i (1:)(_ 1)

n=0
z—1
exp|—nf2y ;gggfig:éygj"*Zfﬂaxk:1 ,,,,, &k |-

Next, the CDF of 7, conditioned only on y is

computed as

PREDE I )G [CRE
0 n=0 (11)
z—1
exp(—’n.QHmD mll’l(PT Q/y) +zz )fX(I)dxv

where X=max;_, jz, and the PDF of X is

given as

(12)

Substituting (12) into (11) and integrating (11)

with respect to z, we have

Fy (zly) =
N z—1
(nzo(m (—1) exp(* nQRmDmin(PpQ/y)))
N k2,
R S N
~ [,; (f)( b nf2p pzt k“QR,,,EJ

13)

Finally, the CDF of 7;, with respect to y is

computed as

806

Fy (2)

ZO(N)

-3

n

-1) Q/P,
></ QHW}/sxp(* QR,”PZ/)d?/
0

nf2, D(Z* 1)y

/ R PP T exp(— 25 py)dy
Qo/Pr Q

LY k“QR B
E(K) TIQH Dz+kQH r

(14)

After some manipulations, the CDF of 7, is

derived as (7).

Lemma 2. The exact CDF of 77, is given as

FTM(Z)Zl_ Z(f)(—l)kﬂgiﬂ"

=1 sr # T kf2gp
Qo (z—1) 24Q
X |exp|— —p 1—exp|— Va
A A
N Q4P O, (z—1)+024,.Q
QP+ 2g, —1) 7F P,

15)

Proof:
The CDF of 7}, follows directly from (7) by

exchanging the parameters (2, , to 24, , 2, ; to

Qg 25 p to {2gp with single antenna at 72,,.

Proposition 1. The exact secrecy outage
probability of the proposed secondary system is
given as

P;ut =
M '
1= (1) Z H E(N) yat
i=1 my=-=m;=1t=1n=1
my <---<m;
( nQRmD(p 1) ) nQHmD(p—l)
exp - :
Pr 25 PPT+n“QH”,’D(p_1)
n2y plp— )+QH Q2
X exp|—
Pr

kS2
5 2(1«) .

nf2p pptk2g g

kg
. E(K) Hl()

o, P R Qs
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nQHmD(P_l) -QH (P_l)
X | exp|— '

Py  QgPrt2g (p—1)
Qg (p—1)+024Q
X exp m

Pr

(16)

2R,
where p=2"".

Proof:
When 7,

1m and 7, are independent, we obtain
the outage probability by combining (6), (7) and
(15) as

PS

out
M (17)
H (FTlm(p)“’FTm(p)_ F]-m(P)Fum(P))

m=1

After some manipulations, we can obtain the
result in (16).

Lemma 3. An asymptotic expression for P

out

when P,— co is given as

o __
out —

SR I 1 9>{ [y e

i=1 my =-=m;=1t=1n=1

my <---<my
K k2p p (18)
< E(]{)(_l)lwl "
=ik nQR,mD+k“QR,mE
M kQg,
< 3 (B
l-; k QSHM/erkQSE

Proof:
It is not difficult to obtain (18) by letting P, to
infinity in (16).

IvV. SIMULATION RESULTS

In this section, we wuse the closed-form
expressions for the secrecy outage probability in
(16) and (18) to evaluate the system performance. In
particular, we investigate the impact of the number
of relay nodes, the number of antennas at the

destination D, and number of antennas at the

eavesdropper E. We assume that the source S, the
relay R

s the destination D, the eavesdropper E,
and the primary receiver P are located at (0,0),
(x,,0), (1,0), (1,—0.5), and (1,0.5), respectively.
The corresponding distances between certain two

nodes are calculated as degp =7

m>

=125, dp p=1-=w,, and d; =
dR,,, p= (1—x7,l)2+0.25, The path loss exponent

[ is assumed to be equal to 4.

In Fig. 2, we investigate the effect of the
maximum transmit power P, on the secrecy outage
probability when the number of antennas at the
destination N=1, the threshold £, =0.3, and the
peak interference ()=2P,. M relays are assumed
to be deployed in the same location (0.5,0). As
expected, when the number of relay nodes M
increases, the secrecy outage probability is found to
decrease. In contrast, when the number of antennas
at the eavesdropper increases, the secrecy outage
probability is found to increases, since the chance of
overhearing will increase accordingly. Fig. 2 also
verifies that the simulation results and analytical
results have an exact agreement.

In Fig. 3, the number of relays are fixed to 3 and
they are assumed to be located at (0.6,0). The
parameters R, and () are set to 0.3 and 2,

respectively. It can be seen that the secrecy outage

— Analysis
B Simulation

Asymptotic

Secrecy Outage Probability

Fig. 2. Secrecy outage probability versus P, for
M=2,4 and £K=1,23 (R,=03, QP =2,
z, =0.5, N=1).
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Analysis

B Simulation

Secrecy Outage Probability

0 5 10 15 20 25 30
P_(dB)
Fig. 3. Secrecy outage probability versus P, for
N=2,4 ad K=12 (R,=03, QP,=2,

z, =0.6, M=3).

probability decreases as the number of antennas at
the destination increases. Similarly to Fig. 2, the
secrecy outage probability is seen to increase as the
number of antennas at the eavesdropper increases.

V. Conclusion

In this paper, we have considered an optimal
relay selection scheme with multiple antennas at the
destination and eavesdropper in a cognitive radio
networks. We have derived exact analytical
expressions for the secrecy outage probability in the
presence of multiple relay nodes. Numerical results
have been provided to validate the analysis. It has
been shown that in order to improve the
performance of the system, it is necessary to
distribute many relay nodes and multiple antennas at
the destination rather than to increase the transmit

power of the source.
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